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1. NACNOPT ®OHIA OLEHOYHBLIX CPEACTB (JAJIEE — ®OC)

1.1. [MnaHupyemble pe3ynbTaTbl 06y4EeHUs MO MEXANCLMIIMHAPHOMY KypCy

Kopn,

KOMMeTeHLM HanmeHoBaHue KoMneTeHuun

OK o1 BoibupaTb cnocobbl  pewenns  3agady  NpodeCcCUMOoHANbHOW  OEATENbHOCTU
NPUMEHUTE/NBbHO K PAa3/INYHbIM KOHTEKCTaM
icnonb3oBaTb COBPEMEHHbIE CpeacTBa MOWUCKA, aHanM3a W UHTepnpeTaumm

OK 02 nudopmMaumm, n  MHOOPMALMOHHBIE  TEXHOMOIMM 019 BbINOAHEHUS  3a4ad
npodeccmoHanbHOW AESTENBHOCTU

MK 31 [IpoBoauTh  KOHTPOJL  MApaMeTpoOB,  JUArHOCTUKY W BOCCTAHOBJICHUE
paboTOCIIOCOOHOCTH ITUGPPOBBIX YCTPONCTB KOMITBIOTEPHBIX CUCTEM M KOMIIJICKCOB

1.2. CofeprkaHre MeXXaUCUMNIMHAPHOro Kypca

e TeMa (pa3nen MeXaNCLMIIMHAPHOIO Kypca) KOMHE‘EQHLW
(B cootBeTcTBMM C PI1)
4 cemMecTp
1 BecnpoBoaHble cucTeMb OK 01, OK 02,
MK 31
5 CeEMeCTp
2 KoMMyTaLms kaHanos. OK 01, OK 02,
MK 31

B pe3ynpbrate OCBOEHUNA ANCUMTMINHDI o6yqa}0Lu,v||7|cs:| OOJKEH:

MMETb NPAKTUYECKUI ONbIT:

— yyYaCTue B OT/IafKe U TEXHUYECKMUX UCMBbITAHUAX KOMMbIOTEPHbBIX CUCTEM, MHCTANNIALMK,
KOHOUIYPUPOBaHUM NPOrPAMMHOIo obecneyeHums.

YMETb:

— OCYLWeCTBSATb YCTAHOBKY U KOHPUIypPUPOBaHME MEPCOHAsIbHbIX KOMMbIOTEPOB, U
nofkntoyeHne nepndepuinHbIX YyCTPOUCTB;

— NPOBOAUTbL KOHTPO/Ib NAPaMETPOB, AMArHOCTUKY 1M BOCCTAHOB/IEHWE PaboOTOCNOCOOHOCTH
KOMIMbIOTEPHbBIX CUCTEM U KOMTIEKCOB;

— NPOBOANTb CUCTEMOTEXHUYECKOE OBCTYKNMBAHME KOMMBbIOTEPHbBIX CUCTEM.

3HaTh:

— CpefcTBa 1 MeToAbl aBTOMATU3MPOBAHHOIMO NPOEKTUPOBAHNS NPK pas3paboTke LMPpPOBbIX
YCTPOWUCTB.



1.3. Cuctema oueHmMBaHna No AUCUUNIMHE
Kypc u3yvaeTcs B TeuyeHue AByx cemecTpoB. PopMa MPOMEXYTOYHOW aTTecTauum mno
ONCUUNIIMHE — KOHTPO/IbHAs paboTa (4 cemecTp) anddepeHUMpOBaHHbIM 3a4eT (5 ceMecTp).

LLIkanbl oLEeHKM YPOBHS
CcHOPMMPOBAHHOCTU PE3YNbTAaTOB LLikana oLeHKn YPOBHSI OCBOEHMSA AUCLUUTIIVHDI
0byyeHuns
YpoBHeBas WKana 100 6anbHas | 100 HanbHas HeandPepeHUMpPOoBaHHAs OLLEHKA
OLEHKM KOMMETEHLMN WwKana, % WwKana, %
LOMOPOroBbIn HIKe 61 HKe 61 HEe 3a4YTeHO
NOPOroBbLIN 61-85,9 61-69,9
70-85,9 3a4YTeHo
NOBbILLIEHHbIN 86-100 86-100

2. MEPEYEHb OLUEHO4YHbIX MATEPUAJIOB A1 MPOBEAEHUA MMPOMEXKYTOYHOWM
ATTECTALUU

KOHTPOMb M OLEHKA pPe3ynbTaTOB OCBOEHWUS AUCUMMAMHBI B 4acT CHOPMMPOBAHHOCTMU
obwmx KoMmneTeHumMn n mx vacten (OK 01, OK 02) ocyuwecTBnseTcs npenogaBatefieM B Xohe
TEKYLLEro KOHTPONA ycrneBaeMoCcTu (B npouecce nNPOBEAEHUS MPAKTUYECKUX  3aHSATUK,
nabopaTopHbIX PaboT).

B xoge npoBefeHns MPOMEXYTOYHOM aTTecTaumn OCYLLECTBASETCS KOHTPO/b M OUEHKA
PE3Yy/IbTAaTOB OCBOEHMS NPOPECCUOHANBHbBIX KOMANETEHLMIA N UX YaCTEN.

Bonpochl 418 NoaroToBkM K MpOMEXYTOYHOM aTTecTaumm KOHTPObHas paboTa (4 ceMecTp)

N° | CogepxaHue Bonpoca

MK 31 IIpoBOAMTH KOHTPOJIbL IAPAMETPOB, IMATHOCTUKY U BOCCTAHOBJIEHHE
paboTocnocoOHOCTH HUGPOBBIX YCTPOIHCTB KOMIBIOTEPHBIX CHCTEM H KOMILJIEKCOB

1. Y710 Takoe KOMMbIOTEPHAaA CETb M KaKOBbl €€ OCHOBHbIE KOMTMOHEHTbI?

KakoBa ponb MNPOTOKONOB B  KOMMbIOTEPHbIX  ceTax?  [puBegute  npuMepbl
PacnpPOCTPAHEHHbIX MPOTOKO/OB.

3. | Yto Takoe mopenb OSI, 1 Kaknme ypoBHM OHa BK/OYaeT? KakoBa QYHKUMA KaOOro w3
YPOBHEN?

4. | Y7o Takoe IP-agpec, 1 kakue cyuwecTtByloT Bepcun IP (IPv4 1 IPv6)? KakoBbl X OCHOBHblE
OTNINYNA?

5. YT10O Takoe MapuwpyTndauns, N Kak OHa OCYLWEeCTBAAETCA B KOMIMbIOTEPHbIX ceTax?

6. | KakoBa pasHuua Mexay nokanbHon u rnobanbHon cetbio (LAN n WAN)? lNMpuBegute
NPUMEPbLI UCMO/Ib30BAaHUS KQXKOOW U3 HUX.

7. | Y10 Takoe NAT (Network Address Translation), n kak OH MCMONb3yeTCs B CETEBOWU
NHPpPaACTPYKType?

8. | KakoBbl OCHOBHble JYHKLUMU K OCOBEHHOCTM 6BecnpoBoaHbiX ceTen (Wi-Fi)? Kakue
cTtaHgapTbl Wi-Fi BaM 13BECTHbI?

9. | Yto Takoe VLAN (BMpTyanbHas nokanbHas CeTb), M KaKOBbl NPEUMYLLECTBA MCMONb30BAHUSA
VLAN B opraHusaumm?

10.| KakoBbl OCHOBHble MeTofbl M cpeAcTBa obecneyvyeHuss 6e30MacHOCTM B KOMMbIOTEPHbIX
ceTax?

11. | YTO Takoe "neperpyska MapLwpyTmM3aTopa”, M KAKOBbl OCHOBHbIE MPU3HAKM 3TOM NPO61EMbI?

12. | KakoBbl OTAMYMS MeXAy CTaTUYeCKOM U OMHAMUYEeCKOW MapLlpyTM3auMen, 1 B Kakux
C/y4Yanx LUenecoobpasHo NCMOMb30BaATb KXKAYIO U3 HUX?

13. | Kak HacTpouTb MexceTeBou akpaH (banpBon) AN 3aLMTbl JIOKA/IbHOW CETU OT BHELIHUX
yrpos?

14. | Yto Takoe DMZ (neMunnTapmnsoBaHHas 30Ha), M KakoBa ee PoJib B MOCTPOEHUM 6e30MacHON
CETEBOW apXUTEKTYPbI?




Ne° CofeprxaHue Bonpoca

15. | Kak ocyuwecTBnseTcs pe3epBMpPOBaHME CEeTEBbIX MyTen A9 MNOBbILEHUS HALEXKHOCTU
CcBA3n?

16. | Kakne meTtoabl ayTeHTudMKaLuMM MONb3oBaTeNen CYLWECTBYIOT A48 AOCTyna K CeTeBbiM
pecypcam?

17. | Kak peanusyeTcsa ynpasneHne JOCTYNOM B CETU 1 KaKMe CPEeACTBA [/19 3TOr0 UCMO/b3YIoT?

18.| Kak HacTtpouTtb VLAN Trunking Protocol (VTP) ans ynpasneHus VLAN Ha HECKONbKMX
KOMMyTaTopax?

19. | Y10 Takoe DHCP Snooping, 1 Kak OH NOMOraeT 3alWnTUTb CeTb OT aTak?

20.| KakoBbl OCHOBHblE METOABI ANATHOCTUKIN CETEBLIX NPO6AEM C MCMOIb30BAHNEM KOMAHAHOM
cTpoku (CLI)?

Bonpochl ansi no4roToBKM K NPOMEXYTOYHOW aTTecTaumm gudpepeHuUMpOoBaHHbIM 3a4€T (5 ceMecTp)

Ne° | CofeprxaHue Bonpoca

MK 31 IIpoBOAMTH KOHTPOJIbL IAPAMETPOB, IMATHOCTUKY U BOCCTAHOBJIEHHE
padoTocnocoOHOCTH HU(PPOBHIX YCTPOMCTB KOMIIBIOTEPHBIX CHCTEM H KOMILJIEKCOB

1. | YTO Takoe Nonb3oBaTENbCKUN UHTEPPENC U KaKMe ero OCHOBHbIE 3/1EMEHTHI? Kak OH BANSET
Ha B3aMMOLENCTBME NOMNb30BaTE/NA C MPUNOKEHNEM?

2. | YTo Takoe TeXHONorumM BUPTYyanm3aLmm, U Kak OHU MPUMEHSIOTCH B COBPEMEHHOM [T7?

3. | KakoBa ponb cuctem ynpasneHns 6aszamm fanHHbix (CYB[) B opraHusaumm xXpaHeHus w
yNpaBieHWs aHHbIMW? Ha3zoBUTE HECKOMbKO nonyngapHbeix CYB/,

4. | YTO Takoe KOMMbIOTEPHAN CETb, U KaKmne CYLLeCTBYIOT MOAENM ee apXMTEKTYpbl (Hanpumep,
KNMEeHT-cepBepHas 1 NMPUHrosas)?

5. | Kakne ocHOBHble ¢opmaTtbhl GanoB CYLLECTBYIOT, M B 4eM UX OTandua (Hanpumep,
TEKCTOBblE, rpaduyeckme, ayamno, Buaeo)?

6. | KakoBbl npuHUpnbl paboTbl VIHTEpHEeTa 1 ero OCHOBHble MPOTOKO/bI (Hanpumep, TCP/IP,
HTTP, FTP)?

7. | YTo Takoe nporpaMMmMpoBaHMe, U KaKMe OCHOBHbIE $3blKM  MPOrPaMMMUpPOBaHUS
MCMNO/b3YIOTCA ANs Pa3Pa6OTKMN NPUNOXKEHUIA?

8. | KakoBbl warn, HeobxoanMble Ans pa3paboTky NPOrpPaMMHOro obecneyeHmns, 1 YTo Takoe
YKU3HEHHbIV UMK pa3paboTkm [107?

9. | Y70 Takoe 06paboTKa faHHbIX 1 KakoBbl OCHOBHbIE 3Tarbl 3TOro NpoLecca?

10.| KakoBbl MpuHUMIBl  PaboTbl  TEXHOMNOTMA  MALIMHHOTO OBYYEHMS U UCKYCCTBEHHOIO
WHTENNEKTA, M KaK OHU MPUMEHSIIOTCS K aHaNU3y AaHHbIX?

11. | YTO Takoe NporpaMMMPOBAHME U KaKME S3bIKM MPOrpaMMMpoBaHMsa Bbl 3HaeTe? B yeM mx
OCHOBHbIE OTINYUA?

12. | KakoBbl aTanbl }XM3HEHHOTO LMK/Ia pa3paboTky NporpaMmmMHoro obecnevenuns (SDLC)?

13. Y710 Takoe l/ICKyCCTBeHHbIl;I WHTENNEKT 1 KaKOBbl €r0 OCHOBHbIE 06/1aCTU I'Ipl/IMeHeHl/IFI?

14. | B 4eM pasHuua mMexay HeobxOOMMOCTbIO M LOCTATOYHOCTbIO B KOHTEKCTE CUCTEMHOro
aHanu3a?

15. YT1O Takoe KOMMMbOTEpHad rpaq)vu(a M Kakne ee OCHOBHbIEe B Abl CyU_I,eCTBy}OT?

16.| Kakve npuHUMnbl  paboTbl MHTEPHETA W KaKMe TEXHONOorMu obecneymBaloT  ero
dyHKUmMoHnpoBaHue (Hanpumep, DNS, HTTP, TCP/IP)?

17.| YTO Takoe obnayHble BbIMUCIEHUS WU KaKMe MNpeuMyllecTBa OHW NpefoCTaBasaoT 4ns
nonb3oBaTesien 1 OpraHn3aLmmn?

18.| KakoBa  BaXXHOCTb  alfOPUTMUMYECKOrO  MbIlIEHMS B pPEelleHnMnm  33dad4 U B
NPOrPaMMNPOBAHNIN?

19.| YTo Takoe umdposas MOAMUCL M Kak OHa obecrneyvmBaeT 6e30MaCHOCTb MEKTPOHHbIX
OOKYMEHTOB?

20.| KakoBbl OCHOBHbIE CTpaTErnm 3almnThl MHGOPMaLMN OT HECAHKLMOHNUPOBAHHOIO AOCTYNa?




