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1. MACIMOPT ®OHOA OLEEHOYHbIX CPEACTB (JANEE - ®OC)

1.1. MnaHupyemble pesynbTaTbl 06y4EHUSs MO MEXANCLMITIMHAPHOMY KypCY

Kopg
HanMeHoBaHMe KoMNeTeHuMm
KOMMEeTEeHUMN
MK 73 PopMmpoBaTh TpeboBaHUS K KOHPUIYpaLUMM TOKabHbIX KOMMbIOTEPHbIX CeTen 1
' CepBeEpPHOro obopyaoBaHms, HEOH6XoAUMbIe A/19 PAbOThl 6a3 AaHHbIX U CEPBEPOB
MK 75 MpoBOAUTbL ayauT cCUCTeM 6e30MacHOCTM  6a3  [aHHbIX WM CepBepoB C
' MCMNOb30BAHNEM PEMNIAMEHTOB MO 3awmTe nHdopMaLmm

1.2. CofepraHne MeXaNUCUMNIMHAPHOro Kypca

NG Tema (pasgen gucumnanHbl) Koa koMneTeHumm
(B cooTBeTcTBUM ¢ PI1)
1, 3awpTa n CoXpaHHOCTb MHGOoPMaLMM 6a3 AaHHbIX MK 7.3, MK 75
CepTundumkaums MHGOPMALMNOHHBIX CUCTEM MK7.3,MK75

B pesynbTate ocBoeHuns MK obyyalowmmcs JOMKEH:

UMETb NPAaKTUYECKUN ONbIT:

- B Y4aCTUMN B COAAMUHUCTPUPOBAHNM CEPBEPOB;

-B paspaboTke MnonuTMkM BesonacHocTn SQL cepBepa, 6a3bl AaHHbIX W OTLE/bHbIX
06bEeKTOB Ha3bl AaHHbIX;

- B NpPUMEHeHUN 3akoHodaTenbcTBa Poccuickon Qepepaumm B 061acTn cepTudukaumm
NPOrpPaMMHbIX CPEACTB MHGOPMALMOHHBIX TEXHONOTUI;

YMETb:

- NPOEKTMPOBATb M CO3AaBaTb Ba3bl AAHHbIX;

- BbIMO/THATb 3aMPOChI NO 06PabOTKE AaHHbIX Ha A3blke SQL;

- OCYLLECTBATb OCHOBHbIE GYHKLMN MO aAMUHUCTPUPOBAHMIO 633 AaHHbIX;

- paspabaTbiBaTb MNOMUTUKY 6e3zonacHOCTM SQL cepBepa, 6a3sbl AaHHLIX U OTAE/bHbIX
06bEeKTOB Ha3bl AaHHbIX;

- BNaETb TEXHONOTUSMU NPOBEAEHUS cepTUdUKaLMM NPOrPaAMMHOIO CPeACcTBa;

3HaTh:

- Mofenu AaHHbIX, OCHOBHbIE onepauymn 1 orpaHUYeHns:;

- TexXHOMOrMnto YCTAHOBKM M HACTPOWKKM cepBepa 6a3 AaHHbIX;

- TpeboBaHMsa K 6e30MacHOCTM cepBepa 6a3bl faHHbIX;

- rOCYyJapCTBEHHble CTaHAAPTLl M TPEOOBAHNS K O6CNY»KMBAHWMIO 6a3 JaHHbIX.




1.3. CucTeMa oueHUBaHus No MEeXOANCUUTUVIMHAPHOMY KYPCY

MeXaANCUMNINHAPHDIN

KypC

n3y4yaeTcd

TevyeHne

OAQHOIro ceMecCTpa.

I'IpOMe)KyTOHHOl;I atTeCtaunm no gncunninHe — KOHTPO/1bHa4d pa60Ta.

LLIkanbl OLeHKM YPOBHS
CHOPMUPOBAHHOCTU PE3YNbTAaTOB

0byyeHuns

LLikana oueHku YPOBHA OCBOEHUA OUCLUTMJTUHDBI

ypOBHeBaﬂ LKasla

100 6asibHas

100 6asibHas

HeandPepeHUMpPOoBaHHAs OLLEHKA

OLIEHKM KOMMETEHLMN lwKana, % lwKana, %
LOMOPOroBbIn HIKe 61 HKe 61 HEe 3a4TeHO
NOPOroBbLIN 61-85,9 61-69,9
70-85,9 3a4TeHOo
NOBBbILLIEHHbIN 86-100 86-100

dopma

3. MEPEYEHb OLEEHOYHbIX MATEPUMANOB AN NPOBEAEHUA TMPOMEXYTOYHOMN
ATTECTALNU

B xofe npoBefeHWs MPOMEXYTOYHOM aTTeCcTalMu OCYLLECTBSETCAS KOHTPO/b M OLEHKa
pe3ynbTaToB OCBOEHMUS MPOGECCUOHANBHBIX KOMNETEHUMIA LN UX YaCTeMN.

Bonpochbl 418 NoAroToBkM K KOHTPObHOM paboTe

Ne | Cofep)KaHre Bonpoca

MK 7.3 PopmMmpoBaTh TPeboBaHMS K KOHOUIYypaLm TOKaIbHbIX KOMMbIOTEPHBIX CETEN U CEPBEPHOIO
obopygoBaHus, Heobxoanmble gns paboTbl 6a3 JaHHbIX M CepBEPOB

1. | TpeboBaHUa K KOHGUIrypaLMN CEPBEPHOrO 060PYAOBAHMS MPU NPOEKTUPOBAHUN CUCTEMDI
AN paboTbl ¢ 6azamMu AaHHbIX

2. | Mepbl 6e30MacHOCTM MpPU KOHOUIYPUPOBAHUN CETEBOW MHOPACTPYKTYPbl ANS 3almTh
[aHHbIX B 6a3ax AaHHbIX

3. | Ponb wndpoBaHus faHHbIX B 6a3e AaHHbIX 415 3aLyMThl OT HECAHKLUMOHMPOBAHHOMO OCTYMNa
n yTeyek nHbopmaumm

4. | AyTeHTudukaumsa mn asTopm3auma Ana obecnevyeHus 6e30nacHOCTM JocTyna K 6asam
[@HHbIX B TIOKQ/IbHOW CETU

5. Bansgnue KOHC])I/IpraLI‘l/Il/I ceTn Ha 3q)q)eKTI/IBHOCTb CUCTEeMbl pe3epPBHOINo KoOmnMpoBaHUA
JaHHbIX B 6azax JaHHbIX

0. MexaHn3Mbl KOHTPOMA UeNOCTHOCTU OaHHbIX Mpn pa60Te c 6azamu JaHHbIX B JIOKa/IbHOM
ceTn

7. | MpuHUMib 06ecneyeHns JOCTYMHOCTN U OTKa30yCTOMYMBOCTM 6a3 AaHHbIX HQ CEPBEPHOM
060pyLOBaHNM

8. | TpeboBaHust K KOHOUAEHUMANBHOCTIN AAaHHbIX B 6a3e AaHHbIX MPW HACTPOMKE CEPBEPHOro
060pyAOBaHNS N CETU

9. | OnTuMmsaums napameTpoB KOHUrypaumm cepBepoB ans NOBbILEHNS
NPOM3BOANTENBHOCTI 6a3 AaHHbIX MPW rAPaHTUPOBAHHOM 6€30MacHOCTH

10. | Tvnbl aTak Ha 6a3y AaHHbIX, KOTOpble MOryT 6blTb MPefoTBPALLEHbl Yepe3 MPaBUIbHO
HACTPOEHHYI0 CEPBEPHYIO U CETEBYIO MHPPACTPYKTYPY

11. | VIHTerpaums cuUCTEM MOHUTOPWMHIa U ayauta B CEPBEPHYID UHPPACTPYKTYpY AN
OTCNEXMBAHWS U 3aLUMTI AaHHBIX B 6a3e AaHHbIX

12. | MpWHUMNbI peann3aumMm 3aWmTbl 6a3bl JaHHbIX Ha YPOBHE OMEpPaLMOHHOM CUCTEMbI U
CcepBepHOro 06opya0BaHNS

13. | STanbl cepTndurKaumm MHPOPMALMOHHBIX CUCTEM A1 MOATBEPIKAEHUS NX 6E30NacHOCTU U
COOTBETCTBUSA TPEHOBAHUAM 3aLLMTLI AAHHbIX




NO

CofeprxaHue Bonpoca

14. | Ncnonb3oBaHne ceptudukatos (Hanpumep, SSL/TLS) ans obecnevyeHns 3alMLEHHOCTH
nepegaBaeMbixX JaHHbIX MEXay cepBepamMu 6a3 AaHHbIX U KIMEHTaMu

15. | Mpouecc cepTudmkaumm CepBEPHOrO OO6OPYAOBaHUA A/ COOTBETCTBUA CTaH4ApPTaM
6€30M1aCHOCTU MHPOPMALIMOHHBIX CUCTEM

16. | TpeboBaHns K 6e3onacHOCTM  Mnpu  cepTudukauum  CUCTeEM, obpabaTblBAOLLMX
4YyBCTBUTENbHbIE  AaHHble (HanpuMep, MNEepPCOHalbHble [fdaHHble WM GUHAHCOBAS
MHbopMaLMs)

17. | MNpouecc nognucaHus 1 NPOBEPKM Koda Npu cepTUdrkaLmm MHPOPMaLMOHHBIX CUCTEM U
€ro 3HaYMMOCTb A1 3aWMTbl 633 faHHbIX

18. | AcnekTbl cepTUdUKaLUMM MNPU  BHELPEHWUM HOBbIX TEXHONOTUA WM CEPBEPHOrO

0bopyLoBaHWs Ans paboTbl C 6azamMy AAHHbLIX

MK 7.5 MNpoBoanTb ayaAUT CUCTEM 6e3onacHoCTM 6a3 fJaHHBIX U cepBepoB C UCNO/Ib30OBaHWEM pernaMeHToB

Mo 3almTe MHbopMaLmm

19. | OTanbl NpoBeAeHUs ayamTa 6e30nacHoCTM 6a3 JaHHbIX M CePBEPHbIX CUCTEM

20. | Y4eT pernaMeHToB MNpu aygute cuctemM 6e30macHOCTM 6a3 daHHbIX Ans obecneyeHus
3aWyThl MIHGOPMALIMK

21. | OueHka adpPeKTUBHOCTM MeXaHW3Ma KOHTPO/S AOCTyna B 6a3e AaHHbIX B paMKax ayauTa
6e30nacHOCTH

22. | MeToabl NPOBEPKM LLENOCTHOCTM AAHHbIX B MpoLecce ayamTa 6€30nacHOCTM 6a3 AaHHbIX

23. | Ponb wndpoBaHMa faHHbIX B 6a3e AaHHbIX NPK ayanTe 6€30MacHOCTH

24. | Mepbl  NpPefoCTOPOXHOCTM AN NPefoTBpalleHns  yTeyek  KoHbUAeHLUManbHou
nHbopMaLmm Npu aygmrte 6a3 faHHbIX

25. | PernameHTHble npoueaypbl Npu ayanTe 6€30nacHOCTU CePBEPHbBIX CUCTEM, PpaboTaloWMX C
6a3aMu JaHHbIX

26. | OueHKa COOTBETCTBUA CUCTEMbI PE3EPBHOIO KOMMPOBAHUA M BOCCTAHOBNEHUS LAHHBIX
nonnTrKaM 6e30nacHOCTU Npu ayamTe

27. | IHCTpyMEeHTbl MOHUTOPUHra akTUMBHOCTW MNOMb3oBaTenen B 6a3e AaHHbIX W BbIBIEHUS
aHOMa/IMM B paMKax ayamMTa 6€30MnacHOCTH

28. | MpUHUMAbl NPOBEPKM COOTBETCTBMS CUCTEMbI 6€30MacHOCTM CEepPBEpPOB 6a3  AaHHbIX
BHELHMM CTaHAApTaM cepTudmkaumm

29. | MpoBepka MeTOAOB ayTEeHTUPUKALMM U aBTOPM3ALMN NPWU NPOBEAEHUN ayauTa CUCTEM
6e30nacHOCTU 6a3bl AaHHbIX

30. | [MpoBepka COBMIOAEHNS  MOAUTUKM  BE30MaCHOCTM  MPWU  MOAK/TIOYEHUN  YAANEHHBIX
No/1b30BaTENEN NN MPUNOXKEHMIM K 6a3e AaHHbIX

31. | AyAUT MCMNONb3OBaHUA cepTudUKATOB HE30NacHOCTU 1S 3aliMTbl AaHHbIX B npouecce
nepefayn Mexmay CEpPBEPOM N KITMEHTOM

32. | PernameHTHble AEUCTBUS AN NPOBEPKM Hannyms ysa3BMMOCTeEN B 6ase [OaHHbIX Npwu
nNpoBeAeHnn aygmTa 6€30MaCHOCTH

33. | Waru ona npoBepku peannsaumm 6€30nacHOM HaCTPOMKN CEPBEPHOro 060pYLOBaHMS NpU
ayamTe 6a3 AaHHbIX

34. | OueHKka HafeXXHOCTU MexaHu3Ma 3awWwmTbl OT SQL-MHBbEKUMI 1 APpYyrX aTak Ha cepsep 6a3
[JaHHbIX B Npouecce ayamta

35. | MpoBepka COOTBETCTBMS CUCTEMbI 3alMTbl [aHHbIX B 6a3e [AaHHbIX TpeboBaHWsaM
3aKOHOAATENBCTBA M MEXAYHAPOAHbIX CTaHAAPTOB 6€30MaCHOCTM

36. | OueHka pUCKOB, CBA3aHHbIX C 6€30MacHOCTbIO 6a3bl JaHHbIX M CEPBEPOB, C Y4ETOM TEKYLUMX

CepTl/Iq)l/IKaLI,I/IOHHbIX CTaHOapPTOB




