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1. NACNOPT ®OHIA OLEHOYHBLIX CPEACTB (JAJIEE — ®OC)

1.1. [MnaHupyemble pe3ynbTaTbl 06y4EeHUs MO MEXANCLMIIMHAPHOMY KypCy

Kopn,
HanmeHoBaHme KOMMNeTeHunn
KOMMNeTeHU1n
MNoonep>kmsaTb PaAboOTOCMOCOBHOCTL  annapaTHO-MPOrPaMMHbIX cpencTs
MK12 YCTPOUCTB MHOOKOMMYHUKALMOHHbBIX CUCTEM.
MK13 YCTpaHATb HEMCNPAaBHOCTK B paboTe MHPOKOMMYHUKALMOHHbBIX CUCTEM.

1.2. CoepykaHne MeXANCLUMMIMHAPHOIO Kypca

e TeMa (paszgen MeXancLUnIMHaAPHOro Kypca) KOMHQ‘?@HHMM
(B cooTBeTcTBUM C PI1)
4 cemMecTp
1 | BecnpoBogHble cucTeMbl | MK 1.2, MK 13
5 ceMecTp
2 | KoMmyTaums kaHanos. | MK 1.2, MK 13

B pesynbraTte ocBoeHns MK obyyatowmmncs 4OMKEH:

WUMETb NPAaKTUY4ECKUI ONbIT:

— MPOEKTUMPOBAHUM aPXMTEKTYPbl IOKaNbHOM CETU B COOTBETCTBUMM C MNOCTaBNEHHOW
3ajaven;

— YCTAHOBKE 1 HAaCTPOWKEe CETEBbLIX MPOTOKONOB M CETEBOro 060PYA0BaHMSA B COOTBETCTBUN
C KOHKPETHOW 3a4a4en;

— Bbl6Ope TEXHOMNOrMKW, WHCTPYMEHTA/IbHbIX CPEeACTB MNpW  opraHusaumm  npouecca
nccnenoBaHma 06BEKTOB ceTeBOW MHOPACTPYKTYPbI;

— obecneyeHnr 6e30nacHOro XpaHeHus 1 nepefadn MHGopMaLmMmn B IOKaIbHOW CETY;

— WCMOMb30BaHUM CMELMANbHOrO MNPOrpPaMMHOrO obecnedyeHus Ana MOLENMPOBaHMS,
NPOEKTUPOBAHUSA U TECTUPOBAHWSA KOMMbIOTEPHbLIX CETEN.

yMeTb:

— MPOEKTMPOBATb JIOKAJIbHYIO CETb, BbIOVPaTh CETEBbLIE TOMONOTUM;

— MICMNOMb30BaTb MHOrOdYHKUMOHAbHbIE MPUOOPLI MOHUTOPWHIA, MPOrPaMMHO-annapaTHbe
CPEeACTBa TEXHNYECKOTO KOHTPONS NIOKa/IbHOV CETU.

3HaTb:

— obLmMe NPUHLMNLI NOCTPOEHUS CeTeN, CETEBbLIX TOMOMOrMN, MHOFOCNIOMHOW Moaenn OSl,
TPEebOBaHWM K KOMMbIOTEPHbBIM CETAM;

— apPXUTEKTYpPY MPOTOKO/OB, CTaHAAPTM3ALMM CETeN, 3TarnoB MPOEKTUPOBAHUS CETEBOU
NHOPACTPYKTYPLI;

— 6a30Bble NPOTOKO/bI U TEXHONOT MM NNOKAJTbHBIX CETEW;

— MPUHLMNBI NTOCTPOEHMS BbICOKOCKOPOCTHbBIX JTIOKA/IbHBIX CETEW;

— CTaHdapTbl kabenewn, OCHOBHble BWAbl KOMMYHMKALMOHHBIX YCTPOWCTB, TEPMUHOB,
MOHATUM, CTaHAAPTOB M TUMOBbLIX /IEMEHTOB CTPYKTYPUPOBAHHOM KabelbHOM CUCTEMBI.




1.3. CncTeMa OUEHUBaHMSA MO MEXAUCLMITIMHAPHOMY KYpCy

Kypc u3yvaeTcs B TeuyeHue aByx cemecTpoB. PopMa MpPOMEXyTOYHOW aTTecTauum mno
MEXANCLMMIMHAPHOMY KYPCY — KOHTPOJIbHas paboTa (4 ceMecTp) AnddepeHUMpOBaHHbIN 3a4eT (5
cemMecTp).

LLIkanbl OLeHKM YPOBHS
CHOPMUPOBAHHOCTU PE3YNbTAaTOB
0byyeHuns

Llikana oueHku YPOBHA OCBOEHNA MEXXANCLUM/IMHAPHOIO
KypcCa

ypOBHeBaﬂ LKasla

100 6asibHas

100 6asibHas

HeandPepeHUMpPOoBaHHAs OLLEHKA

OLIEHKM KOMMETEHLMN lwKana, % lwKana, %
LOMOPOroBbIn HIKe 61 HKe 61 HEe 3a4TeHO
NOPOroBbLIN 61-85,9 61-69,9
70-85,9 3a4TeHOo
NOBBbILLIEHHbIN 86-100 86-100

2. MEPEYEHb OLIEHOYHbIX MATEPUAIOB A5 MPOBEJEHUA MPOMEXXYTOYHOMN
ATTECTALINUA

B xofe npoBefeHWs MPOMEXYTOYHOM aTTeCcTalMu OCYLLECTBISETCAS KOHTPO/b M OLEHKa
pe3yNbTaTOB OCBOEHUS MPOGECCUOHANBHBIX KOMMNETEHUMIA U UX YaCTEMN.

Bonipochl /19 NoAroToBKM K MPOMEXYTOYHOM aTTeCcTauumn KOHTPO/IbHas paboTa (4 cemecTp)

N° | CogepxaHue Bonpoca

MK 1.2 MogpepxmBaTh paboTOCMNOCOBHOCTb anmnapaTHO-MPOrPaMMHbIX CPEACTB YCTPOUCTB
MHPOKOMMYHUKALMOHHBIX CUCTEM

1. YT10O Takoe KOMIMbOTEPHAA CETb M KaKOBbl €€ OCHOBHbIE KOMTMOHEHTbI?

KakoBa ponb  MNMPOTOKONOB B KOMMbIOTEPHbIX — ceTax?  [lpuBegute
PacCnpPOCTPAHEHHbIX MPOTOKOJIOB.

npuMepsbl

3. | Yto Takoe mogenb OSI, 1 Kaknme ypoBHM OHa BK/OYAEeT? KakoBa QYHKUMA KaKOOro w3
YPOBHEN?

4. | Y70 Takoe IP-agpec, 1 kakme cyuwecTtByloT Bepcun IP (IPv4 1 IPv6)? KakoBbl X OCHOBHbIE
OT/INYNA?

5. | YTO Takoe MapLpyTM3aLms, 1 Kak OHa OCYLLECTBASETCS B KOMMbIOTEPHbBIX CETAX?

6. | KakoBa pasHuMua mexay JsiokanbHon u rnobansHon cetbio (LAN 1 WAN)? [Npuseaute
NpPUMEPbI UCMOJIb30BAHNS KXKA0W N3 HAX.

7. | YTo Takoe NAT (Network Address Translation), n kak OH WCMONb3yeTCs B CETEBOWU
nHbpacTpykType?

8. | KakoBbl OCHOBHble GYHKUMM WM OCOBEHHOCTU 6BecnpoBoAHbiX ceTen (Wi-Fi)? Kakue
CTaHgapTbl Wi-Fi BaM 13BECTHbI?

9. | Yto Takoe VLAN (BMpTyanbHas noKanbHas CeTb), M KaKOBbl NPEMMYLLECTBA UCMO/b30BAHMS
VLAN B opraHusaumm?

10.| KakoBbl OCHOBHble MeToAbl M CcpeacTBa obecneyeHus 6e30MacHOCTU B KOMIMbIOTEPHbIX
ceTax?

MK 1.3 YCTpaHsTh HEMCNPABHOCTM B Pab0TE MHGOKOMMYHUKALMOHHbBIX CUCTEM

11. | YTO Takoe "neperpyska MapLpyTmnaTopa”’, M KAKOBbl OCHOBHbIE MPW3HAKM 3TOM NPO6AEMbI?

12. | KakoBbl OTAMUMA Mexay CTaTUY4eCKOW WU AMHAMUYECKOW MaplpyTU3aumen, U B KaKux
CNyYanx LenecoobpasHo MCNONb30BaTb KaXAYo 13 HUX?

13. | Kak HacTpouTb MexceTeBou aKpaH (banpson) AN 3aLMTbl JIOKA/IbHOW CETU OT BHELWHUX
yrpos?

14. | Y10 Takoe DMZ (aeMunmtapmrsoBaHHas 30Ha), M KakoBa €€ POoJib B MOCTPOEHUM 6E30MacHOM
CEeTEeBOW apPXUTEKTYPbI?

15. | Kak ocyuecTBiseTcd pes3epBUpOBaHME CETEBbIX MyTEW [O/1F MOBbIWEHUA HALEXHOCTU
cBd3n?

16.| Kakne meTombl ayTeHTUdMKALMM MOMb30OBATENEN CYLWECTBYIOT AN AOCTyNa K CETEBbIM




Ne° CofeprxaHue Bonpoca

pecypcam?

17. Kak peannsyeTcqa ynpasneHne JOCTYIMNOM B CETU N KakKMe CpedCTBa 414 3TOro I/ICI'IO}'IbSleT’.>

18. | Kak HactpouTb VLAN Trunking Protocol (VTP) ansg ynpasneHus VLAN Ha HECKObKMX
KOMMyTaTOpax?

19. | Y10 Takoe DHCP Snooping, 1 Kak OH MOMOraeT 3alWnTUTb CeTb OT aTak?

20.| KakoBbl OCHOBHblE METOAbl ANArHOCTUKIN CETEBbLIX MPO6AEM C MCNONb30BAHNEM KOMAHAHOM
cTpoku (CLI)?

Bonpockl 4ns noAroToBKM K MPOMEXYTOYHOM aTTecTaummn audpdepeHUUpOoBaHHbIN 3a4eT (5 ceMecTp)

Ne° | CofeprxaHue Bonpoca

MK 1.2 Moaaep»mBaTh PaboTOCNOCO6HOCTb annapaTHO-NPOrPaMMHbLIX CPEACTB YCTPONCTB
MHOOKOMMYHMKALMOHHBIX CUCTEM

1. YTO Takoe No/b30BaATENBCKN I/IHTepq)eVIC 1N KaKMe ero OCHOBHbIE 3/1eMeHTbI? Kak OH BAngeT
Ha B3al/IMO,EI,el;ICTBl/Ie NnoJib3oBaTed C I'IpI/II'IO)KeHl/IeM’.>

2. YTO Takoe TEXHONOIMM BUPTYyanm3aunn, n Kak OHU NPUMEHAITCA B COBPEMEHHOM IT?

3. | KakoBa ponb cuctem ynpasneHns 6aszamm faHHbiX (CYB/1) B opraHuMsaumMm XpaHeHus w
yMpPaBAeHUS JaHHBIMU? Ha30BUTE HECKOMbKO nonynsapHeix CYB/L.

4. | YTO Takoe KoMMbloTepHas CEeTb, U KakMe CYLLECTBYIOT MOAENN €€ apXUTEKTYPbI (Hanpumep,
KNMEeHT-cepBepHas 1 NUPUHrosas)?

5. | Kakve ocHOBHble ¢opMaTbl PannoB CYLECTBYIOT, M B 4Y4eM WX oTandms (Hanpumep,
TEKCTOBbIE, rpadunyeckme, ayamno, Buaeo)?

6. | KakoBbl NpuHUpnbl paboTbl VIHTEpHETa U ero OCHOBHblE MPOTOKO/bI (Hanpumep, TCP/IP,
HTTP, FTP)?

7. | YTO Takoe nporpamMMmMpoBaHME, W KakMe OCHOBHble A3blKM  MPOrPaMMUPOBaHNS
MCNONL3YITCA AN PA3PabOTKN NPUIOXKEHNIN?

8. | KakoBbl warn, HeobxoanMble Ons pa3paboTky NPOrpPaMMHOro obecneyeHmns, 1 4yTo Takoe
YKM3HEHHDBIV UMK pa3paboTkm M0?

9. Y710 Takoe o6pa60TKa JaHHbIX M1 KaKOBbl OCHOBHbIE 3Tallbl 3TOIo npouecca?

10.| KakoBbl MpuHUMIBl  PaboTbl  TEXHONOTMA  MALUMHHOTO OBYYEHUS U UCKYCCTBEHHOrO
MHTENNEKTA, U KaK OHU MPUMEHSIOTCS K aHAIU3Y AaHHbIX?

MK 1.3 YCTpaHATb HEUCNPABHOCTM B paboTe MHPOKOMMYHUKALMOHHBIX CUCTEM

11. | YTO Takoe nporpamMmMrpoBaHneE U Kakne A3blKi MPOrpamMMMpPoOBaHMS Bbl 3HaeTe? B yeM mx
OCHOBHbIE OTINYUA?

12. | KakoBbl aTanbl YXM3HEHHOIO LpKIa pa3paboTku NnporpaMMHoro obecneveHms (SDLC)?

13. YT1O Takoe I/ICKyCCTBeHHbIl;I WHTENNEKT 1 KaKOBbl €r0 OCHOBHbIEe 06/1acTuU I'Ipl/lMeHeHI/IFI?

14. | B 4eM pasHuua mMexay HeobXOOMMOCTbIO M LOCTATOYHOCTbIO B KOHTEKCTE CUCTEMHOMO
aHanm3a?

15, | YTO Takoe KoMMbloTePHasn rpadurka 1 Kakme ee OCHOBHbIE BUAbI CYLLECTBYIOT?

16.| Kakve npuHUMnbl  paboTbl MHTEPHETA W KaKMe TEXHONOrMKM obecneymBaloT  ero
dyHKUMOHMpPOoBaHWe (Hanpumep, DNS, HTTP, TCP/IP)?

17.| YTO Takoe obnayHble BbIYUCIEHUS W KaKMe MNpeuMyllecTBa OHW NPEefOCTaBNfoOT 4N
nosb3oBaTesien 1 opraHn3aLmmn?

18.| KakoBa  Ba)XHOCTb  a/ITOPUTMUYECKOTO  MblWEHUS B PelWeHuM  3aga4y U B
NPOrpaMMmMpPoOBaHNI?

19.| YTo Takoe umdposas MOAMUCL M Kak OHa obecrneyvmBaeT 6e30MaCHOCTb SMEKTPOHHbIX
[OKYMEHTOB?

20.| KakoBbl OCHOBHblE CTpaTernm 3allnTsbl VIHCI)OpMaLl‘Ml/I OT HeCaHKUMOHNPOBAHHOIO LI,OCTyI'Ia’.>




