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1. IEPEYEHb IIVIAHUPYEMBIX PE3YJIBTATOB OBYYEHHUA 110 MJK,
COOTHECEHHBIX C INIAHUPYEMbBIMH PE3YJIbTATAMUA OCBOEHUA
OBPA3OBATEJIbHOM ITPOT'PAMMBI

1.1. Hean ocBoenuss MJIK
I{enwto ocBoenus M/IK siBisieTcst hopMupoBaHue y 0O0YHIArOITUXCS CICTYOITUX KOMIIETCHITHI:

Kon
HaumeHoBaHue KOMIIETEeHIIUN
KOMIIeTeHIIUH

IIK 3.1 OcCyIIecTBISITh TPOSKTUPOBAHUE CETEBON MH(PPACTPYKTYPHI

K 3.3 Ocy1ecTBISATh 3aUTy UHPOPMAIIUN B CETH C MCIIOJIb30BAaHHEM IIPOrpPaMMHO-
' aIlapaTHbIX CPENICTB

K 3.5 MonepHu3upoBath CeTeBbIC yCTpoiicTBa uH(pOPMaIMOHHO-
' KOMMYHUKAIMOHHBIX CUCTEM

1.2. [lnanupyemble pe3yabTarsl ocBoeHust MIK
B pesynbrare ocBoenuss M/IK obyuaromuiicss JOmKeH:

HMETh MPAKTHYECKUH OMbBIT:

- 00CITy)KUBAaTh CETEBYIO HHPPACTPYKTYPY, BOCCTAaHABIMBATH PAOOTOCIIOCOOHOCTH CETH TIOCIE
coos;

- YIAJICHHO  aJMHHUCTPUPOBATh W  BOCCTAaHABIMBATh PabOTOCIIOCOOHOCTh  CETEBOM
UHPPACTPYKTYPHI;

- IOICP)KUBATh  I0JIb30BaTEICH CETH, HACTpaMBaTh allapaTHOE MW  MPOrPaMMHOIO
obecrieueHns CeTeBOM HHPPACTPYKTYPHI,

yMeTh:

- BBIIIOJIHATh MOHHUTOPUHI U aHaIM3 paboOThl JIOKAJBbHON CETH C MOMOILBIO MPOTPAMMHO-
armnapaTHbIX CPEICTB;

- OCYILIECTBJIATH JUATHOCTUKY U IIOUCK HEUCIIPABHOCTEM BCEX KOMIIOHEHTOB CETH;

- BBINIOJIHATH JEHCTBHUSA 110 YCTPAHEHUIO HEUCIIPABHOCTEH;

3HATh:

- ApXHUTEKTYpy U PYHKIIUU CUCTEM YIPABJICHHS CETSIMHU, CTAHAAPTHI CUCTEM YIIPABIICHNUS,
- CpelcTBa MOHUTOPUHIA U aHAJIN3a JIOKAJbHBIX CETEH;

- METOJbI YCTPAaHEHHUS HEUCIIPABHOCTEN B TEXHUYECKHUX CPEICTBAX.

1.3. Mecto MJIK B cTpyKTYype 00pa3oBaTe/IbHOI MPOrpaMMbl
MexaucuuniamHapabelii - Kypc  «be3onacHOCTh  KOMITBIOTEPHBIX — CETE€M» OTHOCHTCS K

npodeccuonansHoMy 1ukiny [IM.03 Dkcmnyaranus 00beKTOB ceTeBON MH(GPACTPYKTYPHl OCHOBHOM
npodeCCHOHAIBHON 00pa30BaTEeIbHON TPOTPAMMBIL.




2. CTPYKTYPA U COJAEPKAHUE M/IK
2.1. O6bém MK u BuabI YueOHOMH padoThI

O6mas Tpynoémkocts MJIK cocraBmsier 64 waca. Ux pacnpeneneHue mo Buaam paboT
NPECTaBICHO B TaOIUIIE:

Buabl yueOHbIX 3aHATHH U Pa00THI 00yYAKO M XCS TpynoemMkocTh, 4ac
O6mas tpynoemkoctb MK 64
O0bem paGorsl  oOydarmuxcss BO  B3aUMOJEHCTBHH C 60
npenojaBaresjieM 0 BUIAaM y4eOHbIX 3aHATHH (BCero), B T.4.:
JICKIIMH 20
nabopaTopHbIE PaOOTHI 16
[PAKTUYECKUE 3aHATUS 24
CamocrosiTejibHas padora 2
KoHTpoJib (4achbl HA KOHTPOJIBbHYIO padoTy) 2
KoncyabTanus nepeja 3k3aMeHOM -
IIpomeskyTouHas arrecTaums AnddepennupoBaHHbIH

3auyer




2.2. Copep:xxanue M/IK, cTpyKkTypupoBaHHOE 110 TeMaM.

Koanr Buabl yueGHol padoThI
KOMIIETeH M i, PaGora BO
¢opmupoBanuio B3aMMOJCHCTBHH C =
KOTOPBIX npenojgaBareaeM = ®opmbl
CIOCOOCTBYET o . E E!f zzI:l)T’m:;;)l
3JIeMEHT HanMenoBaHue pasaesioB, TeM § E 2| B § =y (Hanmegonaﬂu
MporpaMMbl - =71 8% |8 5
s c z2| 8% € OLEHOYHOr0
= 2 5 5 E s 2 Cpe/acTBA)
8% 323
= é =1 é- &
Tema 1. IIpobemsl Koncnextupos
UHG(OpMaALMOHHOM 0e30macHOCTH aHue
KOMINBIOTEPHBIX CeTeid. JIEKIIMOHHOTO
ConepxaHre TEMBI: Marepuaia
- 1.Mognens ISO/OSI u CTeK
mporokonoB TCP/IP xak ocCHOBHOM
CTaHIAPT TIOCTPOCHHS KOMITHBIOTEPHBIX
K 3.1, IIK 3.3, | cereit 3
IK 3.5 - 2.YTpo3bl CETeBOM O€30MacHOCTH H
npo0iieMsl Oe3omacHoctu IP-cereit
- 3.¥Yrpo3s 0e30macHOCTH
OECTIpOBOIHBIM CETSIM U YSA3BHUMOCTH
OECIPOBOHBIX CETCH
- 4.00ecrieyenne  WHPOPMALTUOHHON
0e301acHOCTH KOMIBIOTEPHBIX CETEH
CamocrosiTennbHass ~ paboTa:  IOWCK
MaTepuraia mo TeMe.
Tema 2. Kpunrorpajguyeckasi 3ammra Koncnextupon
uHpopManuu B  KOMIOBIOTEPHBIX aHue
ceTsXx. JIEKIIMOHHOT O
ConepkaHre TEMBI: MaTepuana
- 1.0OcHOBHEIE TOHATUS Otuer o
KpunTorpaduyeckoi 3aIIHATHI 1abOPaTOPHEI
nH(bOpMaITuu 4 M pabotam
- 2.CuMMeTpUYHBIE  KPUNTOCHCTEMBI
muppoBaHUL
- 3.AcuMMeTpUYHbIE  KPHUITOCHCTEMBI
I1K 3.1, 1K 3.3, | mudpoBanus
IK 3.5 - 4. OyHKIHSA XIUITHPOBAHUS
- 5.0nexrponHas udpoBasi MoJIIch
Jlabopatopuass pabora Nel. Orenka
YCTOWYMBOCTH MapoJieil M alropuTMOB 4
mmdpoBaHus
JlabopaTopHas pabora No2.
HccnenoBanne METONOB IU(POBAHUS: 4
mudpsl 3aMEHBI U IEPECTAHOBKU
CamocrosiTennpHass paboTa: MOATOTOBKA
K J1abopaTopHbIM paboTam, IOMCK
MaTepHaja 1o Teme.
Tema 3. HNnentuduxanmus, Koncnextupos
ayTeHTHQUKAIUS W  ynpaBjieHuUe aHue
A0CTYNOM JIEKITMOHHOTO
K 3.1, TIK 3.3, ConepxaHre TEMBI: MaTepuana
K 3.5 - 1. Ayrentuduxanus, aBTOpU3ALMs U 4 Oruer no
aJIMUHUCTPHUPOBaHHE JefCTBUM NPaKTHIECKUM
IOJIb30BaTENIel B KOMITBIOTEPHBIX CETAX 3aJaHUsIM
- 2.AytenTuduranus Ha OCHOBE
MHOTOPa30BBIX MApPOJIeH




Koanr Bujnbl yue6Hol padoThI
KOMIETEH N, PaGora BO
¢opmupoBanuio B3aMMO/ICHCTBHH € =
KOTOPBIX npenojgaBaregeM = ®opmbl
cnocodcTByeT © o 2 5 TeKymero
3JIEMEHT HanMenoBaHue pa3aesioB, TeM Q 22 g s = = KOHTPO.IA
porpaMmbI = ZF S = 2 £ (HaMMeHOBaHU
= S| zE| S¢ € OIIeHOYHOr0
= 8 5 EE| 2 g CpeacTBa)
8% 32|3
= é =1 é- &
- 3.AyrenTuduranus Ha OCHOBE
OJIHOPA30BBIX Naposei
- 4. buomeTpuieckast ayTeHTH()HUKAIHS
[0JIb30BaTENEH
[Ipaxtrueckas padora Nel. AnmaparHo-
MporpaMMHBIE cpeacTBa 3aLIUTHI 6
HHPOpPMAaLTUH B KOMITBIOTEPHBIX
cUcTeMax
CamocrosiTennpHast paboTa: MOATOTOBKA
K TPaKkTHYeCKHUM paboTaMm, IIOMCK 1
MaTepuraia mo TeMe.
Tema 4.be30nacHOCTb ONePAlUOHHBIX Koncnextnpos
CHCTEM aHue
ConepxaHue TEMBI: JIEKIIMOHHOTO
- 1.Yrposst 0e30macHOCTH 3 MaTepuana
ONEPaLMOHHON CHUCTEMBI Otuer no
- 2.Ilonstue 3aIIMILIECHHON MIPaKTUYECKUM
IIK 3.1, [IK 3.3, | onepalliOHHOM CUCTEMBI 3a7laHUAM
K 3.5 [IpakTuyeckas pabora Ne2.
Opranuzamus ~ Oe3omacHoro  oOMeHa 6
TpaHUKOM B CETH
CamocrosiTenpHass paboTa: MOATOTOBKA
K TPakTHYeCKHUM paboraMm, IIOHCK
MaTepuaia Mo TeMe.
Tema 5. CoBpeMeHHBIE NOAXOAbLI K Koncnextupos
o0ecrmevyeHNI0 AHOHUMHOCTH PadoOTHI aHue
B cetu UHTepHeT JIEKIIMOHHOT O
ConepkaHre TEMBI: MaTepuana
- 1.IIpokcu-cepBepsl 3 Otuer o
- 2.BupryanbHbie YacTHbIE CeTH 1a00paToOpHEI
(VPN/SSH) M paboram
- 3.Cetb anorumuzanuu TOR
IIK 3.1, TIK 3.3, | - 4.Cetp anoHMMH3anuu [2P
IIK 3.5 JlaGopartopuast pabora Ne3. Ilposepka
LEJIOCTHOCTH JaHHBIX c 4
WCTIOJIb30BaHUEM XelI-PYHKITUHA
JlaGoparopHas pabota Ne4,
[Ipumenenne mmdpoBaHUst A 3aLIUTHI 4
¢aiinos
CamocrosiTenpHass paboTa: MOATOTOBKA
K J1abopaTopHbIM paboTam, IOMCK 1
MaTepHaja 1o Teme.
Tema 6. BpenoHocHble MPOrpamMMbl H Koncnextupos
cnam aHue
K 3.1, TIK 3.3, ConepxaHue TEMBI: JIEKITMOHHOTO
K 3.5 - 1.Knaccuduxanus BPEIOHOCHBIX 3 MaTepuana
IporpaMm Otuer o
- 2.Pexomennmaniuu 1Mo  0e30MacHOM MPaKTUYECKUM
pabote B cetn MHTEpHET 3aJJaHUSIM




Koanr Bujnbl yue6Hol padoThI
KOMIETEH N, PaGora BO
¢opMupoBannio B3aMMO/IEHCTBHH C = @
KOTOPBIX NpenoaaBaTeaeM 2 o OpMbI
crocoGeTByeT g s Texymero
o & T KOHTPOJIS
3JIEMEHT HaumeHoBaHue pa3iesoB, TeM & A = =
g = S 5| 88 (HauMeHOBaHH
NpPOrpaMmbl R =7 25| 253
= S Z| =& o € OLIEHOYHOr0
= ® = = = =
= 85 = = s 2 Cpe/acTBA)
% ) = 8 =
= | S8 2§ | ©
= =
[Ipaktuueckass pabora Ne3. 3amura
OecripoBoaHbIX ceTeit Wi-Fi 6
[Ipaktuueckas padora Ne4. Hactpoiika
u wucrnoib3oBanue ACL-cruckoB iId 6
KOHTPOJISL IOCTyIa B CETH
HUTOI'o | 20 16 24 2

2.3. ®opMBbI U KPUTEPUH TEKYIIEro KOHTPOJISI yCIeBaeMOCTH (TE€XHOJIOTHYeCKasi KapTa
JJISl CTYJIeHTOB 04HOI ()OpMBbI 00y4YeHMs1)

®opMBbI TEKYLIEr0 KOHTPOJIsSt KoummuecrBo Koanvecrso Maxkc. BO3M.
KOHTPOJIbHBIX 0aJ10B 3a 1 KO0JI-BO 0a/1710B
TOYEK KOHTP. TOUKY
KoHcniekTupoBaHue JIEKIIMOHHOTO MaTeprasa 7 4 28
Otuer o 1abOpaTOpPHBIM paboTaM 4 9 36
OTueT 1Mo NMPaKTHIECKUM 3a/IaHUSIM 4 9 36
HUrtoro mo MJIK | 100 6aa10B
2.4. llIkana ouenku pe3yabratoB ocBoennss MJ/IK, chpopmupoBanHocT pe3yibTaToB
00yueHust
®opma YciaoBus IIIxaJjbl OLleHKH YPOBHSHA
TIPOBE/IEHHUSI J0MYyCKa c(OpMUPOBAHHOCTH Pe3yJIbTATOB IlIxaia oneHK: ypoBHs ocBoeHuss MK
MPOMEXYTOYH o0yveHust
oii aTTecTanuu YpoBHeBas iKaia 100 GampHast 100 5-6amnpHas nenuddhepex
OLICHKU mkana, % OanpHas HIKana, UPOBaHHAs
KOMIICTCHIIHI IIKaa, OLICHKA
% Qg pepeHITIpo
BaHHasI
OlLIeHKa/0aut
Jduddepernnpo | momyckarTcs JIOTIOPOTOBBIN Huxe 61 Huxe 61 | «HEeyIooBIETBOP HE 3aYTEHO
BaHHbIH 3a4eT BCE CTYJCHTBHI UTEIBHOY / 2
(o TTOPOTOBEIH 61-85,9 61-69,9 «YIOBJIETBOPUT 3a4TEHO
HaKOMUTEJIILHOM enpHOY» / 3
y pEUTHHTY WIIN 70-85,9 «xoporoy / 4 3a4TEHO
KOMIIBIOTEPHOE TTOBBIIICHHBII 86-100 86-100 «OTIUIHOY / 5 3a4TEHO
TECTHPOBAHUE)




3. METOAUYECKHUE YKA3AHUA JJISA OBYYAIOIIUXCS 11O OCBOEHUIO MK

3.1. O0mue MeToauyecKkHe pexoMenaanuu mno ocBoeHnw MJIK, oOpa3oBartejibHbIE
TeXHOJIOTUH

MJIK peanusyeTcsi TOCPEACTBOM MPOBEACHUS KOHTAKTHOW paboThl ¢ 00yYaroluMHcs
(BKJIIOUAs POBEJICHUE TEKYILIETO KOHTPOJIS YCIIEBAEMOCTH ), CAMOCTOSITEIIbHON PabOThI 00YUYaIOMINXCs
Y IIPOMEKYTOUHOM aTTECTAIUH.

KonraktHass pabotra MOXeT OBITh ayAMTOPHOW, BHEAYAMTOPHOW, a TaKXKe MPOBOJUTHCS B
3JICKTPOHHOM HMH(pOPMAIIMOHHO-00pazoBarenbHOl cpene yHuBepcutera (nanee - SMOC). B cioydae
MPOBEICHMS YacTH KOHTakTHOUW padoTel mo MJIK B DMOC (B COOTBETCTBUHU C pacIUCaHUEM YYCOHBIX
3aHATHUI), TPYJOEMKOCTbh KOHTaKTHOH pabora B DUOC 3KkBUBasIiCeHTHA ayAUTOPHOM paboTe.

[Ipu npoBenennn ydeOHbIX 3aHsATHA 10 MJIK oOecrieunBaercs pa3BUTHE Y OOyYaronIuXxcs
HaBBIKOB KOMaHJHOW palOOThl, MEXKINYHOCTHOM KOMMYHMKALIUW, HPUHATHS PEIICHUH, JTUAECPCKUX
KayecTB (BKJIIOYas MPOBEICHUE HMHTEPAKTUBHBIX JICKIMH, TPYNIOBBIX AUCKYCCHUH, POJIEBBIX WP,
TPCHWHIOB, aHAJIW3 CHUTyalliii W MMHUTAIMOHHBIX Mojenei, mpemomaBanue MJIK B ¢opme kypca,
COCTaBJICHHOT'O Ha OCHOBE PE3YJIbTAaTOB HAYYHBIX UCCIEI0BAHUMN, TIPOBOIUMBIX YHUBEPCUTETOM, B TOM
YHCJIE C YYETOM PETrHOHAJIbHBIX OCOOEHHOCTEH MpO(eCCHOHANbHON JESTEIIbHOCTH BBITYCKHUKOB U
noTpeOHOCTEl paboTomaresncii).

[IpenogaBanne MJIK Benercss ¢ mNpuMEHEHHEM CIEIYIOIIMX BHJIOB 00pa30BaTENIbHbBIX
TEXHOJIOTHM:

- 0aNILHO-PEUMUH208AsL MEXHOI02USL OYEHUBAHUS,

- 91eKMpoHHOe 00yyeHue;

- PenpoOYKmMuGHble MexHoI02UL;

- MeXHOI02UU PA36UBAIOULe20 00VUeHUs.,

- NPAKMUKO-0PUEHMUPOBAHHbLE MEXHON0SUU.

Jl1ig oueHKH 3HAHU, YMEHUH, HABBIKOB U YPOBHS chopMupoBaHHOCTH KoMmmeTeHIu no MK
IpPUMEHSIETC OaJlJIbHO-PEUTUHIOBasi CHUCTEMa KOHTPOJISI U OLICHKM YCIIEBA€MOCTH CTYJIEHTOB. B
OCHOBY OaJUIbHO-PEUTHHTOBON CHCTEMBI TOJIOKEHBI TMPUHIUIBI, B COOTBETCTBUU C KOTOPBIMU
(dbopMUpOBaHHE PEUTHHra CTYJEHTAa OCYLIECTBISIETCS B XOAE TEKYLIEro KOHTPOJISI YCIEBAaEMOCTH.
MakcumanbHoe KoauuecTBo 6amioB B cemectpe — 100.

[lo wutoram Tekyuieil ycreBaeMOCTH CTYAEHTY MOXET OBbITh BBICTaBJIIEHA OILIEHKAa II0
IPOMEXYTOUYHOU aTTecTallud B COOTBETCTBMM 3a HaOpaHHBIMU 3a cemecTp Oamnamu. CTyneHTaM,
HaOpaBUIMM B XOJ€ TEKyIlero KoHTpois ycmeBaemoctu nmo MJK or 61 nmo 100 6amioB u
BBIMOJIHUBIIMM BCE 00s3aTelbHbIC BUABI 3aIUIAHUPOBAHHBIX YUEOHBIX 3aHATHHA, MO PpEIICHUIO
npenogaBarenss 0e3 MPOXOXKAECHUS MPOMEXKYTOUHOM aTTecTaly BBICTABISIETCS OLEHKAa B
COOTBETCTBHUH CO IIKAJION OLEHKH pe3yabTaToB ocBoeHnsa M/IK.

Pesyabrar 00ydyeHuss cuurtaercs cGOpPMHPOBAHHBIM (NMOBBIIICHHBIH YPOBEHb), €CIHU
TEOPETUYECKOE COJIEep’KaHHE Kypca OCBOEHO IOJHOCTBIO; MPU YCTHBIX COOECEIOBAaHUSX CTYAEHT
MCYEPIBIBAIOIE, TOCIEI0BATENbHO, YETKO M JIOTUYECKH CTPOWHO H3/araeT ydeOHBIM MaTepual;
CBOOOJTHO CHpaBJsIETCs C 3ajlayaMHd, BONPOCAMU M JPYTMMH BHJIAMH 33JaHuM, TpeOyIOLIMX
NPUMEHEHUs 3HAHUM, UCHOJb3yeT B OTBETE MOMOJIHUTEIbHBIA MaTepual; BCe MPEAyCMOTPEHHbBIE
paboueil yueOHONH mpOrpaMMoi 3aJaHHs BBIIOJIHEHBl B COOTBETCTBUM C YCTaHOBJIEHHBIMHU
TpeOOBaHUSIMU, CTYAEHT CHOCOOEH aHaJU3UpOBATh IOJYYEHHBIE PE3yJbTaTbl; IPOSIBISLET
CaMOCTOSITENIbHOCTh TIPU BBIMOJIHEHUH 3a/I1aHUH, KAYeCTBO MX BBIMOJIHEHUS OLIEHEHO YHCIOM 0aJlioB
or 86 g0 100, 9TO COOTBETCTBYET MOBBLIIIEHHOMY YPOBHIO C(HOPMUPOBAHHOCTH PE3YJIbTATOB
o0yueHusl.

Pesyabrar o00yueHuss cuyuraercsi cGOpMHPOBAHHBIM (IIOPOrOBBIii YPOBEHBb), €CIU
TEOPETUYECKOEe COJIep’KaHHE Kypca OCBOEHO TOJHOCTBIO; MPU YCTHBIX COOECEIOBAaHUSX CTYAEHT
MOCJIEI0BATENbHO, YETKO W JIOTUYECKHM CTPOWHO H3JlaraeT y4eOHBI Marepuai; CIpaBisieTcs ¢
3aJayaMy, BONpPOCAaMH W JIPYTMMH BHJAMHM 3aJaHui, TpeOYIOUIMX TNPUMEHEHUs 3HaHUM; Bce
MpEeayCMOTPEeHHBIE paboyeil y4eOHOW TMporpaMMoOil 3aJaHUsl BBITIOJHEHBI B COOTBETCTBUU C
YCTQHOBJICHHBIMH TPEOOBAHUSAMH, CTYIEHT CIOCOOEH aHAIM3MPOBATH IOIYYEHHBIE PpEe3yJIbTaThl;
MPOSIBIISIET CAaMOCTOSITENIbHOCTh TPU BBHIMOJHEHUM 3a/aHUN, KayeCTBO WX BBIMOJIHEHHUS OLEHEHO



9

guciaoMm OammoB oT 61 g0 85,9, 4TO COOTBETCTBYET MOPOTOBOMY YPOBHIO CGHOPMHPOBAHHOCTH
pe3yIbTaTOB OOYUCHHSI.

PesynbraT 00yueHHsi cunTaercsi Hec)OPMHMPOBAHHBIM, €CJIU CTYIEHT MPU BBINOIHEHUH
3aJaHUii HE JEMOHCTPUPYET 3HAaHUI y4eOHOTO Marepuana, JOIMYCKaeT OIIMOKH, HEYBEPEHHO, C
OOJBIIMMU 3aTPyJHEHUSMHU BBIOJIHSAET 3aJaHUs, HE JEMOHCTPUPYET HEOOXOIUMBIX YMEHHI,
KAaueCTBO BBITIOJHEHHBIX 3aJaHW HE COOTBETCTBYET YCTAHOBJICHHBIM TPEOOBAHHSIM, KadeCTBO HX
BBITNIOJTHEHUSI OLEHEHO YHCIIOM 0alljIoB HUKE 61, 4TO COOTBETCTBYET JOMOPOIOBOMY YPOBHIO.

3.2. MeToanueckue yKazaHusi 0 CaMOCTOSAITEIbHON padoTe 00yUaroIuxcsi

CamocrodrenbHas paboTa 00ecreunBaeT MOAr0TOBKY 00y4aroIerocs K ay AMTOPHBIM 3aHATHIM
U MEPONPHUATHUAM TEKYILIEro KOHTPOJs M IPOMEXYTOYHOM arrecranuu o usydaeMomy MJIK.
Pe3ynbpTarhl 3TOI NOArOTOBKHU MPOSBISIOTCS B AKTUBHOCTH O0YYArOIIErocsl Ha 3aHATUSAX U B Ka4eCTBE
BBINOJIHEHHBIX MTPAKTUYECKUX 3aIaHUH U APYTHX (POPM TEKYIIETO KOHTPOJIS.

IIpy BbIMOJIHEHUM 3aJaHUHA A1 CAMOCTOSTEIBHOM pabOThl pPEKOMEHIyeTcsl MpopadoTka
MaTepHaJIOB JIEKIHUN 10 KaXKI0M MPONJIECHHON TeMe, a TaKKe U3y4YEeHUE PEKOMEHIYEMOH JINTEepaTypsl,
npeacrabiieHHON B Pa3nerne 4.

B nporuecce camocrositenbHON padoTel npu uzydennn MJIK cTyneHTsl MOryT UCHOIb30BaTh B
CHELUATU3UPOBAHHBIX ayAUTOPUSIX JUIsl CAMOCTOSTEIBHON PabOThl KOMIIBIOTEPHI, 00ECIEUUBAIOIIEMY
JOCTYI K IpOorpaMMHOMY oOecrieueHuto, Heooxonumomy ais usydenus MJIK, a takxe nocryn yepes
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHYIO ceTb «lHTepHEeT» K 3JeKTpPOHHOH MH(OPMAIIOHHO-
obpa3zoBarenbHO cpene yauBepcurera (OMOC) u anekrponnoit oubanoreunoit cucreme (ObC), roe B
3JIEKTPOHHOM BHJI€ pacrojaratorcs ydeOHble M y4eOHO-METOIUYECKHUE MaTepualbl, KOTOpble MOTYT
OBITH MCIIOJIBL30BAHBI JUISI CAMOCTOSTEIHOM paboThl pu n3yueHun M/IK.

Jns oOyuaromuxcst MO 3a04HOM ¢opme 00ydeHHs camMocTosATeNbHas padoTa sBIsAETCS
OCHOBHBIM BHJIOM Y4€OHOM /1€TEIbHOCTH.
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4. YYEBHO-METOJUYECKOE 1 UTH®OOPMALIMOHHOE OBECIIEYEHUE MK

4.1. IlepeyeHb OCHOBHOM M JONMOJHHUTEJIbHOUH Y4yeOHOU JUTEPATypPbl, HEOOXOAUMOM IJIs1
ocBoenust M/IK

OcHoBHas IuTEpaTypa:

1. [[Tanprun, B. ®. NadpopmannmonHas 6€30MaCHOCTh KOMITBIOTEPHBIX CHUCTEM M CeTeH :
yueb. mocobue A cpe. npod. oOpa3oBaHus MO rpynre crnenuaibHocteld "MHpopMaTuka U BIYHCI.
texuuka" / B. @. [llanprun. - Jlokyment read. - Mocksa : ®OPYM [u ap.], 2023. - 416 c. : wi. -
(Cpennee mpodeccronansHoe obpaszoBanme). - Ilpma. - URL: https://znanium.ru/read?id=418929
(mata obpamenus: 17.01.2024). - Pexxum noctyna: st aBTopu3. moib3oBareneit. - ISBN 978-5-8199-
0754-2. - 978-5-16-101207-9. - TekcT : AEKTPOHHBIMH.

2. BacunskoB, A. B. be3omacHocTh W ympaBlieHHE JOCTYIIOM B HH()OPMAIMOHHBIX
cucreMax : ydeb. mocobue s cpea. npod. odbpasoanus / A. B. Bacunwskos, U. A. Bacunbkos. -
Hokyment read. - MockBa : ®OPYM [u np.], 2022. - 367 c. : un, tabn. - (Cpemuee
npodeccuonansHoe obpazoBanue). - [Ipeam. yka3. - URL: https://znanium.ru/read?id=399436 (nara
obpamenust: 14.03.2024). - Pexxum goctyma: st aBTopu3. mosb3opareneit. - ISBN 978-5-91134-360-
6. - 978-5-16-012933-4. - 978-5-16-104336-3. - TeKcCT : 2JIEKTPOHHBIH.

3. Hazapos, A. B. DkcruryaTtamnusi 00beKTOB CETeBON HHPPACTPYKTYPHI : y4ued. ais mpod.
obpazosar. opr. no cnernuaibHocTH 09.02.02 "Komnsrotep. cetu" / A. B. Hazapos, A. H. Exransiues,
B. II. MenbaukoB. - Jlokyment Bookread2. - Mocksa : Kype [u ap.], 2023. - 360 c. - (Cpennee
npodeccuonansHoe obpazoBanue) (Cpeanee mpodeccuonanpHoe obOpazoBanue). - URL:
https://znanium.ru/read?id=428836 (mara obpamenus: 17.01.2024). - Pexxum goctyma: ajis aBTOPH3.
nosib3oBareneit. - ISBN 978-5-906923-06-6. - 978-5-16-105198-6. - TekcT : 371eKTpOHHBIH.

4. bapanoga, E. K. OcnoBsl nnpopmannonnoii 6ezomacHoctu : yueOnuk / E. K. bapanosa,
A. B. babGam. - [okyment read. - MockBa : Puop [u nap.], 2022. - 202 c. - (Cpemuee
npodeccuoHanpHOoe 0Opa3oBaHue). - Bapuantel mror. Tect. 3amanmii. - CimoB. TepmmHOB. - URL:
https://znanium.com/read?1id=393455 (narta obpamenus: 25.02.2022). - Pexxum noctyna: A aBTOPH3.
nonb3oBarenei. - ISBN 978-5-369-01806-4. - 978-5-16-107531-9. - TekcT : 2IeKTpOHHBIH.

JlonoJiHUTeIbHASA JINTEepaTypa:

1. T'munckas, E. B. UadopmannonHas Ge3omnacHOCTh KOHCTpyKIuii OBM u cucrem : yueb.
nocodue i By30B 1o HampasieHusM moarot. 09.03.03 "Ilpuxman. mabopmaruka" u 10.03.01
"Undopm. 6ezomacHocTs” (kBanmudukamnus (crenens) "0akanasp") / E. B. I'nunckas, H. B. UnuBapus.
- HokymeHnT read. - Mocksa : UTHOPA-M, 2021. - 118 c. - (Boiciiee oOpa3oBanue - bakanaspuar). -
[Tpun. - URL: https://znanium.com/read?id=362430 (nata oOpamenus: 12.04.2024). - Pexum
JOCTyTa: IS aBTOpu3. moib3oBaTenei. - ISBN 978-5-16-102993-0. - Tekcr : 2JIeKTpOHHBIH.

2. IIpoxopora, O. B. UnpopmannonHas 6e30MacHOCTb U 3alUuTa WH(POpPMALUU : y4eOHUK /
O. B. Ilpoxopoga. - U3n. 4-e, crep. - okyment Reader. - Cankr-IletepOypr : Jlanb, 2022. - 124 c. -
(YueOnuku [uist By3oB. CrenmanbHas nuteparypa). - URL: https://reader.lanbook.com/book/217445
(mata oopamenus: 06.10.2022). - Pexxum gocryma: Ui aBTopu3. nojis3oBateneid. - ISBN 978-5-507-
44201-0. - TekcT : SNEKTPOHHBIH.

4.2. IIpogeccnoHajibHbie 0a3bl JAAaHHBIX, HH(POPMALMOHHO-CIIPABOYHBIE CHCTEMbI,
HHTEePHET-pecypchl

1. eLIBRARY.RU : nayunas snextponHas 6ubnanoreka : caidt. — Mocksa, 2000 - . — URL

https://elibrary.ru  (mata oOpamenus: 03.12.2021). — Pexum pocryma: aias 3aperucTpup.
MOJIb30BaTese. — TEeKCT: JEKTPOHHBIMN.
2. Enunoe oxHO poctyma K oOpa3oBarenbHbIM pecypcam :  caiit. - URL
http://window.edu.ru/ (mata oopamenus: 03.12.2021). - TeKCT : 3IeKTPOHHBI.
3. VYHuBepcuterckas uHpopmanuonHas cucrema POCCHUS :  cait. - URL
http://uisrussia.msu.ru (zara oopamenus: 03.12.2021). - Tekcr : 3ICKTPOHHBIIA.
4. ®DenepanbHas ciyk0a rocy1IapcCTBEHHON CTaTUCTHKH : caldT. - Mocksa, 1999 - . - URL:

http://www.gks.ru/ (mara oopamienuns: 03.12.2021). - TekcT: 37K TPOHHBIH.


http://window.edu.ru/
http://uisrussia.msu.ru/
http://www.gks.ru/
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5. DnekTpoHHas 6ubimoTedyHas cucrema [[0BOIKCKOTo TOCy1apCTBEHHOTO YHUBEPCUTETA
cepsuca : caiitr / ®I'BOY BO «IIBI'YC». — Tonbstta, 2010 - . - URL : http://elib.tolgas.ru (nara
obpamenus 03.12.2021). - Pexxum goctyma: 1yist aBTOpU3. MOJAb30BaTeNe. - TeKCT : 2JIeKTPOHHBIN.

6. DneKkTpoHHO-0MONIMoTeuHast cuctemMa Znanium.com : caiir / OO0 "3HAHUYM". —
Mockasa, 2011 - . — URL : https://znanium.com/ (nara ob6pamienns 03.12.2021). - Pexxum goctymna: s
aBTOPU3. II0JIB30BATENIECH. - TEKCT : AIIEKTPOHHBIN.

7. DnekTpoHHO-O0ubmoreunas cucrema Jlanp : caiit / OOO "OBC JIAHB". - Mocksa,
2011 - . - URL.: https://e.lanbook.com/ (nata o6parienus 03.12.2021). - Pexxum goctyna: 1jist aBTOPU3.
M0JIb30BaTeNe. - TEKCT : ANEKTPOHHBIN.

4.3. [IporpaMmmHoe obecnieyeHne

NudopmanronHoe obecnieueHre y4eOHOTO IMpolecca IO MEKIUCHUIUIMHAPHOMY KYypCy
OCYILECTBIISICTCS. C MCIOJB30BAHUEM CIICAYIOIIETO MPOrpaMMHOT0 obecriedeHus: (JIMIEH3UOHHOTO U
CBOOOJTHO PACIIPOCTPAHIIEMOT0), B TOM YHUCIIE OTEYECTBEHHOTO MTPOU3BO/ICTBA!

Ne HauMeHnoBanue YcaoBus gocryna
n/n
1 | Microsoft Windows U3 BHYTPCHHEH CETH YHHBEPCUTETA (JIMIICH3UOHHBIH J0T0BOP)
2 Microsoft Office W3 BHYTPEHHEH CeTH YHHBEpCUTETA (JTMIICH3UOHHBIN IOTOBOP)
3 | Koncyabrantllitoc U3 BHYTPCHHEH CETH YHUBEPCUTETA (JIMIICH3UOHHBIH J0rOBOP)
4 | CA0O MOODLE u3 JTI000H TOYKH, B KOTOPOH MMEETCs TOCTYI K ceTn VHTepHeT
(JIMIIEH3UOHHBIN JIOTOBOP)



http://elib.tolgas.ru/
http://www.garant.ru/
http://www.garant.ru/
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5. ONMCAHUE MATEPAAJIBHO-TEXHUYECKOM BA3bl, HEOBXOIUMOM 115
OCYHECTBJIEHUA OBPA3OBATEJIBHOI'O ITPOLHECCA I10 MK

CrenuanbHple MOMEUICHUS TPEACTABIAIOT CO00W y4eOHBIE ayAWTOPUH Ui TPOBEICHHS
3aHATUN BCEX BHUJIOB, IPEIyCMOTPEHHBIX 00pa3oBaTelbHOI MPOrpaMMoi, B TOM YHCIIE€ TPYNIOBBIX U
WHAMBUAYAJIbHBIX KOHCYJIbTAllMM, TEKYILEro KOHTPOJISI U NPOMEKYTOUHOM aTTECTAllUU, a TaKkKe
MOMEILEHUSI JJII  CaMOCTOSITENIbHOM  paboThl, MacTepcKue ©  J1abopaTopuH, OCHAIllEHHBIE
000OpyIOBaHUEM, TEXHHYECKMMHU CpPEACTBaMH OOY4YeHHs U MaTepHajaMy, YYUTHIBAIOIIUMHU
TpeOOBaHUS MEXKTyHAPOIHBIX CTAaHIAPTOB.

3aHATHSA JIEKIIHOHHOTO THNA. YueOHble ayAuTOpPUU JUIsl 3aHATUH JIEKIIMOHHOTO THIA
YKOMIUIEKTOBAaHBI MEOENIbIO U TEXHUYECKUMHU CPEACTBAMH 00YUEHUS, CIYKAIUMHE [T TPEICTABICHHS
yueOHoli nH(popManuu (CTallMOHAPHBIE WK TIEPEHOCHbBIE HAOOPHI IEMOHCTPALIMOHHOTO 000PyI0BaHUs
(IpoeKTop, 3KpaH, KOMITBIOTEP/HOYTOYK), Y4eOHO-HarjsiiHble MOocoOMs (Ipe3eHTAlMd IO TeMaM
JeKIUi), O0ecreunBaole TeMaTHYeCKHe WLIIOCTPAIMK, COOTBETCTBYIOLIUE ITaHHOW IMpOrpaMme
MJIK.

3anaTusa ceMuMHApckoro Tuma. /[ mpoBeneHUs NPAKTUYECKUX 3aHATHI HUCHOIb3yeTcs
yueOHasi ayauTOpHs, YKOMIUICKTOBaHHAsh MeEOENbl0 W TEXHUYECKHMMHU CPEICTBAMH OOYy4YCHHS,
CIIy)KalllMMU ISl TIpe/ICTaBiIeHusl yuyeOHol uHpopmanuu (mepeHOoCHON Habop AEMOHCTPALMOHHOTO
obopyoBanus (TIPOSKTOP, 3KpaH, /HOYTOYK).

JlabopaTopubie padotbl. [lisa mpoBeneHus 1a00paTOPHBIX PAa0OT HUCHOJIB3yeTcs ydeOHas
aynutopusi  «Jlaboparopus  MHPOPMALMOHHBIX  TEXHOJIOTUH, MH(DOPMATUKM U  METOJOB
nporpammupoBanus (I'-413)», ocHaménnas ciaenyronmmM obopynoBanreM: Kommbiotep Akcyc Intel
G530\iH61\GeForceGT430\4096 Mb DDR3\500Gb\LCD 22" - 14 mr., Komnsiotep B cOope iP2.0
LCD - I wr., mpuatep HP 1200 - 1 mT., MOOMIBHBIN 3KpaH mpoeKnuoHHbIH Draper Luma - 1 mir.,
MoOubHBI mpoekTop Sanyo PLC, CereBoe obGopymoBanue D-Link DES-1024D, 24-nopToBbiii;
nokanbHas ceTb 100 M6 ¢ noctynom B MuTepuet 50 MO.

IIpome:xyToyHast arrecrauusa. {11 npoBeneHus NpOMEXyTodyHoW arrecrauuu no MJIK
UCIIONIB3YIOTCSl KOMITBIOTEPHBIE KJIACCHI, OCHAILEHHBIE KOMIBIOTEPHON TEXHUKOW C BO3MOKHOCTHIO
NoJKJItoueHus: K cetu MHTepHeT M obecrnieueHHWeM JocTyna B 3JIEKTPOHHYIO HH(OPMAalMOHHO-
00pa30BaTeNbHYIO CpPey YHUBEPCUTETA W/WIIK ydeOHbIe ayJUTOPUH, YKOMIIJIEKTOBaHHbIE MEOENIbI0 U
TEXHUUYECKUMHU CPEICTBAMU O0yUECHHUSI.

CamocTtosiTeibHasi pa0ora. IlomemeHuss Juisi CcaMOCTOATENBHOM pabOThI  OCHAIIEHbI
KOMITBIOTEPHOM TEXHUKOH C BO3MOYKHOCTBIO IOAKIIOUEHHs K ceT «VIHTepHeT» M IOCTYNIOM K
AJIEKTPOHHOM  HMH(pOpPMAIMOHHO-00pa3oBaTeIbHOM  cpelne  yHHMBepcuTeTa. [l  opraHu3zanuu
CaMOCTOSITENIbHOM paboThl O0y4arOUIMXCA HMCHONb3YIOTCS: KOMIIBIOTEPHBIE KJIAcChl YHUBEPCHUTETA;
6ubnuoreka (Meauaszan), MMeEMOLIas MecTa s OOy4yaloIIMXCs, OCHAIEHHBbIE KOMIBIOTEpaMH C
JIOCTYTIOM K 6a3aM JaHHBIX U ceTH VIHTepHeT.

JJIeKTpPOHHasi HMH(OPMaNMOHHO-00pa3oBaTeqbHass cpeaa yHusBepcurera (QUOC).
Kaxnaplii oOywaromuiics B TEYEHHE BCEro Imepuoaa oO0y4deHHs oOecnedyeH WHIWBUYaIbHBIM
HEOI'PaHMYEHHBIM JOCTYIIOM K 3JIEKTPOHHOW MH(OpMAIIMOHHO-00pa30BaTeNbHON Cpejie YHUBEpCUTETa
(BUOC) http://sdo.tolgas.ru/ u3 000K TOUYKH, B KOTOPOM HMeEETCS AOCTYN K HH(POPMAIIMOHHO-
TEJIEKOMMYHUKAMOHHOM ceTH «HTepHEeT», Kak Ha TEPPUTOPUN YHUBEPCUTETA, TAK U BHE €€.
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6. OCOBEHHOCTH OPI'AHMU3ALINN OBYYEHUA  JIA JIMIQ C
OT'PAHUYEHHBIMHU BO3MOKHOCTAMMHU 31I0POBbs 1 UHBAJINIOB

IIpu HeoOxomumocTH pabodas mporpaMma MOKET OBITh aJanTUpOBaHa A OOecHeueHHs
00pa30BaTENbHOTO MPOLIECCa MHBAINUJIOB U JIUL] ¢ OTPAHUYEHHBIMUA BO3MOYKHOCTSIMU 37J0POBbSI, B TOM
yuciae Uil AUCTAaHIMOHHOrO oOyueHus. s sToro Tpedyercs 3asBIECHUE CTYIEHTa (ero 3aKOHHOTO
IIPEJICTABUTEIISA) U 3aKIIOYEHHE [ICUX0JI0r0-MeuKo-nenarornueckoit komuccuu (IIMIIK).

K npenmerHsiM pesynbraTtam ocBoeHuss MJIK 10MOMHUTENBHO OTHOCSTCA:

1) nns cnenbix, CIaOOBUAAIINX 00yYArOIIUXCA:

- ¢()OpMUPOBAHHOCTH HABBIKOB IIMCbMa Ha OpailIeBCKOM e4aTHONW MalllMHKE;

2) Ans TIyXUX, CI1a00CBIIIAIINX, TO3AHOOTJIOXIINX 00YyJatOIINXCs:

- c()OPMHPOBAHHOCTh U Pa3BUTHE OCHOBHBIX BHJOB PEYEBOH JEATENbHOCTH OOyYaromuxcs -
CIIyXO3pUTEJIBHOTO BOCHPUATUS (C HCIOJB30BAaHUEM CIYXOBBIX amnmapaToB MU (WIKM) KOXJIEapHBIX
UMILUIAHTOB), FOBOPEHUS, YTEHUS, IUChMa;

3) 1 00y4aromuXcs ¢ pacCTPOUCTBAMH ayTUCTUYECKOTO CIIEKTPA:

-OBJIaJICHUE OCHOBHBIMHM CTHJIMCTMYECKMMM pECcypcaMH JIEKCUKM U (pa3eosoruu s3blka,
OCHOBHBIMM HOpPMaMHM JIMTEPATYPHOTO SI3bIKa, HOPMaMH PEUYEBOr0 3TUKETA; MPUOOPETEHUE OMbITA UX
UCIIOJIb30BAaHUS B PEUEBON M aJbTEPHATUBHOW KOMMYHUKATUBHOW IMPAKTUKE MPH CO3JaHUU YCTHBIX,
IMCbMEHHBIX, AIbTEPHATUBHBIX BbICKA3bIBAaHUI; CTPEMJIEHUE K BO3MOKHOCTH BbIPAa3UTh COOCTBEHHbBIE
MBICJIM U YyBCTBA, 0003HAYUTh COOCTBEHHYIO MO3UIIHIO.

B cinyuyae HeoOXxoauMocCTH, 00yJaroIMMCs U3 YMCIIA JUL C OIPAaHUYEHHBIMU BO3MOKHOCTSIMHU
310poBbs (1O 3asBIeHHIO OOyyarolierocs) a JUisi HHBAIKWIOB TakKKe€ B COOTBETCTBUU C
WH/IMBUIYAJILHOM MTPOrpaMMOl peaOuINTallii HHBAJIH/IA, MOTYT TPEJIaraThCsl CISAYIOIINE BapUAHTHI
BOCIIPHATHS yueOHOM MH(OPMAIMK ¢ y4€TOM UX WHAMBHUIYAIbHBIX NCUXO(PU3MUECKUX OCOOCHHOCTE,
B TOM YHCJIE€ C IPUMEHEHUEM 3JIEKTPOHHOI0 O0YUYEHUS U JUCTAHIIMOHHBIX TEXHOJIOTUI:

- JUId JIML C HapyLIEHWsMM 3pEHMs: B Ie4aTHOM (Gopme yBeauueHHbIM wmpudrom; B (hopme
AIIEKTPOHHOTO IOKYMEHTa; B opme ayauodaiina (nmepeBos yueOHbIX MaTepuaioB B ayaunodopmar); B
neyaTHoOM Qopme Ha sA3blke bpaing; HWHIMBUAYalbHbIE KOHCYJIBTALlMM C  IPHUBJICYEHUEM
TU(DIOCYpOTIEPEBOIUNKA; UHANBUAYAIbHbIE 331aHNUS U KOHCYJIbTAIUH.

- JJI JUI] C HapyLIEHUsIMM CllyXa: B meyaTHOH (opme; B (opMe 3JIEKTPOHHOTO JIOKYMEHTA;
BUJEOMaTepHanbl €  CyOTHTpaMHu;  HMHAWBHUIYyaJbHbIE  KOHCYJIbTallMM C  MPUBJICYEHHUEM
CYpJIOTIepEBOUNKA; UHANBUYAIbHBIE 3aJJaHNUS U KOHCYJIbTALIUH.

- JUId JIMIl C HapyUIEHUsIMH OIOPHO-IBUTATEIbHOrO ammapara: B redaTHOH ¢opme; B (popme
3JIEKTPOHHOI'0 IOKyMEHTa; B (hopMe ayanodaiina; MHIUBUya bHbIC 3a]JaHUS U KOHCYJIbTAlUH.
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7. OOEHOYHBIE MATEPHAJIbI (®POHA OLEHOYHBIX CPEIACTB) JJIA
TEKYIEI'O KOHTPOJIA YCIIEBAEMOCTHU U ITPOMEXYTOYHOU ATTECTALIUN

7.1. TunoBble KOHTPOJIbHbIE 32/IAHUS] UJIH MHbIE MAaTEePHAaJIbl, HEO0X0AMMbIE JI1 OLlEeHKHU
3HAHWI, YMEHHM i, HABBIKOB M (WJIH) ONBITA B X0/l€e TEKYILIEro KOHTPOJIS yCIIeBA€MOCTH

7.1.1. TunoBble 3aJaHUsI K MPAKTUYECKHM (CEMUHAPCKUM) 3aHATHIIM

IIpakTuyeckas padora Nel. AnnapaTHO-POrpaMMHBbIe CPeICTBA 3alIMTHI HH(POPMAIIUHU
B KOMIBIOTEpPHbIX cucTeMax. llenb: u3yuuTh amnmapaTHO-IPOTpaMMHBIE CPEICTBA 3aLIUTHI
uH(pOpMallMd B COBPEMEHHBIX KOMIIBIOTEPHBIX CHCTEMaX. 3aJaHue: HACTPOUTh M IMPOTECTUPOBATH
pa3MYHBIE CpeICTBA 3allMThl, Kak amnmapaTHble, TaK W TNPOrpaMMHBIC, Ui oOecredeHus
Oe3omacHocT uH(popmanuu. PaccmaTpuBaeMble BOIPOCHI:  ammapaTHbIE CPEACTBA  3allUTHI,
KpHUNTorpaduueckie MoIyJii, MpOorpaMMHBIE CPEJICTBA 3aLIUThI, UX HACTPOWKA U HCIIOJIb30BaHHE.

IIpakTnyeckas padora Ne2. Opranu3zanus 0e3onacHoro oomeHa tpagpuxkom B cetu. Llenn:
U3YYUTh METOJBI 3alIUTHI M Oe30macHoro oOMeHa TpauKOM B KOMIIBIOTEPHBIX CETSIX. 3aJaHue:
peann3oBaTh 0€30MacHbIi 00MEH TpadhUKOM C HCIIONIb30BAaHHEM IIPOTOKOJIOB O€30MAaCHOCTH, TAKUX KaK
VPN u SSL/TLS. PaccmarpuBaembie BOITPOCH: TIPOTOKOJIBI 0€30MTaCHOCTH, METOIBI 3aIIUTHI TpaduKa,
Hactpoiika VPN u SSL/TLS s 3amuThl TaHHBIX.

IpakTuuyeckas padora Ne3. 3ammura oecnipoBoaHbIX ceTeid Wi-Fi. Llenb: u3yduts MeTOBI
3amuThl  OecrpoBoAHbIX cered Wi-Fi OT HecaHKIIMOHMPOBAHHOTO JOCTyNa M aTak. 3a/aHue:
HACTPOUTH 0e30TMacHyl0 OeCHpOBOJHYIO CETh C HCIIOJIb30BAHHEM COBPEMEHHBIX METOIOB 3aIlUTHI,
takux kak WPA3 u mmudpoBanue tpaduka. PaccmarpruBaeMble BOMPOCHI: MPOTOKOJIBI O€30MaCHOCTU
Wi-Fi, 3ammura ot atak Ha OECIPOBOIHBIC CETH, HACTPOIKA OE30IaCHBIX COSNHCHUH.

IIpakTuyeckas padora Ne4. Hacrpoiika u ucnosab3zoBanue ACL-cnuckoB 1151 KOHTPOJIS
poctyna B cerd. llenp: M3y4uTh NPUHLMIBI HAaCTPOMKUM M HPUMEHEHHS CIHCKOB YIIPaBJICHUS
noctynioM (ACL) ans KOHTpOJsi JOCTyna B KOMIBIOTEpHOH ceTH. 3ananue: HacTpouth ACL-crircku
JUIsL OTpPAaHUYEHHUs JOCTYyNa K CETEBBIM pecypcaMm MU IMpPOTECTHUpOBaTh UX pabory. PaccMarpuBaembie
BONPOCHI: HACTpoiika u ympasienue aoctynom ueped ACL, dbunbpTpanus tpaduka, 6€30mMacHOCTh U
KOHTPOJIb JOCTYIa B CETH.

7.1.2. TunoBsble 3a1aHusA 115 J1a00PATOPHBIX padoT

JlabopaTtopnass padora Nel. OueHka YCTOWYMBOCTM mMapojied HW  aJrOPUTMOB
mu@poBanus. Llenp: U3yuyuTh METOABI 3alIUTHl MApoJied U aNrOpPUTMbI MU(POBAHUS AAHHBIX AJIS
MOBBIICHUST 0€30MacHOCTH HH(OpPMAlMd B KOMIBIOTEPHBIX CHUCTEMax. 3aJlaHue: MPOBECTH
TECTUPOBAHUE TMAapoJie Ha MX CTOMKOCTb, MPUMEHHUTh Pa3UYHbIE ANTOPUTMBI IMU(DPOBAHUS A
3allUThl JaHHBIX U OLIEHUTh UX 3¢ (deKTUBHOCTh. PaccMaTprBaemMble BOMPOCHL: YTpo3bl O€30TaCHOCTH
napoJieid, METOIbI 3aIIMThI TAPOJIeH, aNTOPUTMBI UG POBaHUS U X 3((HEKTUBHOCTD.

JlabopaTopunasi padora Ne2. Mccienopanue Meroaos mudposanus: mudpbl 3aMeHbl H
nepectaHoBKHU. llenb: M3yuuTh OCHOBHBIE METOABI MHM(POBaHUSA, Takue Kak IMUGPHl 3aMEHBl U
NEePECTaHOBKHU, U UX NPUMEHEHHUE /s 3alIUThl HHGOpMaluu. 3aaHue: peaan30BaTh UGPb 3aMEHbI
U NIEePEeCTaHOBKHU, MPOBECTH MX AaHAIN3 C TOYKH 3pEHUs 0€30MACHOCTU U OLICHUTh YS3BUMOCTH ITHUX
MeTo/10B. PaccMarpuBaemble BOIPOCHI: MPUHIMIBI PabOTHI ¢ mudpamMu 3aMEHbl U EPECTAaHOBKHU, MX
CHJIbHBIE U c1a0ble CTOPOHBI, AaHAIN3 YSI3BUMOCTEIA.

JlabopaTopHnasi pa6ora Ne3. IIpoBepka 1eJOCTHOCTH JAHHBIX C HUCHOJb30BAHMEM Xelll-
¢pyuxumii. Llens: u3yduTh MeTOIBl OOECTEeUYEeHHUs IEIOCTHOCTH JAaHHBIX C HCIIOJIb30BAaHHEM XEll-
byHkMi U nudpoBeIx nmonanuceil. 3ajaHue: NPUMEHUTh XeUI-QYHKIUHU AJI MPOBEPKHU LETOCTHOCTU
GaltioB U OIEHUTHh MX YCTOMYMBOCTH K M3MEHEHHsIM. PaccMaTpuBaemble BONPOCHI: XeII-(yHKIIHH,
1M (pOBbIE MOJIUCH, METO/IbI 3aIIUTHl OT U3MEHEHUN JaHHbIX.

JlabopaTopHnasi pabora Ned. Ilpumenenue mmdpoBanus s 3amuThl (paiiaos. Llens:
U3YYUTh METOJIbI M poBaHUs PailyioB A 3alUThl KOH(UICHIIMATBbHON HH(pOpMaLIUK MTPU XpaHEHUN
U Tiepenave. 3aJaHue: PeaNn30BaTh ANTOPUTMBI MUQPPOBaHUS ISl 3alIUTHl (ANIOB U ONEHUTHh HX
3¢ (HEeKTUBHOCTh C TOUKH 3peHusi 0e30macHOCTH. PaccmaTrpuBaeMble BONPOCHI: METOABI HIN(POBAaHUS
daiioB, 3ammTa JaHHBIX TNPU Tepeadye W XpaHEHWH, OIeHKa J(PPEKTUBHOCTH aITrOPUTMOB
HIppoBaHUsL.
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7.2. TunoBble KOHTPOJIbHBIE 3alaHUS WJIM HHbIE MaTepHaJibl, HEOOXOMMBbIe UIS1 OLICHKH
3HAHUI, YMEHNi, HABBIKOB M (MJIH) ONBITA B X0/1¢ IPOMEKYTOYHOM aTTeCTaluu

@opMa MNpoBeACHUS IPOMEKYTOYHOM AaTTECTAlMUd 110 MEXIUCUUIUIMHADHOMY KYpCy:
TG epeHMpoBaHHbIA  3aueT (MO pe3yiabTaTaM HaKONMTEIbHOTO pEeHTHHra uiau B (opme
KOMIIBIOTEPHOI'O TECTUPOBAHMUS).

B xome mnpoBeneHHs NPOMEKYTOYHOM AaTTECTALMM OCYILECTBIISIETCS KOHTPOJb M OLEHKa
pe3yIbTaTOB OCBOEHUS NMPO(ECCHOHAIBHBIX KOMIIETCHIIUN U UX YacTeH.

Bonpocek! 111 NOATOTOBKM K MPOMEKYTOYHOI aTTecTanuu (AuddepeHunpoBaHHbII
3a4er)

IIK 3.1 OcyuiecTBAATH NPOEKTHPOBAHUE CeTEBOH HH(PPACTPYKTYPHI

1. Kakue ortambl pOEKTUPOBaHHUA CETEBOW MHQPACTPYKTyphl HEOOXOOUMBI JUIs
obecrieuenus e€ 6e3omacHocTH?

2. Kak BpIOpaTh moaxojdiuue MpOTOKONbI Uil Oe30macHOM nepefayd AAHHBIX IPU
POEKTUPOBAHUU CETHU?

3. KakoBbl OCHOBHbIE IPUHIIUIIBI CETMEHTALUU CETH U KaK OHM BJIMAIOT Ha 0€30MacHOCTh
UH(QPacTpyKTypbI?

4. Yro Ttakoe Mozenb "Zero Trust" M Kak OHA NPUMEHSETCS NPU NPOECKTHPOBAHUU
0e301acHOi ceTeBOi HHPPACTPYKTYPHI?

S. Kak BbIOpaThb M HACTPOMTHb YCTPOWCTBA AJIS 3alUThl MEPUMETpa CETH (Hampumep,
daepsoisl, IDS/IPS)?

6. KakoBa posnb mudpoBanus pyu MpOEKTUPOBAHUN O0€30IIaCHOM CETH U KaKue aJrOpUTMbI
i poBaHUs MPEAIOUTUTEIBHBI IJIs1 pa3HBIX TUIIOB Tpaduka?

7. Kakue crioco6b! ayTeHTu(dUKaIMK MOJIb30BaTeNel U YCTpOHCTB Haubosee 3G GeKTUBHbI
IIPU IPOEKTUPOBAHUU 3AILUIIEHHBIX CETEBbIX PEILICHUI?

8. Kakue (akropsl He00X0AMMO YUUTHIBAaTh IpU BbIOOpe U HacTpoiike VPN-cepBucoB s
3alUTHI yIaIEHHBIX MOIb30BaTeNeH 1 puirnanoB?

9. Kak oOecnieunTb OTKa30yCTOHYMBOCTb W  BBICOKYIO  JIOCTYITHOCTH  CETEBOM
uH(ppacTpyKTypsl 6€3 yiepOa ass 6e30macHoCcTH?

10.  Kaxk npoexTtupoBats 3amuTy oT DDoS-aTak Ha ypoBHE ceTeBoil HHPPACTPYKTYpbI?

11. Kakue pucku O€30MaCHOCTU CIEAYEeT YUWUTHIBaThb NPU HPOEKTUPOBAHUU CETEBBIX
COEMHEHUH MeX/1y JOKAJIbHBIMHU CETIMH U 00JIauHBIMHU CEpPBHCAMU?

12.  Kakyo ponp wurparor ACL (cnucku yrpaBlieHHS TOCTYNIOM) B MPOEKTUPOBAHHU
ceTeBOil 0€30MaCHOCTH M KaK WX MPaBUILHO HACTPOUTH?

13.  Kak yuectb 6e30macHOCTh [0T-ycTpoiicTB py IPOSKTHPOBAHUU KOPIIOPATUBHON CeTH?

14.  Kakue Meroabl 3allUThl OT HECAHKIIMOHHMPOBAHHOTO JIOCTyNla K CETH CIIeAyeT
IPUMEHSTH B [IPOLIECCE MPOEKTUPOBAHNUS OECTIPOBOHBIX CETEN?

15. Kak MOHMTOpPUMHI M aHaau3 Tpaduka MOMOraloT B MPOEKTUPOBAHUU O€30MacHOU

ceTeBOr MHMPACTPYKTYPHI, U KAaKW€ WHCTPYMEHTHI JJISl 3TOTO UCIIOIB3YIOTCS?

MK 3.3 OcyuecTBJIsITh 3alIUTY HH()POPMAIMH B CETH C MCIOJIb30BAHUEM MPOTPAMMHO-
anmnapaTHbIX CPeICTB

16. Kakue nporpammHo-anmnapaTHble CpeicTBa UCIIONb3YIOTCS JUIS 3alIUThl HHPOpMAIUU B
CETH Ha ypOBHE NepumeTpa’?

17.  Kakyro ponp B 3amure MHGOpMalUU B CETU UTparoT (paepBOJIbI, U KaK OHU JOJKHBI
OBITH HACTPOEHBI I 00ecTIeYeHUsI MaKCUMalIbHON 6e301acHoCTH?

18. Yro Takoe IDS/IPS cuctemsl 1 Kak OHM MOMOTAIOT B 3amuTe nH(popmaluu B cetu?

19.  Kakyio ponp B 3alMTe JaHHBIX B CETH WrpaeT IMU(POBAHHE W KaKWe alrOpPUTMBI
MU PPOBaHUS IPEATOYTUTENBHBI JIIsl pa3IMYHBIX TUIIOB Tpaduka?

20.  Kakue meTonpl ayTeHTU(UKAIMK U aBTOPU3AIMU TOJIb30BaTeNe ClieayeT MpUMEHSTh

TSI TIOBBIIIIEHUST 0€30IIaCHOCTH CETH?
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21.  Kak 3alMTUTh CeTeBble COEAMHEHHS OT aTak C MCIOJIb30BAaHUEM TEXHOJIOTUN
BUPTYalbHbIX YacTHBIX cerell (VPN)?

22.  Kakue nmporpaMMHO-anmapaTHbIe peleHus] HEOOXOIUMBI IS 3aIUThI OT aTak "deoBeK
nocepenune" (Man-in-the-Middle)?

23. Kak s¢dexkTuBHO mcmonb3oBath aHTU-DDOS ycTpoiicTBa M CHCTEMBI ISl 3allUThHI
ceTeBOil HMH(PPACTPYKTYPHI OT pacHpeAeIEHHBIX aTaK 0TKa3a B 00CTYKHUBAHUN?

24.  Kakue cpencTBa MOHUTOPUHIA W aHaIM3a TpapuKa MOXKHO HCIOJIB30BaTh IS
00Hapy>XeHUSI BTOP>KEHUM U MPEJOTBPAILICHUS YTPO3 0€3011aCHOCTH B CETU?

25.  Kak 3amututh OeCHpOBOAHBIE CETH C HCIIOJIB30BAHHEM IPOrPaMMHO-AIIaPaTHBIX
pemieHui, Takux kak WPA3, u kakue yrpo3sl HEOOXOAMMO YYUTHIBATH?

26.  Kakue ponu B 3aniure HHGOPMALIUU B CETU UTPAIOT TEXHOJIOTUH YIPABICHUS JOCTYIIOM
(manpumep, ACL, VLAN)?

27. KakoBa pomnp xem-QyHKIMA U OU(GPOBBIX MOANHCEH B 00eCHEUEHUH IETOCTHOCTH
JTAHHBIX U MPEIOTBPALLEHUHN UX TOJACTKN?

28. Kakue pemienust s 3amuThl KOHEUHBIX yCTpoMcTB (aHTuBUpychl, EDR) cienyer
MCIIOJIb30BATh IS 3alUThl HH(POPMAIIUK Ha pabovnX CTaHLUAX U cepBepax”?

29. Kak HacTpoWTh W WHCIIOJIB30BaTh CPEICTBA 3AIIUTHl JJIS TPEAOTBPAIICHUS YyTEUeK
nanubiX (DLP-cuctemsbr) B cetn?

30. Kakue anmapaTHble yCTPOWCTBAa 3alllUTHI, TAaKWE KaK KPHUNTOrpaduYecKre MOIYIIH

(HSM), ucnionp3yroTcst Amst 3alUThl KIr04el muppoBaHus U APYruX KPUTHUHBIX JTaHHBIX?

IIK 3.5 MoaepHU3UpOBaTh ceTeBble¢ YCTPOMCTBA HH(POPMANMOHHO-KOMMYHHKANMOHHBIX

cUcTeM
31.  Kakue dakTopbl cienyeT y4uThIBaTh MPU MOJEPHU3AIMH CETEBBIX YCTPOMCTB MIJis
MOBBIIICHUS YPOBHS 0€30MaCHOCTH HH(POPMAIIMOHHO-KOMMYHHUKAITMOHHBIX CHCTEM?
32.  Kak mpaBWIbHO BBIOpaTh M HACTPOUTH HOBBIE (DaepBOIIBI MPU MOJIEPHU3AINHN CETEBBIX
YCTPOMCTB JIJIs 3alIUTHI OT COBPEMEHHBIX yrpo3?
33.  Kakue TeXHOJIOrHuHd MOTYT OBITh MCIOJIB30BaHbI JJISI MOJEPHU3AIMHA MapIIPYTU3aTOPOB

¥ KOMMYTaTOPOB C LI€JIbI0 OBBILIEHHS UX 0€30MmacHOCTH?
34.  Kak MoaepHU3MpOBaTh YCTpOicTBa ympaieHus noctynoM (Hampumep, NAS, SAN)
JUISL YITY4ILIEHUS 3alUThl TaHHbBIX B CETH?

35. Kakue mnporpaMMHO-amnmapaTHbleé peIIeHUs MOXKHO HWHTErpUpOBaTh B  IPOLECC
MOJIEpPHU3AIIUHU CETEBBIX YCTPOUCTB JyIs 3amuThl oT DDoS-arak?

36.  Kak ynyymuTh 3aIIUTy CETH NPU MOJEPHHU3ALMHM OECIpPOBOAHBIX TOYEK JOCTyMHa C
WCIIOJIb30BAaHUEM COBPEMEHHBIX cTaHaapToB O6e3omacHocT (WPA3)?

37.  Kak uHTerpamus cpeicTB MOHUTOPUHIA M aHAJIM3a B MPOLECC MOJEPHU3ALUN CETEBBIX
YCTPOMCTB ITOMOTAET MOBBICUTh YPOBEHb O€3011aCHOCTH CETH?

38.  Kakue HOBble KpunTorpaguueckue MpoTOKOJIbI CIENyeT BHEAPUTh MIPU MOJECPHU3ALUU
CETEBBIX YCTPOMCTB AJIs yaydlleHus u(poBaHUs JaHHBIX B repeaaye?

39.  KakoBbl 0COOEHHOCTH MOJEPHHU3AIMH CPECTB 3alUThl OT BTopkeHui (IDS/IPS) B cetu
C YYETOM HOBBIX Yrpo3?

40.  Kakue MeTopl 3aIlIUThl MOXHO J00aBUTh NMPH MOJEPHU3ALNU MEXKCETEBBIX IKPAaHOB
s Oosee addexTuBHOTO (GUIbTpanuu Tpaduka W TPEAOTBpAIICHUS HECAHKIIMOHUPOBAHHOTO
nocryna?

41.  Kak moaepHH3aIMs CEpBEPOB M pabOUYUX CTAHIMNA MOXKET MOBJIHUATH Ha 0€30MacCHOCTh
CETH U KaKU€ MEpPHI CIENYET NPEANPUHATD IS 3alUTHI 3TUX YCTPOICTB?

42.  Kakwue anmapaTHbIE CPE/ICTBA, Takue Kak Kpuntorpadudeckue moayimu (HSM), nomkHs
OBITH MHTETPUPOBAHBI B IIPOIECCe MOACPHHU3AIMHU JJIS YITYUIICHUS 3alIUThl JaHHbBIX?

43.  Kak BBIOpaTh W HACTPOUTH 0OJIEE 3AMUINEHHBIC PEIICHUS TSI BUPTYaTH3aIHNA CETEBBIX
YCTPOMCTB MPH MOJIEPHU3ALINU CETEBOM MHPPACTPYKTYPHI?

44.  Kak MoAepHHU3allMs CETeBBIX YCTPOUCTB MOMOraeT 00ecneynTh 0TKa30yCTONUNBOCTh U

BBICOKYIO JOCTYIMTHOCTDb IIPH aTaKYIOIUX yrpo3ax?
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45.  Kakwue cpenctBa 3amuThl oT yreuek AaHHbIX (DLP-cuctemsl) cieayer mHTErpupoBaTh
OpU  MOJCPHHU3AIMM CETEBbIX YCTPOMCTB s oOecreueHus KOHTpPOJIL 3a IepeaaBaeMoit
nHpopmanuen?



