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1. MIEPEYEHD
JTACIHATIIAHE,

IIVTAHUPYEMBIX
COOTHECEHHBIX C IINIAHUPYEMBIMU

PE3YJIbTATOB

OCBOEHUA OBPA30OBATEJBHOMN NPOT'PAMMBI

1.1. Ileab ocBOEHUS M CIUTNIUHBI

[{enbi0 OCBOCHHMS JUCIUTUIMHBI SBJISICTCS:

— HM3yYEHHE OCHOB TCOPUH M TPAKTUKUA pa3pabOTKU M OSKCIUTyaTallud 3aIlUIIEHHBIX
UH()OPMAIIMOHHBIX CHCTEM;
— (dopmupoBaHue y 00ydarOMUXCs 00MEenpodheCCHOHATBHBIX KOMITETEHITNH, HAIPABICHHBIX

Ha Pa3BUTHE HABBIKOB MCCIIC0BATEIBCKOM ICATCILHOCTH.

1.2. IlepeyeHb NJIAHUPYEMBIX Pe3yJILTATOB 00yYeHHUsI N0 JUCHUIIIMHE

OBYYEHUA
PE3YJIbTATAMU

o

Kon n Kon u ILnanupyemble pe3yabTaTbl 00y4eHHs 0 JUCHHUILINHE OcHnoBanue (IIC)
HaHMeHOBaHUe HAMMEHOBaHHUe * s
KOMIeTeHIUH HHIMKATOPA npodeccHoHaNbHBIX
JOCTHZKEHUST KOMIIETeHITHI
KOMIEeTeHIINH
OIIK-2. Criocoben HOIIK-2.3. 3HaTh: METOMBI pa3pabOTKH CHCTEM U
pa3pabaThIBaTh PazpabatriBaer KOMIUIEKCHI yIpaBICHUSI HH()OPMAIIMOHHO
TEXHUYECKHH MPOEKT | TEXHHYECKHE 6€30MacCHOCTBIO C yI€TOM 0COOEHHOCTEH 0OBEKTOB
CHCTCMBI HPOEKTHI 3aIUTHI; OCHOBHBIE KOMIOHEHTHI TEXHUYECKOTO
(moacucTeMsl 1160 3aIUIIEHHBIX MPOEKTa; IMepeueHb HEOOXOANMBIX UCXOAHBIX JAHHBIX
KOMIIOHEHTa UH(OOPMAIMOHHBIX | AT HPOEKTHPOBAHHS IIOACHCTEM JTHO0 KOMIOHEHTOB
CHCTEMBI) CHCTEM CHCTEMBI.
obecreueHus YMeThb: OpraHH30BBIBATH U OCYIIECTBIATH
MH(OPMAIIMOHHOM KOHTPOJIb 32 Pa3pabOTKOH TEXHHYECKHUX MIPOCKTOB
6e30macHOCTH CHCTEM U KOMIUIEKCOB YIpaBiIeHHs HH)OPMaHOHHOH
0e30MacHOCTBIO C YIETOM OCOOCHHOCTEH OOBEKTOB
3aIUTHI; HAXOAUTH BEJIOMCTBEHHBIEC JIOKYMEHTHI B
YaCTH NPOEKTHPOBAHMS MOACUCTEM M IPUMCHCHUS
cpeacTB obecriedyeHns] HHPOPMATHOHHOM
6e3omacHOCTH
Buiiagers: HaBBIKaMH yHpaBIeHUs TPOEKTAMH
CHCTEM U KOMITIEKCOB YIpaBJieHHs HHHOPMaMOHHOM
0e30MacHOCTHIO C YIETOM OCOOCHHOCTEH 0OBEKTOB
3QIUTHI; HABBIKAMHU Pa3pabOTKH MPOEKTOB U
KOMIUIEKCOB YIPaBJICHHs HH)OPMaIHOHHOM
0e30MacHOCTHIO C YIETOM OCOOCHHOCTEH 0OBEKTOB
3aLIUTHL.
OIIK-4. Criocoben HOIIK-4.3. 3HaThb: MeToxBI cOOpa, 00pabOTKH, aHATH3A H
ocymiecTBIsITh coop, | PopMmupyer IaHbl | CHCTEMAaTH3alUH HAyTHO-TEXHUYECKOH HH(OPMAIIH;
00paboTKy 1 aHaNMU3 | M HPOEKTHI COBPEMEHHYIO HayTHO-TEXHHUECKYIO JIUTEPATYpYy,
HAay4YHO-TEXHHYECKOH | TEXHMYECKUX HOPMaTHBHBIE X METOIUYECKUE JOKYMEHTHI 1O
UH(OPMAIIHH 1O pa3paboTok BOIIpOocaM MH(OPMAIMOHHOH 0€30TacHOCTH.
TeMe MCCIENI0BaHUs, | 3alUIIEHHBIX ‘YMeTh: BEIOHPATh METOJIBI U CPEZICTBA
pa3pabaTbIBaTh MHGPOPMAIMOHHEBIX | PELICHHUs 3a[]a4d B paMKax IPOBOIMMOI0
IJIAHBI ¥ TIPOTPaMMBbI CHUCTEM HCCIIECIOBAHUA, Bblpa6aT]>IBaTb IUIaHBI U TPOT'PaMMBbI

NIPOBE/ICHUS
Hay9IHBIX
HUCCIIEIOBAaHUNA U
TEXHUYECKUX
pa3paboToK

NPOBEACHUS HAYYHBIX I/ICCJ'le)IOBaHI/Iﬁ U TCXHHUYCCKHUX
pa3paboToK.

Buaagers: HaBbIKaMu cOopa u 06paboTKH
nH(OpMaInH, pa3paboTKH IAHOB U MPOrPaMM
HaY4YHBIX PICC.]'[eI[OBaHI/H\/'I; HaBBbIKaAMH HCITOJIb30BAHHUS
pe3ynbTaToB 0030pa HayYHO-TEXHHYECKON JINTePaTyphI
HPH PELICHHH BONPOCOB HH(OPMAL[HOHHON
6€30MaCHOCTH TEJIEKOMMYHUKAIHOHHBIX CHCTEM M
cereil.

2. MECTO JUCHUILIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM ITPOT'PAMMBI

JucnuniamHa OTHOCHTCSA K  00s3aTeIbHOM  YacTH,

bnoka 1.

obpazoBatenbHoii iporpammel (51.0.02 OO6rienpodeccHoHaIbHBINA MOTYJTb).

JvucuuminHbl

(Momyn)




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHBI

3.1. O0beM M CTPYKTYpPa AUCHHMIIHHBI

O6mas Tpya0o€MKOCTh AUCIUIUIMHBI cocTaBiser 3 3.e. (108

BUJaM padoT U ceMecTpaM MPEACTABIECHO B TaOJIULIE.

Yyac.), UX pacrpeeicHue Mo

Buanbl yueOHbIX 3aHATHI U Pa00ThI 00yYaI0LIUXCS

TpynoemMkocThb, 4ac

O0u1as TPy/10eMKOCTh TUCIMILINHBI, Yac 108
KonTakTHas padora o0yyaomuxcs ¢ npenojasareieM 1o BUIam 34/10
Y4eOHBIX 3aHATHII (Bcero), B T.4.:
3aHATHS JIEKIHOHHOT0 THNA (JICKIIUH) 12/4
3aHATHSI CEMHHAPCKOIo THNA (CEMHHAPDI, TPAKTHICCKHIE 3aHATHUS, 12/4
MIPaKTHKYMBbI, KOJUIOKBIYMBI U MHBIC aHAJIOTHIHBIC 3aHATHS)
J1a00paTopHbIe padoThI 10/2
CamocTosiTe1bHasi padoTa BCero, B T.4.: 74/94
CaMoIoATOTOBKA I10 TeMaM (pa3jesiaM) JUCIUTUTHHE 74/94
BrimonHeHHEe KypcoBOTO IPOEKTa /KypCOBOM pabOTHI -/-
-14

KonTpoas (4achkl Ha 3a4eT)

HpOMe)KyTO‘lHaﬂ aTrecranus

3a4yerT

[Mpumeuanue: -/- 06vem 4acos cOOMEEeMCmMBEEHHO 01 OUHOU, OUHO-3A0HHOU PopM 0OyUeHUs

JlucuuInHa peanu3yeTcs MOCPEeICTBOM MPOBEIEHHST KOHTAKTHON PadOTHI C 00ydYaroIUMHUCS
(BKJIIOYAsl MPOBEIEHUE TEKYIIETO KOHTPOJISL YCIIEBAEMOCTH ), CAMOCTOSATEIbHON pabOoThl 00Y4arOIIUXCS

u HpOMe)I(YTOIIHOfI aTTCCTalluH.

B mponecce OCBOCHHUA JUCHUINIMHBI MOXKCET MPHUMCHATLHCS JSJICKTPOHHOC 06yquI/Ie u

JUCTAaHIIMOHHBIC O6p830BaTCJ'IBHBIe TCXHOJIOTHH.

B nponecce ocBoeHus OTUCHUILUIMHBI oOydaroluecss o0ecreyeHbl TOCTYIOM K 3JIEKTPOHHOM
nH(}OPMaILMOHHO-00pa30BaTEILHOM Cpejie U NIEKTPOHHO-OUOIMOTEYHBIM CHCTEMaM.




3.1. Conep:xaHnue TUCHUIIMHBI, CTPYKTYPHPOBAHHOE MO0 TEMaM

Ilnanupyemble

Buabl yue0HoM padoThI

Pe3yIbTaTRL KoHTakTHas padora -
OCBOCHMSA: &
KO ) @ E o DopMbI
¢(opmupyemoii & é 2 § e = g TeKYIero
IKOMIICXCHITHMIM HaumeHoBaHuUe pa3esioB, TeM 51 2 7 o =: = S KOHTPOIII
HHAHKATOPBI > = g = -] g = (HamMeHOBaHHE
JOCTHIKEHUSI = 2B == 58 OIICHOHHOTO
KOMIIeTeHIMii % \8 13 E_ E g g cpeacTBa)
S | S| E5|S
OIIK-2, TEMA 1. 22 VCTHBIH onpoc
HOIIK-2.3; BBEJEHUE B IPEIMET (3AIIIUIIEHHBIE 1o Teme
OIIK-4 NHO®OPMALIMNOHHBIE CUCTEMBbI»
HOIIK-4.3 HauansHble cBeieHMs O 3a7adax 3aliuinEHHBIX
HHPOPMAIMOHHBIX cucTeM (3uc). [locTaHoBKa 1
knaccuukanus 3agad. KoHKpeTHBIC anmapaTHbIe
YCTpOICTBA U MPUIIOKEHUS 11 00ecTIeyeHHst OT4er 110
HHPOPMAMOHHON 6€30aCHOCTH. 1aGOPaTOPHO
JlabopatopHras padota Ne 1 «3amumienHas web- 2/- pabore
OpHECHTHPOBaHHAS MHPOPMAITHOHHAS CHCTEMa
CamocrosTenpHas paboTa: 12/15
-IToHsITHE CHCTEMBI, €€ TIEMEHTOB U CBS3CH MEXITy
HUM.
- [IprHOUTBT pabOTHI CHCTEM U UX KIACCH(PUKAIIHS.
- B3aumopeiicTBre MOJICUCTEM B paMKax
HH()OPMAITMOHHBIX CUCTEM.
OIIK-2, TEMA 2. 2/- VYerHbI# onpoc
NOIIK-2.3; HUHTEI'PAJIBHASA BE3OITACHOCTD 1o TeMe
OIIK-4 NHO®OPMALNUOHHBIX CUCTEM
NOIIK-4.3 [TonsiTre o 3agaue MHTETPATLHON 6€30MaCHOCTH
HH(POPMALMOHHBIX CUCTEM. [IpuMepbl KOHKPETHBIX
3a/a4 HHTErpabHOM Oe3onmacHocTH. Pu3zndeckas
0e30macHOCTh HHPOPMAIHOHHBIX CHCTEM.
BbezonacHocTs cerelt M ycTpoicTB. bezonacHocTh OTYeT 1o
I10. 1abopaTopHOM
[paxrrdeckoe 3anstue Ne 1 «Iloctpoenune 2/- pabote
JUarpaMMbl BAPUAHTOB HCIIOIB30BaHUSA B OO BEKTHO- Ortuer no
OpUEHTHPOBAHHOM s3bike UML» MPaKTH4ECKOMY
JlaGopatophast pabota Ne 2 «[leH-TecT 3amUIEHHO 2/- 3aHATHIO
Web-0pHeHTUPOBAHHON CHCTEMBIY
CamocrosTenbHas padboTa: 12/15
-CHCTEeMHBII TOAXO/I K PEIICHUIO IPOOIIEM H
MPHUHSATHIO PEIICHHH.
- MOJICTMPOBAHUE CUCTEM U MPOLIECCOB B HAX.
- METOJIBI ONITUMH3ALNH pabOTh HH(OPMAITHOHHBIX
CHCTEM.
OIIK-2, TEMA 3. 2/2 VcTHI onpoc
HOIIK-2.3; BE3OITACHOCTDb XPAHEHUSA U 1o Teme
OIIK-4 MNEPEJAYN NTH®OPMAIINU
NOIIK-4.3 Obecneuenne KOHQHUIESHIINATHHOCTH, IIETTOCTHOCTH
Y JIOCTYITHOCTH JaHHBIX. [locTaHOBKA 3ama4m, e
CTpyKTypa. HacTHbIN, KOMIUIEKCHBIN U Oryer o
WHTETPAIBHBIX MOAXOIBI K PEIICHUIO TTPOOIeMbI naBopaTopHoit
nepeaayn ¥ XpaHeHUs TaHHBIX. pabote
JlabopatopHas padoTa Ne 3 «Be3onacHoCTh XpaHeHHs 2/2
¥ nepeaayn MHPOpMAaIIm)) Otuer 1o
Ipakrrueckoe 3ausitue Ne 2 «IToctpoenne 212 TNPAKTHYECKOMY
JMarpaMMEbI KJIACCOB U THArpaMMBbl 3aHATHIO
IIOCICO0OBATCIIBHOCTH»
CamocrostensHas paboTa: 13/15
-aHallu3 YA3BUMOCTEH HH(POPMAIIMOHHBIX CHCTEM.
- pa3paboTKa CTpaTeruii 3amuThl HHHOPMAIIUH.
OIIK-2, TEMA 4. 21- VCTHBIH o1poc
HOIIK-2.3; METOJAbI IPOEKTUPOBAHUSA N O TEME
OIIK-4 AHAJIU3A UHO®@OPMALMOHHBIX
NOIIK-4.3 CUCTEM




ILnanupyembie

Buapl yueoHo# padoThl

PE3ybTATEL KonTakTHas padora -
OCBOCHHUA: <
INUI @ o E o Dopmbl
dopmupyemoii e 28 g 2 5 2 TEKYIIEero
M HanMeHoOBaHHe Pa3/1eI0B, TeM = & =1 g7 = KOHTPO.I5
HHIHKATOPbI E = E E ; e S (H::::le:t;):::)"e
J10CTHIKEHHSI = 2 o = 1= Q9 ©
KOMIIeTeHI it % lg \g % E g g CpeacTBa)
= Sa| &8 | =
= = o
[TocTaHoBKa 33124y IPOSKTUPOBAHMUS M aHAIN3a
3aIUIICHHON HH(POPMAIMOHHOH CUCTEMBL. Moiemb
CHCTEMBI C OOIINM MEPEKPHITHEM.
KonnenryanbHble TpeOOBaHNS HAallpaBJICHHBIC HA
obecmieueHne 6€30aCHOCTH (QYHKIMOHUPOBAHHS
MHPOPMAMOHHON CHCTeMBl. BaxkHeitme Oruer 1o
MPUHIUIIE] TOCTPOSHUS apXUTEKTYPHI 3UC. AHAIN3 naBopaTopHoii
0€30IacHOCTH 3HC. pabore
JlabopatopHras paboTa Ne 4 «3amuniennas cucrema 2/-
apxutekTypbl Kimnent-Cepsep» Otuer o
[Ipaktrdeckoe 3ansaTue Ne3 «Iloctpoenue 2/2 NpaKTHICCKOMY
JHarpaMMbl KOMMYHHUKAIUH U JHarpaMMel 3aHATHIO
JACATCIIBHOCTH))
CamocrosTenpHas paboTa: 13/15
- [locTanoBKa 3a1a4n MPOSKTHPOBAHUS U aHAIN3A
3aMIMIIEHHON HH()OPMALIMOHHON CHCTEMBI ,METOIBI
00Hapy)KEeHHs M PEIOTBPAIICHHSI KHOEpaTaK.
OIIK-2, TEMA 5. 2/- VcTHEI onpoc
NOIIK-2.3; ONPEAEJEHUE CTEIIEHH 1o TeMe
OIIK-4 SAIAIEHHOCTHA UHOOPMALIMOHHOM
HOIIK-4.3 CUCTEMBI
IlocranoBka 3amaun 3amuniEHHOCTH Uc. Hanuuue u
MOJIHOTA MTOJIUTUKU O€30IaCHOCTH.
IapanTHpOBaHHOCTH 6E30ITACHOCTH.
TpéxypoBHeBast MOJIEIIb TAPAMETPOB OLIEHKH Otder 110
3aIIMIICHHOCTH UC. AY/INT CeTeH CBA3M. 71a00paTOPHOI
MouuTopuHT (YHKITMOHUPOBAHUS, OOHAPYKECHUE pabore
aTaK ¥ [IPUHITHE MEP POTHBOACHCTBYSL.
Jla6opaTopHas pabota Ne 5 «IleH-TecT 3alIMIIEHHOM 1/- Order no
cucrembl apxutekTypsl Kinenr-Cepep» TIpaKTHIECKOMY
IIpaktuueckoe 3anarue Ne 4 «Iloctpoenne 2/- SAHATHIO
JyarpaMmsl Mak€ToB U AuarpaMmbl 00BEKTOBY
CamocrosTenpHas padboTa: 12/17
-Ornpenenenne CTENEHN 3aIUIIEHHOCTH
MH()OPMALMOHHOM CHCTEMBI
-Pemmenue 3a1a4 1 KeHcoB, CBSI3aHHBIX C
HHPOPMAIMOHHONW 0€30MaCHOCTEIO C
MCIIOJIb30BAaHHEM METOJIOB CHCTEMHOIO aHAJIU3a.
OIIK-2, TEMA 6. 2/- VCTHBIN onpoc
NOIIK-2.3; PEAJIN3ALIUSA ITIPOT'PAMM 1o Teme
OIIK-4 HH®OPMAIIMOHHOM 3AIIUTHI K
NOIIK-4.3 SAIIUTHI UTHOOPMALIMA
CpenctBa obecrieueHUs HaJISKHOTO XpaHESHUS
nH(OpMAaIMH C HCTI0JIB30BAHIUEM TEXHOJIOTUU Oruer o
3aummTel Ha (aiinosom yposHe (file encryption MaBopaTopHoit
system — fes). CpencrTea aBTOpH3aluy U pabote
pasrpaHHYEHUs! J0CTyTa K HH(POPMAIIMOHHBIM Oruer o
pecypcam, a TakXKe 3aluTa OT TIPAKTHYECKOMY
HECAHKIIMOHUPOBAHHOT'O JJOCTYIA K MH(POPMAIHH C 3aHATHIO
UCIIOJIb30BAaHUEM TEXHOJIOTUH TOKEHOB (CMapT-
KapThl, touch-memory, KITo4u st usb-TIopTOB U
1.11.). Knmaccudukanus vpn.cpeacta odecrnedeHust
LEHTPAIIM30BaHHOTO YIIPABJICHUs CUCTEMOIT HO B
COOTBETCTBUU C COTJIACOBAHHOM U YTBEPKICHHON
MOJUTHKOHN 6€30I1acHOCTH.
JlaGopaTopHas pabora Ne 6 «3ammura 1/-
nH(OPMAIMOHHO# CHCTEeMbI, 00pabaThiBaroLIeit
TNIEPCOHAJILHBIC TaHHBICY




ILnanupyembie

Buapl yueoHo# padoThl

PesyIbTaThI KontaktHas pabora |
OCBOCHHUA: <
KO ) o E o DopmMbl
dopmupyemoii e : < § e = ? TEeKyIero
KOMIETEeHIHH 1 = s = Q F g . KOHTPOJIsA
HanmeHnoBanue pasneioB, TeM o 5 S - E &
HHINKATOPBI E = E ; ; a = (Hanmenonalme
JAOCTHIKCHHUSA = g- g = s 8 OIICHOYHOI'0
KOMIIeTeHI it % lg \g % E g g CpeacTBa)
= G ) S| =
= Q
[pakrrueckoe 3ansTue Ne 5 «Iloctpoenne auarpamm 4/-
KOMMYHUKaIUH, 0630pa B3aHMOHeﬁCTBHH. HOCTpOGHI/Ie
JAuarpaMmMbl KOMIIOHECHTOB U AHUarpaMmabl
pa3BEpTHIBAHUAY.
CamocrosTenbHas padboTa: 12/17
-CpencTBa 3aIUThl OT BHELIHUX YIPO3 NPU
MOAKIIIOYEHUH K 0OIIEIOCTYITHBIM CETSM CBSI3H, a
TaKOKe CPEJICTBA YIPABICHUS JOCTYIIOM HHTEPHETa
C HCII0JIb30BaHNEM TEXHOJOTUU MEKCETEBBIX
skpanoB (firewall) u cogepkaTenbHON QUITBTPAUU
(content inspection).
UTOI'O | 12/4 | 10/2 | 12/ 4 | 74/ 94

[Mpumeuanue: -/- 06vem uaco coomeemcmeeHHo Oisi OYHOU, OYHO-3A0UHOU POpM 0OYUeHUs.




4. METOAUYECKHUE YKA3AHUA JJIs1 OBYYAIOIUXCA IO OCBOEHUIO
JUCIHUIIVINHBI

4.1. O0mue  MeTogMYeCKHME  PEKOMEHJAUMH 1O  OCBOGHHI0 IMCHUILIUHBI,
o0pa3oBaTejibHbIe TEXHOJIOTHH

JlucuuinHa peanu3yeTcsl TOCPEACTBOM MPOBEICHUS KOHTAKTHON pabOThI ¢ 00yUJaIONTUMUCS
(BKJIFOUas TPOBEICHUE TEKYIIETO0 KOHTPOJISA — YCIIEBAEMOCTH), CaMOCTOSTEIBHOH  paboThI
00yJarOMIUXCs U TPOMEKYTOUHOM aTTECTAIIHH.

[Ipu npoBeneHWHM y4YEOHBIX 3aHATHH IO JTUCHUIUIMHE OO0ECICYMBACTCS PAa3BUTHE Y
00y4aromuXxcsi HABBIKOB KOMaH/IHOM PabOThI, MEKITUIHOCTHOW KOMMYHHUKAIMH, TPUHSATHS PEIICHHH,
JTUACPCKUX KadecTB (BKJIIOYAS TPOBEACHUE WHTEPAKTHUBHBIX JICKIMH, TPYIIOBBIX JIHUCKYCCHUH,
pPOJIEBBIX WIp, TPEHUHIOB, aHAIN3 CUTyalldd ¥ WMHUTAIIMOHHBIX MOJEJICH, NpenolaBaHue
JTUCITUIUIMHBL B (pOpMe Kypca, COCTaBIEHHOTO Ha OCHOBE PE3y/IbTaTOB HAYYHBIX HCCIIEIOBAaHUMU,
NPOBOJIUMBIX ~ YHHUBEPCHUTETOM, B TOM 4YHCIE C YyYETOM PETHOHAIBHBIX OCOOCHHOCTEH
npo¢eCCHOHATBLHOMN eATETFHOCTH BBITYCKHUKOB M TOTpeOHOCTEl paboTomareneit).

[IperonaBaHrie  JUCHUIUIMHBI ~ BEIETCSA C  NPUMCHEHUEM  CICAYIOIIUX  BHUJOB
00pa3oBaTeIbHBIX TEXHOJIOTHIA:

-0aNIbHO-PEUMUH208asi MEXHOL02USL OYCHUBAHUSL,

- 9IeKMpOHHOE 0OVUeHue,

- npobemHoe odbyuenue;

- pazb0op KOHKPEMHbIX CUMYAYULL,

- unpopmayuonnvie mexnonozuu: Miro, noexc-ooxymenmor, JUOC IIBI'YC

JUJIs OIICHKW 3HAHW, YMEHUW, HABBIKOB U YPOBHS C(HOPMHPOBAHHOCTH KOMIICTCHIIUU II0
JTUCIUTUTMHE TPUMEHSETCs OaUIbHO-PEUTUHTOBAsl CHCTEMa KOHTPOJII W OICHKH YCIEBACMOCTH
CTYICHTOB. B OCHOBY OaJITbHO-PEHTHHIOBOW CHCTEMBI TOJIOKEHBI MPUHIUIBI, B COOTBETCTBHH C
KOTOPbIMH (DOPMHUpPOBAHHE PEUTHHra CTYJCHTAa OCYHIECTBISIETCS B XOJE TEKYIIErOo KOHTPOJIS
ycrieBaeMocTH. MakcuManbHOe KOJM4ecTBo 0amioB B cemectpe — 100.

4.2. Meroauyeckue yKa3aHusi 1Jsi O0YYalOIIUXCSl MO OCBOEHUI0 JAMCHUIUIMHBI Ha
3aHATHAX JEKIIMOHHOI'0 THIIA
JIeKIMOHHBIN KypC MpEAnoJiaraéT CUCTEMAaTU3UPOBAHHOE M3JI0KEHHE OCHOBHBIX BOIIPOCOB
TEMaTUYeCKOro IlaHa. B Xoje JIEeKIMOHHBIX 3aHATUI pacKpbIBalOTCs 0a30BbIE BOIMPOCHI B PaMKax
KOKIOU TeMbl AUCHUIUIMHBI. O003HAYAIOTCS KJIIOUEBBIE aCMEKThl TEM, a TAK)KE JeJIal0TCs aKIIEHTHI
Ha HauboJiee CII0KHBIE M BaYKHBIE TTOJIOKEHUS M3y4aeMOoro MaTepuaia.
JIeKIMOHHBIE  3aHATHS  MPOBOAATCS B  MOTOYHOM  ayAUTOPUM C  NPUMEHEHHEM
MYJIbTUMEAMMHOrO MpoeKTopa B BUJe yueOHO# npe3denTaunu wii B DMMOC yHuBepcurera.
B Xxone nEeKUMOHHBIX 3aHATHH  pEKOMEHAYeTCs KOHCIIEKTHpPOBaHHWE Y4YeOHOro Marepuara.
B03MOXHO BeZieHHE KOHCIIEKTa JIEKI[UI B BUJI€ UHTEIUIEKT-KapT.
OTtnenpHBIE TEMBI ITPEIaraloTCs 1l CAaMOCTOSTENIBHOTO U3yUeHUs (KOHCTIEKTUPYIOTCS ).
Marepuanbsl JEKIUI SBIAIOTCS OMNOPHOM OCHOBOW Ui TOATOTOBKM OOy4arommuxcs K
MPAKTUYECKUM 3aHATUSAM / J1abopaTOpHBIM paboTaM M BBINOJHEHUS 33JaHUM CaMOCTOSITEILHOM
paboThl, a TakkKe K MEpONpPUATHUSAM TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH U IMPOMEXKYTOUHOM
aTTECTalMH 0 TUCIUILINHE.

4.3. MeTtoanyeckue yKa3aHusi JJsi O0YYalOLIUXCSl MO OCBOEHUI0 JAMCHUIUIMHBI Ha
J1a00paTOpHBIX padoTax
[ToarotroBky K Kaxao# J1abopaTopHOW paboTe CTYIEHT JOJDKEH HayaThb C O3HAKOMJICHHUS C
IUTAHOM 3aHATHS, KOTOPBIM OTpakaeT COAEpKAaHUE IPEANIOKEHHOM TeMmbl. Kaxnas BBINOJHEHHas
paboTa ¢ 0pOPMIIEHHBIM OTYETOM IO HEM MOJIEKUT 3aIIUTE MPEToAaBaTelIio.
[Tpu ouleHuBaHUM 1a00PATOPHBIX pabOT YUUTHIBAETCS CIIEAYIOLIEe:
— KauecTBO BBIMOJIHEHUS HKCIEPUMEHTAIbHO-TIPAKTUYECKOH dYacTh paboThl M CTENEHb
COOTBETCTBUS PE3YJIbTATOB PA0OTHI 3aJaHHBIM TPEOOBAHMSIM;
— KadecTBO 0(OopMIIEHHS OTYeTa 0 padoTe;



— Ka4yecTBO YCTHBIX OTBETOB Ha KOHTPOJIbHBIC BOTIPOCHI TIPH 3aIIUTE PAOOTHI.
Jlabopamopmvie pabomul opeanu3yiomcs, 8 mom yucie 8 popme nPaKmuyeckKol no02omosKu,
KOmMopas npedycmampusaem yiacmue 00y4arouuxcs 8 8bINOJIHEHUU OMOEIbHbIX dNeMEHMo8 pabom,
CBA3AHHBIX C OYOYUell NPopheccuoOHaIbHOU 0esIMenlbHOCIbIO.

Breimonnenue sabopaTopHbIx paboT 2- cBs3aHHB ¢ Oyaymed mpodeccHoHANbHOM
JEeSITeITbHOCTBIO.

4.4. MeroanyecKkue YKa3aHusl JJsl OO0y4alOIIMXCA MO OCBOCHHIO IMCUMILIMHBI HAa
3aHATHSIX CEMHUHAPCKOTO TUIA/ HA MPAKTHYECKHUX 3aHSITHSIX

[IpakTuyeckne (CeMUHAPCKUE) 3aHATHS NPEICTABISIOT COOOW JETaNM3alUI0 JIEKIIHOHHOTO
TEOPETUYECKOr0 MaTepuala, IpOBOJATCS B LEIAX 3aKPEIUICHUS Kypca U OXBaTbIBAIOT BCE OCHOBHBIC
pasnensl. OcHOBHOH (hopMOIi TPOBEIACHUS CEMHHAPOB U MPAKTHYECKHX 3aHATHH SBISIETCS
oOcyxeHue Hanbosee MpoOJEMHBIX U CII0KHBIX BOIIPOCOB 110 OTAEIBHBIM TEMaM, a TaKXkKe pelleHHe
3aa4 ¥ pa300p MPUMEPOB U CUTYaIlUil B ayTUTOPHBIX YCIOBUSX.

[IpakTrueckue (cCeMHUHAPCKUE) 3aHATHS 00yJarOUUXCsl 00€CIIeUYnBAOT:

- IPOBEPKY M YTOUHEHUE 3HAHUIL, [TOJIyUEHHBIX Ha JIEKLMSIX;

- MOJIyueHUE YMEHHH M HaBBIKOB COCTaBJICHMS [OKJIQZOB U COOOLICHUH, OOCYXIEHUS
BOIIPOCOB 110 Y4EOHOMY MaTepuany JUCLUILINHBI,

- MIOJIBEJICHUE UTOTOB 3aHATUH 110 PEUTUHIOBOM CUCTEME, COIVIACHO TEXHOJIOTUYECKOM KapTe
JUCLUIUINHBI.

[IpakTHyeckue 3aHATHS OPraHU3YIOTCS, B TOM 4Hcie B (opMe MPAKTUYECKOH MOATOTOBKH,
KOTOpasi IpelyCMAaTPUBAET y4acTHE OOYYaroIIMXCS B BBIIOJHEHUU OTIEIbHBIX 3JEMEHTOB paloT,
CBSI3aHHBIX ¢ OyayIel npodeccuoHaNbHOM AesTEIbHOCTBIO.

[IpakTuueckasi MOAroTOBKA MPEIyCMaTPUBAET: PEIlIEHUE MPUKIAJHON 3aaauu (keica) mpu
u3ydeHuu tem 1-6.

4.5. MeToanyeckue yKa3aHus M0 CAMOCTOSITEJIbHON padoTe 00yyarommxcs

CamocrtosiTenbHass paboTa oOecmedrBaeT MOATOTOBKY OOYYaloLIErocs K ayAuTOPHBIM
3aHATUSAM U MEPONPUSITHSAM TEKYIIETO KOHTPOJS W MPOMEXKYTOUHOM aTTECTAllMU MO H3ydaeMou
TUCHUIIIMHE. Pe3ynpTaThl 3TOM MOATOTOBKH TPOSBISIIOTCS B AKTUBHOCTH OOYy4arolIerocss Ha
3aHATHSIX U B KAYECTBE BHITIOJHEHHBIX MPAKTUYECKUX 3a/IaHUi U IPYTHX (HOPM TEKYIIEro KOHTPOJIS.

CamocrosiTenbHast paboTa CTyJIEHTOB BKJIFOYAECT:

. I3ydeHue yueOHOI auTepaTypsl O Kypcy.

. Perienue npakTuyeckux CUTyaluu v 3aaa4d

. Paboty ¢ pecypcamu UnTepuer

. Perienue npakTuyecKux CUTyalui B BUAE KEMCOB

. I3yueHune nmpakTHUeCKNX MaTepUaoB I€ATEIbHOCTH KOHKPETHBIX MPEAIPUITHI
. [lonroroBka pegeparon

. [loAroToBKY K TECTUPOBAHUIO IO TEMaM Kypca

. IloATOTOBKY K MPOMEKYTOYHON aTTECTALMU 3a4€T 110 KypCy

00O 3O WD K~ WK

[Ipy BBITONTHEHWM 3aJaHUN T CaMOCTOSITEIBHOW pabOThl PEKOMEHIyeTCsl TpopadoTKa
MaTepHaJIoB JEKIMHA MO KaX10i MPpOieHHON TeMe, a TAaKXKe N3YYeHUE PEKOMEHIYEeMOM JINTEPaTyphl.

st oOyuaromuxcs 1o 3a04HOM ¢dopMe OO0ydeHUs CaMOCTOsITeNbHAas paldoTa SBISICTCS
OCHOBHBIM BHJIOM Y4€OHOM e TeTbHOCTH.

s obecrieueHUs: caMOCTOSITENBHONM pabOThl OOYYArOIIMXCS MCIHOJIB3YETCSl AJIEKTPOHHBIN
yueOHbIi Kypce, coznannbiii B OMOC yHuBepcuteTta http://sdo.tolgas.ru/
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5. YYEBHO-METOJUYECKOE MW HWH®OPMAIIMOHHOE OBECIIEYEHUE
JUCIHUIIVIMHBI

5.1. IlepeyeHb OCHOBHOI M JONOJHHUTEILHON Y4eOHOH JUTEPATYPbl, HEOOXOAMMON ISt
OCBOEHHUS TUCUHUILINHBI

Bes nutepatypa, BKIIOUEHHAsh B JIaHHBIM IepedeHb, MPEJCTaBlIeHA B BUAE AJIEKTPOHHBIX
pecypcoB B 23neKkTpoHHOU OuOmmoteke yHuBepcurera (ODBC). Jluteparypa, wucmonb3dyemas B
MEYaTHOM BHJIE, Ipe/ICTaBlIeHa B HAay4HOW OuOinoTexe yHuBepcurera B oObeme He menee 0,25
HK3EMIUIIPOB HA OHOTO 00YYaOLIETOCH.

OcHoBHas1 JiUTEpaTypa

1. Kyk A. IL, Kyk E. IL.,. Jlenemkur O. M, Tumomkun A. W.. - 3-¢ uza. - JlokyMeHT
read. - MockBa : PHUOP [u np.], 2021. - 400 c. - (Beicumiee oOpa3oBanue: bakamaBpwuar;
Maructpatypa). - URL: https://znanium.com/read?id=367588 (nata ob6pamenus: 09.12.2020). -
Pexxum nmoctyma: mis aBropm3. moib3oBarenen. - ISBN 978-5-369-01759-3. - 978-5-16-013801-5. -
978-5-16-106478-8. - Tekcr : anextponnbiit. URL: https://znanium.com/read?id=367588

2.  bapanosa, E. K.MogenupoBanue cucreMsl 3aiuthl nHpopmanuu. [Ipaktukym : y4eO.
nocobue st By30B 1o Hampasienuto "[lpuknaa. nadgopmaruka" / E. K. bapanosa, A. B. babam. -
Uzn. 3-e, mepepab. u gom. - Jlokyment read. - Mocksa : PUOP [u np.], 2023. - 320 c. - (Beicuee
obpaszoBanmue). - [Ipun. - URL: https://znanium.ru/read?id=435530 (nata obpamenus: 20.02.2024). -
Pexum nocryna: anst aBtopus. noiszoBareneit. - ISBN 978-5-369-01848-4. - 978-5-16-108538-7. -
Tekcer : anextponnsid. URL: https://znanium.ru/read?id=435530

JonosHuTEILHAS JJUTEPATypa

3.  babam, A. B. AkryanpHbIe BONPOCH 3amIMThl MH(OpManuu : MoHorpadus / A. B.
ba6am, E. K. bapanosa. - Jlokyment read. - Mocksa : PUOP [u np.], 2021. - 112 c. - (Hayuynas
Mmbicib). - URL: https://znanium.com/read?id=375285 (mata oOpamenus: 03.03.2023). - Pexum
JIocTyna: Juisi aBTopus. nonbs3oBareneit. - ISBN 978-5-369-01680-0. - 978-5-16-106277-7. - Tekcr :
sanextpouHbiii. URL: https://znanium.com/read?id=375285

4.  byxrtospoB B. B., M. H. XKykosa, B. B. 3onotapes [u np.]. [lonnepxka npuHATHS
pelIeHNn MpU NPOEKTUPOBAHUU CHUCTEM 3alUThl MH(popManuu : MoHorpadus / - JlokymeHr read. -

MockBa : HWH®PA-M, 2020. - 131 ¢ - (Hayymas weicib). -  URL:
https://znanium.com/read?1d=343296 (mata oOpamenus: 02.03.2023). - Pexum pgocryma: mis
aBTOopu3. noib3oBareneid. - ISBN  978-5-16-100714-3. - Tekctr :  3JIEKTPOHHBIH.

URL: https://znanium.com/read?id=343296

5. I'Bosmesa, T. B.IlpoexktupoBanue nupopmanonHsix cucteM. Ctannaptuzanus : yueo.
nocobue / T. B. I'Bo3neBa, b. A. bamnon. - U3a. 2-e, crep. - Hokyment Reader. - Cankr-IletepOypr
[ np.] : Jlans, 2021. - 250 c. - (YueOnuku mis By3oB. CnenuanbHast aurepatypa). - [Tpun. - URL:
https://reader.lanbook.com/book/169810 (mara oGpamenus: 21.03.2023). - Pexxum noctyma: as
aBTopu3. noib3oBareneid. - ISBN  978-5-8114-7963-4. - Tekctr :  DJIEKTPOHHBIN.
URL: https://reader.lanbook.com/book/169810

6. Jy6unun, E. A. Ouenka oTHOCUTENBHOTO yiiepOa 6e30macHOCTH MHPOPMALMOHHOM
cucremsbl : MoHorpadust / E. A. Jlyounun, ®@. b. Tebyesa, B. B. KomnbrtoB. - JlokymeHnt read. -
MockBa : PUOP [u np.], 2022. - 192 c. - (Hayunas wsicas). - Ilpmin. - URL:
https://znanium.com/read?1d=400262 (mata oOpamenus: 02.03.2023). - Pexum pgoctyma: mis
aBTOpH3. monb3oBateneil. - ISBN 978-5-369-01371-7. - 978-5-16-101863-7. - TekcT : 251eKTpOHHBIN.
URL.: https://znanium.com/read?id=400262

7. Kunmenxo, U. C. MudopmarronHas 6e30macHOCT U 3amuTa nHpopmamu. Mojaenu
U MeTojb! yrnpasieHus : monorpadus / M. C. Knumenko. - Jlokyment read. - Mocksa : Undpa-M,
2022. - 180 c. - (Hayunas mbicib). - URL: https://znanium.com/read?id=397337 (mata oOparieHus:
02.03.2023). - Pexxum moctyna: ajisi aBTopu3. nojp3oBareieid. - ISBN 978-5-16-108124-2. - Tekcr :
anekTponnsbiii. URL: https://znanium.com/read?id=397337


https://znanium.com/read?id=367588
https://znanium.ru/read?id=435530
https://znanium.com/read?id=375285
https://znanium.com/read?id=343296
https://reader.lanbook.com/book/169810
https://znanium.com/read?id=400262
https://znanium.com/read?id=397337
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5.2. IlpodeccuonanbHble 0a3bl JAHHbIX, MH(OPMAIHOHHO-CIIPABOYHbIE CHUCTEMbI,
HHTEPHET-Pecypchl

1. HopmaruBHbBIE NpaBOBbIE aKThI, OPraHU3ALMOHHO-PACIIOPSAAUTEIBHBIC JOKYMEHTHI,
HOPMAaTUBHBIE M METOJUYECKHE JOKYMEHThl M MOJATOTOBJICHHBIE MPOEKTHl JOKYMEHTOB IO
TeXHU4ecKol 3amure uHpopmaruu [Inekrponnsiii pecypc]/ @CTIK Poccun — ®CTIK Poccun. —
Pexxum pocryma: https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty, cBoGoaHbIH. —
3arnaBue ¢ FKpaHa.

2. banmk paHHBIX yrpo3 OesomacHoctd wuHpopManuu // dDenepanbHas ciyxba 10
TEXHUYECKOMY M DKCIIOPTHOMY KOHTpoOto. - Pexxum mocryma: https://bdu.fstec.ru, cBoboambrii. —
3arnaBue ¢ FKpaHa.

3.  ApxuB u3naHuii 1o WHMOPMAIMOHHOW OE30MacHOCTH [DJEKTPOHHBIM pecypc| —
Pexxum noctyna: http://lib.itsec.ru/articles?/allpubliks, cBo6oaHbIi. — 3ariaBue ¢ SKpaHa.

4.  Security Lab [Dnexkrponnsiii pecypc] — Pexum mocryna: http://www.securitylab.ru/,
CBOOOIHBIN. — 3ariaBue ¢ YKpaHa.

5.  Hayunsrii xypHan «Bomnpocsl kubepbe3onacHocTu»|[ DeKTpoHHbIN pecype] — Pexxum
nocryma: http://cyberrus.com/, ceo6oaHbIN. — 3ariaBue ¢ KpaHa.

6. IIpodeccuonanpupie 06a3pl JaHHBIX, WHGOPMAIMOHHO-CIPABOYHBIE  CHUCTEMBI,
untepHer-pecypcel eELIBRARY.RU : HayuHas snexkTpoHHas 6ubauorexa

7.  IIpodeccuonanpupie 0a3pl JaHHBIX, WHGOPMAIMOHHO-CIPABOYHBIE  CHUCTEMBI,
uHTepHeT-pecypesl Koncynprantllntoc [Dnekrponssiii pecypce]: CrnpaBouHas mpaBoBasi cCUCTEMA. -
Pexxum noctyma: http://www.consultant.ru/.

5.3. IIporpammHoe o0ecnievyenue

Wudopmannonnoe obecriedeHne y4eOHOTO Mpolecca Mo TUCIHILIMHE OCYIIECTBISETCS C
UCIIOJIb30BAaHUEM  CIIEAYIOIIErO0 MPOrpaMMHOro obOecrneueHus: (JMIEH3MOHHOT0 U CBOOOJHO
pacIpoCTpaHseMOro), B TOM YUCJI€ OTE€YECTBEHHOI'O ITPOU3BOJICTBA!

Ne HanmMmeHoBaHHne YcaoBus gocryna
n/n
1 Microsoft Windows W3 BHYTPEHHEW CETH YHUBepcHuTeTa (JHMIEH3HOHHBIN JOrOBOP)
2 Microsoft Office W3 BHYTPEHHEW CETH YHUBEPCHUTETA (JIMIICH3UOHHBIN JIOTOBOP)
3 Koncynprantllitoc W3 BHYTPCHHEH CeTH YHUBEPCUTETa (JINIICH3HOHHBIH JI0OrOBOD)
4 CI0 MOODLE u3 JTF000i TOYKH, B KOTOPOI HMeeTcs IOCTyT K ceTu VIHTepHeT
(JIMIIeH3MOHHBII TOTOBOP)
5 Microsoft Windows, Linux; IMporpammHOe 0becTieyeH e TS BBIMOJIHEHHUSI Tab0paTOpHBIX paboT
ONEpaIIOHHbIE CUCTEMbI CEMENCTB
6 StarUML ITporpammHoe obecrieueHne s BRIIOIHEHUS 1JabOpaTOPHBIX paboT
7 Ramus ITporpammHoe obecrieueHne s BRIIOIHEHUS 1JabOpaTOPHBIX paboT
8 Bizagi Modeler [TporpammHOe obecriedeHHe AJisl BBIOJHEHUsI JJa00PaTOPHBIX PadoT



https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty
https://bdu.fstec.ru/
http://lib.itsec.ru/articles2/allpubliks
http://www.securitylab.ru/
http://cyberrus.com/
http://www.consultant.ru/
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6. OMUCAHUE MATEPHUAJIbHO-TEXHUYECKOM BA3bI, HEOBXOJIUMOM JIJIs
OCYHECTBJIEHUA OBPA3OBATEJIBHOI'O ITPOHECCA 11O JUCHHUIIJIMHE

[TomemieHus npeacTaBiAOT cOO0N yueOHbIE ayIMTOPUU AJIS IPOBEICHUS YUeOHBIX 3aHATHI,
IOPEIYCMOTPEHHBIX YY€OHBIM IUTAaHOM M paloyeil mporpaMMoil JUCHUIUIMHBL, OCHAICHHBIC
000pyIOBaHUEM U TEXHUYECKUMU CPEICTBAMH OOyUEHHUSL.

3aHATUSA JIEKUMOHHOr0 THINA Y4yeOHbIC AayAWTOPUU [UIA 3aHATHHA JIGKIMOHHOTO THUIA
YKOMIUIEKTOBaHbl MeO€Ibl0 M TEXHMYECKHMMM CPEACTBAMU OOyuYeHMs, CHYXAUMH  JUIs
npefcTaBieHus — ydeOHOM — mHpopMmauMu  (CTallMOHapHble  WJIM  IIEpEeHOCHbIe  HAOOpBI
JIEMOHCTPAIIMOHHOTO 00OPYAOBaHUS (IIPOEKTOp, SKpaH, KOMIBIOTEP/HOYTOYK), yuyeOHO-HATIIATHbIE
nocoOusi (Ipe3eHTalMK 10 TeMaM JIeKIHii), oOecrneuyuBarolue TeMAaTHYEeCKUe WIUTIOCTPALUH,
COOTBETCTBYIOIIME JAHHOH MpOorpaMMe JUCIUIIIHHEL.

3aHATHS CeMHMHAPCKOro THNA. YuyeOHble ayIUTOPHM JUIs 3aHSATUH CEMMHApCKOro THUIA
YKOMIUIEKTOBAaHBl MeOeIbl0 M TEXHHMYECKHMMH CPEACTBAMU OOyuYeHHs, CHYXKAIUMH  JUISA
npefcTaBieHus — yuyeOHOM — umHGpopManMyM — CTallMOHApHbIE MM [EPEHOCHble  HAOOpHI
JIEMOHCTPAIIMOHHOTO 000PYAOBaHUS MPOEKTOP, IKpaH, KOMIBIOTEP/HOYTOYK.

JlaGopatopHble padorbl. (1 mpoBeaeHus 1abOpaTOpPHBIX PabOT MCIHOJb3yeTcs ydeOHas
aymuropusi «Jlaboparopus 1-402,405,413,409», ocHamieHHass CIEAYIOMMM OOOPYIOBAaHUEM:
HPOEKTOP, IKPaH, KOMIIBIOTEP/HOYTOYK.

IIpome:xxyToyHast arrecraums. /[[ng mpoBeAcHUS INPOMEKYTOYHOM aTTECTalUU IO
JUCLUIUIMHE HCHOJb3YIOTCS KOMIIBIOTEPHBIE KJIACChI, OCHAILEHHBbIE KOMIIBIOTEPHON TEXHUKOH C
BO3MOXXHOCTBIO TOJAKIIOYECHHsT K ceTh VIHTepHeT u oOecrmeyeHHeM JOCTyna B JJIEKTPOHHYIO
UH(POPMALIMOHHO-00pa30BaTENbHYIO  Cpelly  YHMBEpCUTETa  W/WiIM  y4deOHble  ayJUTOpPHH,
YKOMIUIEKTOBAaHHBIE MEOEIIBI0 U TEXHHYECKIMH CPEJICTBAMU O0yUYCHHS.

CamocrosiTeibHasi padora. IlomemeHuss [uis CaMOCTOSATENILHOW pPabOThl OCHAILEHBI
KOMITBIOTEPHON TEXHUKOH C BO3MOYKHOCTBIO TOAKIIOUEHHsSI K ceth «MHTepeHeT» M JOCTyNmoM K
3JIEKTPOHHOH  HMH(pOpPMAllMOHHO-00pa3oBaTeabHON cpele yHuBepcutera. Jlns  opranuzanuu
CaMOCTOSITEIbHON pabOThl 00yUaIOIIMXCS UCTIOIB3YIOTCS:

KOMIIbIOTEPHBIE KJIACChl YHUBEPCUTETA;

oubnuoTeka (Meauasain), UMEroIas MecTa JJig 00y4arolIuXCs, OCHAIICHHbIE KOMITbIOTEPAMHU
C JIOCTYTIOM K 0a3aM JlaHHBIX U ceTu MHTepHeT.

DJleKTPpOHHAsT HUHQopMannoHHO-00pa3oBaTe/ibHass cpeaa yHuBepcutera (DUOC).
Kaxnplii oOydaronuiics B TeueHHEe BCero Inepuojga oOydeHHMs oOecredeH HHIMBHyaIbHbIM
HEOTPAaHMYEHHBIM  JIOCTYIIOM K  DJEKTPOHHOH  HWH(OpMarmoHHO-00pa30BaTeNbHOW  cpefe
yuusepcutera (DMOC) http://sdo.tolgas.ru/ u3 nr00o0i TOYKH, B KOTOPOil HMMeeTcs MOCTYI K
WH()OPMAIMOHHO-TEIEKOMMYHUKAITMOHHONW ceTH "MHTepHeT", KaKk Ha TEPPUTOPUU YHHBEPCHUTETA,
TaK U BHE €e.

OUOC ynuBepcuteTa 00ecrneynBacT:

JOCTYN K y4yeOHBIM IUIaHaM, pabodumM MporpamMmaM AMCHUUIUIMH (MOJyneil), mporpamMmam
NPaKTUK, OJIIEKTPOHHBIM Y4eOHBIM W3JAaHHUSIM W DIIEKTPOHHBIM 00pa30BaTeNbHBIM pecypcam,
yKa3aHHBIM B pabouux MporpamMmax JUCHMILIMH (MOIYNe), porpaMMax MpakTHK;

dhopMupoOBaHHE IEKTPOHHOTO MOPTHOINO 00YUAIOMIET0Cs, B TOM YHCIIE COXPAaHEHHE €To paboT
U OLICHOK 32 3TH PalOTHI.

B caywae peanmuzamuu o0pa3oBaTeNbHOM MPOrpaMMbl € TPUMEHEHUEM DSJIEKTPOHHOIO
00y4yeHHs, AMCTAaHIIMOHHBIX 00pa3oBaTenbHbIX TexHoMoruit YMOC 1omnonHuTENFHO 00ECTIeYMBAET:

¢bukcanuo Xoma 00pa3oBaTENBHOTO MpOIecca, Pe3yIbTaTOB IMPOMEXYTOYHOW aTTeCTallud U
pe3ybTaTOB OCBOEHUS 00pa30BaTeIbHOM MPOrpaMMBbl,

MpOBe/IeHNEe YYeOHBIX 3aHATHHA, TPOIEIYpP OIEHKH pPEe3yJIbTaTOB OOYYEHUs, pean3aius
KOTOPBIX  TpEeIyCcMOTpeHa C TNPUMEHEHUEM  DJEKTPOHHOrO  OOYy4YeHHs, JUCTAHIIMOHHBIX
00pa3oBaTeNbHBIX TEXHOJIOTHH;

B3aMMOJICHCTBHE MEX/y YIaCTHUKaMHU 00pa30BaTeIbHOIO MpoIiecca, B TOM YUCIE CHHXPOHHOE
U (UJTM) aCHHXPOHHOE B3aUMOJAENCTBUs mocpeacTBoM cetu "MHTrepHer".
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7.  OCOBEHHOCTH OPrAHM3AIIMU OBYYEHUA I JULIO C
OT'PAHUYEHHBIMHU BO3MOKHOCTAMMHU 31I0POBbs 1 UHBAJINIOB

[Ipu HeoOxomumocTu paboyas mporpamMma TUCIUIUIMHBI MOXET ObITh aJanTHpOBaHa IS
obecrnieueHnss 00pa30BATEIILHOTO TPOIECCa WHBATUIOB U JIUIl C OTPAHUYCHHBIMU BO3MOXKHOCTSIMH
3JI0pOBBS, B TOM YHCIIE AJISl TUCTAaHIIMOHHOTO 00yueHus. [ aToro TpedyeTcs 3asBIeHUE CTYACHTA
(ero 3aKOHHOTO MPEICTABUTEINSA) W 3aKIIOUYEHHUE IICHXOJIOT0-MEIUKO-TICIarOrMYeCKOd KOMHUCCHH
(IIMIIK).

B cnydae He0OX0IMMOCTH, 00YJAIOIIUMCS U3 YHCTIA JIUI] C OTPAaHUYCHHBIMU BO3MOKHOCTSIMHU
3M0pOBbs (IO 3asBICHUIO OOyyaromierocs) a Jjs MWHBAIMJIOB Takke B COOTBETCTBHH C
WHAVBUIYAIbHON TporpaMMoOl peaOuIuTallMd WHBAIWIa, MOTYT TpPEUIaraTbCsl CIEAYIONUe
BapHaHThl BOCIPUATUS yueOHOW HMH(OpPMALMKU C YYETOM MX HHJMBUIYaJbHBIX NCUXO(PU3UYECKUX
OCOOCHHOCTEH, B TOM 4YHCIE C MPUMECHEHHEM JJIEKTPOHHOTO OOY4YCHHsS W JAUCTAHI[MOHHBIX
TEXHOJIOTHIl:

- JUIsL TUI] C HapYIICHUSMH 3pPCHHsS: B MeyaTHOW (popme yBenmudeHHBIM mpudTom; B Gopme
3JIEKTPOHHOTO JIOKYMEHTA; B opMme ayauodaitia (mepeBoa yaeOHbIX MaTepuaioB B ayaunodopMmar);
B Ie4yaTHOH ¢opMe Ha s3bIke bpailis; WHAMBHIyalbHBIC KOHCYJBTAllMA C MPHUBIICUYCHHEM
TU(dIOCYpIOTIEPEBOIUNKA; HHANBUAYAIbHbIC 331aHUS U KOHCYJIbTAIIUH.

- IS JIMI] ¢ HApYIICHUSIMH CITyXa: B MEYaTHOU dopMme; B (popMe 3IEKTPOHHOTO JOKYMEHTA,
BUJEOMATEpHaNbl €  CyOTUTpamMH; HHIUBUAYalIbHbIE  KOHCYJNbTAlUU C  [PHUBJICYCHHEM
CYpAOTIEPEBOTIHNKA; MHIUBHIYAIbHBIC 3a/IaHUSI U KOHCYJIBTAIINU.

- ISl JIMI ¢ HApYIICHUSMU OTIOPHO-JBUTATEIBHOrO aliapara: B nmeyaTHou ¢opme; B popme
AJIEKTPOHHOTO JOKYMEHTA; B popme ayauodaiina; WHINBHUIyaTbHbIC 3aJaHUSI M KOHCYJIbTAIUH.
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8. OHEHOYHBIE MATEPHAJIBI (®OHJA OHEHOYHBIX CPEACTB) IS
TEKYIEI'O KOHTPOJIAA YCIIEBAEMOCTHU U ITPOMEXYTOYHOU ATTECTALIUN

8.1. Onucanme mnoka3zatejedl M KpHUTEepHeB OIeHMBAHUS KOMIETEeHUUH Ha
Pa3JIUYHBIX 3Tanax uX GopMUPOBAHNSI, ONMHCAHUE KA OLleHUBAHUS

JIJIs OLICHKW 3HAHWM, YMEHWW, HABBIKOB W YPOBHS C(HOPMHPOBAHHOCTH KOMIIETCHIIUH I10
JTUCIUIUIMHE TPUMEHSIETCS Oa/UTbHO-PEHTHUHTOBAs CUCTEMa KOHTPOJII M OIEHKH YCIIEeBaeMOCTH
CTYJICHTOB. B OCHOBY OaJllIbHO-PECHTHHIOBOW CHCTEMBI IOJIOXCEHBI MPUHIUIILI, B COOTBETCTBHH C
KOTOPBIMH (DOPMHPOBAHHE PEUTHHra CTYACHTA OCYIIECTBISETCS B XOJE TEKYIIEro KOHTPOJIS
ycneBaeMocTd. MakcumanbHOe KosmdecTBO O0amioB B cemectpe — 100.

Ika/ja oueHKH pe3yJibTATOB OCBOCHUS M CHUIJINHBI, C(POPMUPOBAHHOCTH Pe3yJIbTATOB

o0yueHust
®DopMa npoBeaeHHs IxaJjabl OleHKH YPOBHSA
NPOMEKYTOYHOM chopMHpOBaHHOCTH IIIkana oeHKH YPOBHS OCBOEHHUSI THCIUIIIHHBI
aTTecTalul pe3yJbTaTOB 00y4eHus!
VYpoBHeBas mikana 100 100 6anpHast 5-0amnpHast mkana, uHenuddepenm
OIICHKU 6aJ'II>Ha$[ IIKaJjia, % I[I/Iq)(bepeHI_[I/IpOBaHHaﬂ pOBaHHasA
KOMIIETEHIIUIN mkaina, % OIleHKa/0aut OIlIEHKA
3auem JIOIIOPOTOBBIN Huxe 61 Huxe 61 «HEYJIOBIICTBOPHUTEIBHOY / 2 HE 324TEHO
TTOPOTOBEIH 61-85,9 61-69,9 «YIOBJICTBOPUTEIHHOY / 3 3a4TEHO
70-85,9 «xopomioy / 4 3a4TEHO
MMOBBIIIEHHBII 86-100 86-100 «OTIHUYHO» / 5 3a4TEHO

Ilo wuroram Tekymel ycCHeBaeMOCTH CTYIEHTY MOXET ObITh BBICTABJIEHA OLEHKA IO
INPOMEXKYTOYHOM aTTeCTallMM B COOTBETCTBMM 3a HAOpaHHBIMH 3a cemecTp Oamiamu (1Mo
HaKOINUTEJIbHOMY peiTuHTY). CTyeHTaM, HaOpaBIIUM B X0/1€ TEKYIIETr0 KOHTPOJIs yCIEBAEMOCTH 110
quciuminie ot 61 1o 100 6amioB M BBINOIHUBIIMM Bce 00s3aTeIbHbIE BUJbI 3aIlJIAHUPOBAHHBIX
y4eOHBIX 3aHATHUH, 10 PEIICHUIO MpernojaBaTens 0e3 MPOXOXKIACHUS MPOMEKYTOUHOW aTTecTaluu
BBICTABJISIETCS OLIEHKA B COOTBETCTBUHU CO IIKAJIOW OIIEHKHU PE3yJIbTaTOB OCBOEHUS AUCIUILINHBIL.

PesynbraTr 00y4eHusi cuuTaercs C(POPMHPOBAHHBLIM (NMOBBILICHHBIH YPOBEHB), €CIIU
TEOPETUYECKOE COAEPIKAHUE Kypca OCBOECHO IOJIHOCTBIO; IIPU YCTHBIX COOECEOBAHUAX CTYICHT
UCUEpIIbIBAIOIE, IOCIEA0BAaTeNbHO, YETKO M JIOTHUECKH CTPOMHO H3Jaraer yueOHbIH MaTrepua;
CBOOOJHO CIpaBiI€TCS C 3ajJayaMH, BONPOCAMM M JPYrUMH BUJAMH 3aJaHHil, TpeOyoUnX
IIPUMEHEHNs 3HAaHUM, HUCIIOJIb3YyEeT B OTBETE JONOJIHMUTEIBHBI MaTepuall; BCE NPENyCMOTPEHHBIE
paboyeil y4yeOHOM MporpaMMOil 3aJaHUSl BBIIOJHEHbI B COOTBETCTBUU C YCTAaHOBJICHHBIMU
TpeOOBaHUSAMH, CTYJEHT CHOCOOEH aHaJM3UpOBaTh IIOJyYEHHbIE pE3yJbTaTbl; IPOSBIAET
CaMOCTOSITENIbHOCTb IIPU BBIMOJIHEHUHN 33aHUM, KAU€CTBO X BBIMOJHEHHS OLIEHEHO YHMCIIOM OaJljioB
or 86 nmo 100, 4yTO COOTBETCTBYET MOBBIILIEHHOMY YPOBHIO C(HOPMHUPOBAHHOCTH pPE3YJIbTATOB
00y4eHwusI.

Pesynbrar o00y4ueHusi cumraercsi cGOpMHPOBAHHBIM (IOPOTrOBBLIH YPOBEeHb), €CIU
TEOPETUYECKOE COJAEPIKAHUE Kypca OCBOEHO IOJIHOCTBIO; IIPU YCTHBIX COOECEOBAHUAX CTYICHT
MOCJIEI0BATENbHO, YETKO M JIOTMYECKH CTPOMHO H3NaraeT ydeOHbI MaTepual; CHpaBiseTcs C
3aJjayaMy, BONpPOCaMHM M JIpYTMMH BHJAaMU 3aJlaHuM, TpeOyIoUMX MNpUMEHEHHs] 3HaHHM; Bce
peIyCMOTpEeHHBIe pabouell yueOHOW mporpaMMol 3aJaHusl BBIIOJIHEHBl B COOTBETCTBUU C
YCTaHOBJICHHBIMU TPEOOBAHMUSIMH, CTYJIEHT CIIOCOOEH aHaTU3UpOBATh IOJYYEHHBbIE PE3YNIbTaThl;
IPOSIBIISIET CaMOCTOSITENIBHOCTh IIPU BBIIIOJIHEHUHU 3aJlaHUM, KayeCTBO MX BBINIOJHEHHS OLIEHEHO
yucioM OamnoB oT 61 g0 85,9, 4yTO COOTBETCTBYET MOPOrOBOMY YpPOBHIO C(HOPMHUPOBAHHOCTH
pe3ysIbTaToOB OOyUEHHUS.

Pe3yabTaT 00yueHusi cuuraercss Hec(pOpMUPOBAHHBIM, €CIIU CTYJCHT NPHU BBINOIHEHUU
3aJaHUii HE JEMOHCTpPHUpYET 3HAaHMM y4eOHOro marepualna, JOMYCKaeT OIIMOKH, HEYBEpEHHO, C
OOJBIIMMU 3aTPYIHEHUSMHU BBINOJIHSAET 3aJaHMs, HE JEMOHCTPUPYET HEOOXOAMMBIX YMEHHH,
Ka4eCTBO BBINIOJHEHHBIX 33JJaHUH HE COOTBETCTBYET YCTAHOBJIEHHBIM TPEOOBaHUSM, KaueCTBO HX
BBINOJIHEHHS OLIEHEHO YHMCIIOM 0ayioB HUXE 61, 4TO COOTBETCTBYET 1OMIOPOrOBOMY YPOBHIO.
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@opMBbI TEKYLIEr0 KOHTPOJIS yCIeBAeMOCTH

(I)OprI TEKYIEro KOHTPOJIst KomamgectBo KomuecTBo 6amios Makc. BO3M. KOJI-BO
KOHTPOJBHBIX 3a 1 KOHTp. TOUKy OamoB
TOYCK
Y CTHBII OIIPOC TI0 TEME 6 5 30
Otuer o nmabopaTopHOii pabote 3 10 30
OTYeT 1Mo MPAKTHYCCKOMY 3aHATHIO 3 10 30
TBopueckuii peTHHT (yaacTHe B KOHPEPCHIINAX, 1 10 10
OJINMITHAAAX | T.II.)
JomomHuTeTbHBIC OAJUTHI 32 aKTUBHOE H3YUICHUE
JICTIHTUIAHBI U JIP.
HToro nmo gucuunanHe 100 6a10B

Cucrema OLICHUBAHUA TIIPEACTABJICHA B JJICKTPOHHOM y‘ie6HOM Kypc€ 10 AJUCHUIIIIMHE

http://sdo.tolgas.ru/.

8.2. TunoBble KOHTPOJbHbIE 3ajaHus WM HHble Matepuayasl i1 TEKYIIEIO

KOHTPOJIAA YCIIEBAEMOCTHU

8.1.1. TunoBbIe 3a1aHNsl K NPAKTHYECKUM (CEMHUHAPCKNM) 3aHATHAM
IIpumepHBIii CIHCOK BONMPOCOB /1JIs1 YCTHOI0 KOHTPOJISI:

1. YTo HE OTHOCHUTCS K BUAAM CEPBUCOB 0€30macHOCTU?

2. Uto He oTHOCHUTCS K cepBHcaM 0e30macHOCTH?

3. Uto He sBNsETCS HANPABICHHEM WHKEHEPHO-TEXHUUYECKON 3alUThl HHGOpMAIUu?
4K KkakoMy HalpaBJICHHIO HWHXXEHEPHO-TEXHMUYECKON  3aluThl HMHPOpMaLuu
«ae3uH(pOpMUpPOBaHUE)?

5. YUTo HE OTHOCUTCSA K CPEJICTBaM OOHAPYKEHUS 3JI0YMBIIIIICHHUKA?

6. Kakoe ocBelieHne He UCTIOIB3YETCSl B KAUECTBE CPEJCTBA 3aAIIUTHI?

7. N3-3a 4ero BO3HUKAET MOOOYHOE AIEKTPOMATHUTHOE U3IIyYCHHE?

OTHOCHUTC

8. Kakne TexHnueckue CpeACTBA HC ABJISIFOTCA HCTOUYHUKAMHU U3JIIYUYCHHUA B TCXHUYCCKUX KaHajax"?

9. UTo HE OTHOCUTCS K TEXHUYECKHM METO/1aM 3alUThl HH(opManun?
10. Yto He sBisieTCS METOIOM MOBBIIIEHNS HAJEKHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM?

8.1.1. TunoBsble 3aJaHNA A5 NPAKTHYECKUX PadoT

IIpakTnueckoe 3anaTtue Ne 1 «IlocTpoeHme amarpaMMbl BapHAHTOB HCHOJIb30BAHHUSL B

00beKTHO-OpHEeHTUPOBAaHHOM si3bike UML)

HCJ'IB pa6OTBIZ ITo3HakOMUTBCS C mponecCcoM IOCTPOCHUA AUAarpaMMbl BapUAaHTOB HCIIOJIb30BAHUSA

(use case diagram) B 00BEKTHO-OPUEHTUPOBAHHOM si3bike UML.

3anauu:

1. U3y4nTh OCHOBHBIE 3JIEMEHTHI IUarpaMMbl BApUAHTOB HCIIOIb30BAHMS.

2. BeiOpath npeaMeTHYI0 001acTh A7 IOCTPOEHUS TUarpaMMbl.

3. Onpenenuts aKTEPOB M BAPUAHTHI UCITOJIB30BAHUS.

4. TIlocTpouTs 1MarpaMMy BapuaHTOB UCIIOJIb30BaHMs B cpesie MonenupoBanus UML.
TpebGoBaHMsI K BBIIOJIHEHUIO PaOOTHI:

1. JloykHBI OBITH ONIpeieNieHbl KAK MUHUMYM 3 aKTepa M 5 BAPHAHTOB UCIIOJIb30BAHHUS.

2. JlmarpamMmma J0JDKHA OBITh TOCTPOEHA C HWCIOJIb30BAaHWEM CTAHJIAPTHBIX CHUMBOJIOB M HOTAIU

UML.

3. Kaxnpiii BapuaHT HCIOJIB30BaHMUS JOJDKEH OBITh KOPPEKTHO ONHMCAH U
COOTBETCTBYIOIIUM aKTEPOM.

4. lomkHa OBITh IpeACTaBIIEHA JIET€HA, TOACHSAIOIIAs 0003HAUSHHSI HA TUarpaMMe.

CBsJA3aH C
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IIpakTuyeckoe 3ansitue Ne 2 «IlocTpoeHne auarpaMMbl KJAcCOB H JHATPaAMMBI
NOCJIeI0BATEILHOCTH»

Ilens pabotsl: Ilo3HakOMHTBCA C MPOLECCOM IOCTPOEHHUS AUMarpamMMbl KJIACCOB M JUarpaMMbl
MOCJIEIOBATEIBHOCTH B 0OBEKTHO-OpUEHTHPOBaHHOM si3bike UML.

3amaun:

1. I3y4nTh OCHOBHBIE 3JIEMEHTHI IMAarpPaMMbl KJIACCOB U IUAarpaMMBbl [10CJIEJ0BATEIbLHOCTH.

2. BeiOpath npeaMeTHY0 001acTh AJIs IOCTPOEHUS IUarpamMM.

3. Onpenenutsb KJ1accel, aTpUOyThl U METO/IbI JUISl IMarpaMMBbl KJIacCOB.

4. IloctpouTh AMarpaMMy KJIacCOB M JHMArpaMMy IOCJIEJOBATEIbHOCTH B CPENE MOIECIUPOBAHUS
UML.

TpeboBaHMs K BHIIOTHEHUIO PAOOTHI:

1. JlosxkHBI OBITH ONpeieNeHbl KAK MUHUMYM 5 KJIacCOB € UX aTpUOyTaMu U METOJaMH.

2. JlomkHa OBITH MOCTPOEHA CBSI3b MEXK/Y KJlacCaMU Ha AUarpaMMe KJIacCoB.

3. JlomkHa OBITh NIpeACTaBIE€HA IOCIIEAOBATEILHOCTh B3aUMOICHCTBUS OOBEKTOB Ha JuarpaMme
[10CJIEI0BATEIBHOCTH.

4. Kaxplif MeToJ] 10JDKEH ObITh KOPPEKTHO OIUCAH Ha TuarpaMMe IMocie0BaTeIbHOCTH.

5. JlomxHa OBITH MpeICTaBlIeHA JIETEH 1A, MOSCHSIOMAs 0003HaYeHUS Ha JrarpaMmax.

IMpakTuyeckoe 3anatue Ne 3 «IlocTpoeHne auarpaMMbl KOMMYHMKAUMiI W JHArpPaMMbI
AeATeIbHOCTID)

Llenb paboThl: O3HAKOMUTBCS C MPOILIECCOM MMOCTPOCHHS TUArpaMMbl KOMMYHUKAIIMA U THATPaMMBI
IeaTeIbHOCTH B A3bike UML.

3anauu:

1. U3yunTh OCHOBHBIE 3JIEMEHTHI IUarpaMMbl KOMMYHHUKALUNA U JUArpaMMbl A€SITEIbHOCTH.

2. BoiOpaTh npeaMeTHYI0 00J1aCTh 1711 HOCTPOEHUS AUArPAMM.

3. Onpenenutb Y4aCTHUKOB U CBSI3U MEXKIY HUMH JUJISl AMarpaMMbl KOMMYHUKALIHi.

4. IloctpouTh AMarpaMMy KOMMYHHUKAIIUM, OTOOPaXKAIOIIYI0 B3aUMOICUCTBUE YYACTHUKOB.

5. Onpenenuts NOCAEA0BATENBHOCTD AEHCTBUN U YCIIOBUSA ISl AMArpaMMBbl 1€SITEIbHOCTH.

6. Iloctpouth nuarpamMmy JeATENbHOCTH, OTPAXKAIOLIYIO I1OCIEI0BATEIbHOCTh BBINOJIHEHUS
JIEUCTBUU.

TpebGoBaHMsI K BBIITOJIHEHUIO PaOOTHI:

1. JlomkHBI OBITH OMpEeIeeHbl Kak MUHUMYM 3 yYaCTHHKA JJISl AUarpaMMbl KOMMYHUKAIIAH.

2. JlomxHbl OBITH OINOKAa3aHbl CBSI3W M COOOIIEHHUS MEXKIy YYaCTHHKAMH Ha Juarpamme
KOMMYHUKaIUU.

3. JomxHa OBITH IpEJCTaBIE€HA IOCIEIOBATEIbHOCTh JEUCTBUN C MCIIOJIb30BAHUEM Pa3IUYHbIX
y3JI0B Ha AMarpaMmMme JesiTeIbHOCTH.

4. Kaxxaplii y3es1 Ha iuarpaMMe AesiTeIbHOCTH JOJKEH ObITh KOPPEKTHO OIUCAH.

5. JlomkHa OBITh TPECTaBIICHA JIETEH 1A, TOSICHSIOMIAs 0003HaYeHHs Ha JUarpamMmax.

IIpakTnueckoe 3ansTue Ne 4 «Iloctpoenne guarpaMMbl NAKETOB H IHATPAMMBbI 00bEKTOB)
[lens paGotbl: O3HAKOMHUTBCS C MPOLECCOM IOCTPOCHUS JAMArpaMMbl MAKETOB U JHarpaMMbl
00BexTOB B s13p1ke UML.

3amaun:

1. I3yunTh OCHOBHBIE 3JIEMEHTHI AMAarpaMMbl TAKETOB U TUarpaMMbl OOBEKTOB.

2. BoiOpaTh npeaMeTHyI0 00J1acTh 17151 HIOCTPOEHUS AUarpaMM.

3. Onpenenutsb CTPYKTYpy MAKETOB U UX B3aUMOCBS3H JUI JMAarpaMMbl TaKETOB.

4. TlocTpouTh IUarpaMMy MakeToB, 0TOOPAXKAIOILYIO CTPYKTYPY CUCTEMBI.

5. Onpenenutb 0OBEKTHI U UX B3aUMOJICHCTBHE AJIS TMAarpaMMbl OOBEKTOB.

6. [Toctpouts nuarpamMmy oOBEKTOB, OTPAXKAIOUIYIO B3aUMOIEUCTBHE OOBEKTOB.

TpeboBaHMs K BHIIOTHEHUIO PAOOTHI:

1. JlommxHBI OBITH OTIpeieIeHbl KaK MUHUMYM 3 TIaKeTa JJIsl TharpaMMBbl TaKeTOB.

2. JloykHBI OBITH TOKa3aHbI CBS3M MEX/y TAaKeTaMH Ha JlarpaMMe MaKkeToB.

3. JlomkHBI OBITH ONIPEENIEHbl KaK MUHUMYM 3 00beKTa JUIsl TuarpaMMbl 0ObEKTOB.

4. NoyKHBI OBITH MTOKa3aHbl B3aUMOJICHCTBUS MEXKAY O0bEKTaMH Ha JUarpaMMe 0ObEKTOB.
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5. Kaxxnprit 00beKT Ha TuarpaMMe 0ObEKTOB JOJIKEH OBITh KOPPEKTHO OIHCAH.
6. JlomkHa OBITh TIPEICTaBIICHA JIETEH 1A, TIOSICHSIONIAss 0003HAYCHHS HA JUarpaMmax.

IIpakTnyeckoe 3ansatue Ne 5. «IlocTpoeHne jamarpaMM KOMMYHHKamHMu, 00630pa
B3aumoseiicTBusi. [TocTrpoenne AmarpaMmMpl KOMIIOHEHTOB M IHATPAMMbI Pa3BepPThIBAHUS»
HCHB 3aHATUA: HAYYUTDb CTYACHTOB CTPOUTH JUArpaMMbl KOMMYHUKAIIUH, 0630pa B3aHMOI[eﬁCTBHH, a
TAK)KEe JUarpaMMbl KOMIIOHEHTOB M  Pa3BEPThIBAHHS IS  MOJCIUPOBAHUS  APXUTEKTYPBI
MPOrPaMMHOTO O0ECTICUeHUSI.

TpeOoBaHUs K BBIMOJHCHUIO PaOOTHI:

1. BBenenune B TeMmy: OOBSACHEHHE CTYICHTAM Ba)XKHOCTH HCIIOJIB30BAHUS JHarpaMM JUis
MoIeTrpoBaHus apxUTeKTypsl [10 1 0030pa B3aMMOICHCTBYS MEKIYy KOMITOHCHTAMHU.

2. OObsCHEHHE KOHIICTIIMIA JUarpaMM KOMMYHHKAIUM M 0030pa B3aWMOJICUCTBHS: PACCMOTPEHHUE
OCHOBHBIX 3JICMCHTOB, CHUMBOJIOB U IIPABUJI ITIOCTPOCHUA 3TUX THUIIOB AUATPaAMM.

8.1.2. TunoBble 3a1aHUA /1JIs1 JIA00PATOPHBIX padoT

JlabopaTtopnass paGora Ne 1 < GamuimenHass web-opueHTHpOBaHHAsi HH(OPMaLMOHHAS
CHCTEMa)

Llens pabotei: Co3maTh 3aIIMIICHHYIO Web-OpMEHTHPOBAHHYI0 HH(POPMAIMOHHYIO CHCTEMY C
UCIOJIb30BAHUEM COBPEMEHHBIX TEXHOJIOTHI O€30MacHOCTH.

3ajgauu:

1. I3yunTh OCHOBHBIE IPUHIIMIIBI O€30M1ACHOCTH Web-IIPUIIOKEHUH.

2. BeIOpaTh TEXHOJIOTHYECKHUH CTEK ISl pa3paboTKu HHPOPMALMOHHON CUCTEMBI.

3. Pa3paboTaTb apXUTEKTYypy CUCTEMBI C yUE€TOM TpeOOBaHUI 6€3011acCHOCTH.

4. Co3ath NOJIb30BaTEIbCKUN HHTEPGEHC IS B3aUMOJICHCTBHUS C CHCTEMOH.

5. Peann3oBaTh MeXaHU3M ayTEHTU(UKALIMY U aBTOPU3ALIUY [10JIb30BaTeNeH.

6. O6ecrieunTh 3aIIUTY JTAaHHBIX, [IEPEAABAEMbIX MEKIY KIMEHTOM U CEPBEPOM.

7. IIpoBecTy TECTUPOBAHUE CUCTEMBI HA YA3BUMOCTH.

TpebGoBaHMsI K BBIITOJIHEHUIO PaOOTHI:

1. UcnonszoBanue HTTPS st o6ecieuenus 6e30macHoii nepenadu JaHHBIX.

2. Peanu3zanus MexaHn3Ma ayTeHTU(UKAIMK C UCTIOIb30BaHUEM XAIIMPOBAHMS TapOJIeH.

3. OrpaHuueHue JOCTyNna K OIpeIeleHHbIM (DYHKIMOHAIBHOCTAM B 3aBUCUMOCTH OT POJIH
M0JIb30BATESI.

4. 3amura OoT pacnpocTpaHeHHbIX ysa3BUMocTel, Takux kak XSS, CSRF n SQL nnbexkuuu.

5. Hanmnume 1oKyMEHTaluU [0 pa3BePTHIBAHUIO U UCIIOJIb30BAHUIO CHCTEMBI.

JladopaTopnasi padora Ne 2 «IleH-TecT 3amunieHHoii web-opueHTHPOBAHHOW CHCTEMbD»

Ilens pabGotsl: IIpoBecTH meHETPAlMOHHOE TECTHPOBAHME 3alllUIIEHHONH Wweb-OpHeHTHPOBaHHOM
MH(OPMALIMOHHON CUCTEMBI JIJISl BBISBIICHUS YSI3BUMOCTEN U OLIEHKH YPOBHS €€ 0€3011aCHOCTH.
3anauu:

1. U3yunTth QpyHKIIMOHATIBHOCTD U APXUTEKTYPY CUCTEMBI.

2. IlpoBecTn CKaHMPOBAHUE CUCTEMbI Ha HAJTMYHME OTKPBITHIX MIOPTOB U CITYKO.

3. BbINOTHUTH CKaHUpOBAaHUE YA3BUMOCTEH €  HCIOJB30BAaHHUEM  CHEIHATU3UPOBAHHBIX
UHCTPYMEHTOB.

4. TlonpiTaThCsl MPOBECTH aTaku Ha cucrteMy, Bkmodas SQL unbeknuu, XSS, CSRF u npyrue
TUIINYHbBIE YA3BUMOCTH.

5. OueHuTh ypoBeHb O€30MaCHOCTH CUCTEMBI U IOJITOTOBUTH OTYET O MPOBEIEHHOM TECTUPOBAHUHU.
TpeboBaHMs K BHIIOTHEHUIO PAOOTHI:

1. CornacoBaHue npoOBEIEHUs IEH-TECTA C BIAJEIBIEM CUCTEMBI.

2. Hcnonp30BaHHE CIELMATU3UPOBAHHBIX HHCTPYMEHTOB JJIl CKaHUPOBAHUS M TECTUPOBAHMSA
YSI3BUMOCTEM.

3. OTBeTcTBEeHHOE OOpalleHue ¢ MOIy4eHHOW HHpopManrel 00 ysI3BUMOCTSIX.

4. TlonroroBka moipoOHOTO OTYETA O MPOBEICHHOM TIEH-TECTE.
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JlaGoparopHas padora Ne 3 «be30nacHOCTh XpaHEeHUs U Nepeaavyu HHPoOpMaAIUN

[lenbp pabotel: M3y4nTh OCHOBHBIC MPUHIIUIBI O€30MACHOCTA XPAHEHUS M Tiepeqadynd HHPOpMaluy,
MIPOBECTHU aHAJIU3 YSI3BUMOCTEH U pa3paboTaTh MEpHI MO UX YCTPAHEHUIO.

3anauu:

1. U3yunts MeTo1bl IU(POBAHUS U XDIIUPOBAHUS JAHHBIX.

2. IlpoBectu aHanM3 yA3BUMOCTEH MpH repeaye NHPOPMALIUH 110 CETH.

3. PazpaboTaTh miaH 3amuThl HHPOPMAIIMK [IPU XPAaHEHUU Ha CepBepe.

4. ITpoBepuTh COOMIOCHNE TPUHIIMIIOB 0€30MTaCHOCTH MPH paboTe ¢ MAPOISIMH MOJIB30BATEIEH.
5. OueHuTh ypoBeHb O€30MMaCHOCTH CUCTEMBI U MPEUIOKUTD YIyULICHUS.

TpeGoBaHuUsI K BBIIOJIHEHUIO PAOOTHI:

1. 3y4eHrne OCHOBHBIX METOJIOB MIU(POBAHMS U XIIIUPOBAHUS JAHHBIX.

2. AHanmu3 ys3BUMOCTEH TIpH Tniepenade nHGOPMAIIMH 110 CETH.

3. Pa3zpaboTka riana 3amuThl ”HGOPMAIIUU Ha cepBeEpe.

4. IIpoBepka 0€30MMaCHOCTH XPaHEHHS MApOJIeH MOJIb30BaTEICH.

5. I[MoaroroBKa peKOMEH AU 10 yAyUYIICHHIO 0€30MaCHOCTH CUCTEMBI.

JlabopaTopnasi pabora Ne 4 «3amunieHHas cucrema apxurekrypsl Kinuenr-Cepsep»

Ilene paGotsr: IlpoBecT mneH-TecT (MEHETPALMOHHOE TECTUPOBAHUE) 3allUIIEHHOW CHUCTEMBI
apxutektypbl Kiinent-CepBep 11 BbISBICHUS YA3BUMOCTEN U OLIEHKU YPOBHS O€30M1aCHOCTH.
3agaun:

1. [TonroToBUTH MJIaH NEH-TECTA, ONPEAEIUTD LEIU U METOJUKY POBEACHHUSL.

2. UccnenoBatb apxutektypy Kinent-CepBep U BbIABUTH IOTEHLMAIBHBIE YA3BUMOCTH.

3. Ilpou3BecTr CKaHMPOBAHUE CUCTEMBI Ha HAIMYHUE OTKPBITHIX TIOPTOB U CITYXKO.

4. ITpoectu aHamu3 6€30MaCHOCTU CEPBEPA U KIMEHTCKUX YCTPOMCTB.

5. OueHuTh ypOBEHb 3alIUTHI JAHHBIX IIPH NI€peIaue MKy KIMEHTOM U CEPBEPOM.

6. CoCTaBUTbh OTUET O pe3yJbTaTax INEeH-TeCTa U MPEAJIOKHUTh MEPHI 110 YCTPaHEHHIO 0OHAPYKEHHbBIX
YS3BUMOCTEM.

TpeboBaHMs K BHIIIOJIHEHUIO PAOOTHI:

1. ITogroroBka 1iaHa eH-TeCTa C ONMMCAHUEM LIEJIEH U METOIUKH.

2. Ananus apxutekTypsl KnnenT-CepBep U BBISIBICHUE YA3BUMOCTEN.

3. IIpoBeneHne ckaHMPOBAHUS CUCTEMBI Ha HAIMUUE YSA3BUMOCTEH.

4. Onenka 0e30MacHOCTH cepBepa U KIIMEHTCKUX YCTPOUCTB.

5. IIpoBepka 3alUTHl JAHHBIX [IPU Nepeiade MKy KIMEHTOM U CEPBEPOM.

6. IloaroroBka oT4era O MPOBEJEHHOM IIEH-TECTE M TPEUIOKEHHE MEp II0 YCTPAHEHHIO
YS3BUMOCTEM.

JlabopaTopnasi padora Ne S «Ilen-TecT 3amumenHoi cuctemMbl apxuTekTypsl Kiuenr-Cepsep»
Ilens paGotsl: IIpoBecTH mNEHETPAallMOHHOE TECTUPOBAHUE 3AIIUIICHHONW CHCTEMBbl apXUTEKTYpHI
Knuent-CepBep [U1s BBISBIEHUS YI3BUMOCTEH U OLICHKH YPOBHS O€30MaCHOCTH.

3amanue:

1. Pa3zpaboTaTh IU1aH MEHETPAMOHHOIO TECTUPOBAHMUS, BKIIOYAIOIIMN 1I€TTH, METOAUKY MPOBEPKHU U
OCJIENOBATEIILHOCTD IEUCTBUM.

2. V3yunTh apxXUTEKTypy 3alluiieHHON cuctembl KnmeHT-CepBep W BBIIBUTH INOTEHLHUAIbHbBIE
YA3BUMOCTH.

3. IlpoBecTu CKaHUPOBAHUE CUCTEMBI Ha TIPEAMET OTKPBITBIX MIOPTOB U CITYKO.

4. OueHuth 0€30MaCHOCTh cepBepa U KIUEHTCKUX YCTPOWCTB, BBIIBUTH YSI3BUMOCTH B
KOH(UTrypaluy U HacTpOHKax.

5. HpOBepI/ITB MCXaHU3MBI 3alllUThBI JaHHBIX IIPU NEPECAAUC MCKAY KIMCHTOM U CEPBCPOM.

6. CocTaBUTh MOJPOOHBIN OTYET O pe3yibTaTax MEHETPAIMOHHOTO TECTUPOBAHUS, BKIFOUAIOLIMN
OoOHapyXeHHbIE YSA3BUMOCTH, PEKOMEHJAIMU [0 YCTPAHEHUI0 M OOIIYI0 OLEHKY YpPOBHSA
0€30I1aCHOCTH CUCTEMBI.

TpebGoBaHMsI K BBIIIOJIHEHUIO:

1. IToAroToBUTH MJIaH NEHETPALMOHHOTO TECTUPOBAHHUS C ONIUCAHUEM ILI€JIel U METOJUKH IPOBEPKHU.
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2. llpoananu3upoBaTh apxuTeKkTypy cuctembl KiueHT-CepBep H BBISIBUTH IOTEHIMAIbHBIE
YSI3BUMOCTH.

3. IIpoBecTu ckaHUPOBAHUE CHCTEMbI HA HAJTMUUE OTKPBITHIX TOPTOB U CITYKO.

4. Ouenuth 0€30MaCHOCTh cepBepa U KIUCHTCKUX YCTPOWCTB, BBISBUTH YSI3BUMOCTH B
KOH(purypamum.

5. [IpoBepuTh MEXaHU3MBI 3aLTUTHI JAHHBIX MPU TIEpeiaue MEXAY KIMEHTOM U CEPBEPOM.

6. IloaroToBUTh OTYET O MPOBEACHHOM IEHETPALMOHHOM TECTUPOBAHMM C PEKOMEHAALUSMU IO
yCTpaHEHUIO OOHAPYKCHHBIX YSI3BUMOCTEH.

JlaGopatopnass paGora Ne 6 «3ammra uHGOPMAUMOHHOW cHCTeMbl, 00padaTbiBaKOLIEN
nepcoHaIbHbIE TaHHbIE»

Llenp paborel: WM3yuuTh Mepbl 3amUThl  HHPOPMAIMOHHOM cucTeMbl, oOpabaTbIBarolieit
NepCOHAIbHbIC TaHHBIE, C IEbI0 00ecieyeHns KOH(UICHINAIBHOCTH, IIETIOCTHOCTH M IOCTYITHOCTH
JAHHBIX.

3anaHue:

1. U3yunTh 3aKoHOJATENbHbIE AKThl U HOPMATHUBHBIC JIOKYMEHTHI, PEryJIHpYyIOUIHe 00paboTKy
NEPCOHAIBHBIX JIAHHBIX.

2. OueHuTh YPOBEHb 3alIUThl WH(OPMALMOHHOW CHCTEMbI, O0OpabaThiBalOlIel MEepCOHANTBHBIC
JTAHHBIE, C YI€TOM TpeOOBaHUI K KOH(UACHIINATFHOCTH U O€30MTaCHOCTH.

3. IIpoBectu ananu3 yrpo3 6e30macHOCTH MHGOPMAIMOHHONW CHUCTEMBI U BBISBUTH MOTEHIHAIIbHBIC
YSI3BUMOCTH.

4. Pa3paborarh Iu1aH Mep Mo obecrneueHuto 0e30MacHOCTH WH(GOPMAIMOHHONW CHCTEMBI M 3allluTe
NEPCOHAIBHBIX JIAHHBIX.

5. IlpoBectu aynuT 6e30macHOCTH MH(POPMAIIMOHHOM CUCTEMBI C YYETOM PEKOMEHIAIHM MO 3aluTe
NEPCOHAITBHBIX JaHHBIX.

6. IloaroroButrh OTYET O MPOBEACHHOM ayauTe Oe30MacHOCTH WH(POPMAIMOHHON CHUCTEMBI,
COJIep AL BBISIBICHHBIE YS3BUMOCTH, MPEIJIOKEHHBIE MEPBI 10 YCTPAHEHUIO W OLEHKY YPOBHS
0e30MacHOCTH.

TpeboBaHMs K BBITIOTHEHHUIO:

1. W3yuuTh 3akoHOAATEIbHBbIE AaKThl W HOPMATHBHBIC JOKYMEHTHI, Kacaroluecs o0pabOTKu
NIEPCOHAIBHBIX JIAHHBIX.

2. OueHuUTh YypOBEHb 3alIUThl WH(GOPMAIMOHHOW CHUCTEMBI C y4yeToM TpeOoBaHUU K
KOH(UIEHIIMATBHOCTU U 0€3011aCHOCTH.

3. BbIBUTH U IPOAHATU3UPOBATh Yrpo3bl 0€30MaCHOCTH WHPOPMALMOHHOM CHCTEMBbI, OCOOEHHO B
KOHTEKCTE 00pabOTKH MEPCOHAITBHBIX TaHHBIX.

4. Pazpabotarh miuaH Mep Mo oOecreyeHnto 0e30MacHOCTH MH(POPMALMOHHOM CHUCTEMBI U 3allluTe
NIEPCOHAIBHBIX JIAHHBIX.

5. IIpoBect aynuT 6€30MacHOCTH MH(OPMAIIMOHHON CHCTEMBI, YUUTHIBAsi OCOOEHHOCTH 00pabOTKU
NIEPCOHAIBHBIX JIAHHBIX.

6. IToaroToBUTH OTYET O MPOBEAEHHOM ayauTe 0€30MacCHOCTU C PEKOMEHAALUSAMH MO YIyUIIEHUIO
06e30macHOCTH MHGOPMAITMOHHON CHCTEMBI M 3aIUTE MEPCOHATBHBIX JaHHBIX.
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8.2. TumnoBble KOHTPOJbHbIE 3aJaHUSA WJIH HMHble MaTepHaJbl ISl NPOBedeHUs
MMPOMEXYTOYHOM ATTECTAILIUH
dopma npoBeACHUs MPOMEKYTOYHOW aTTECTallMM 10 JUCLMILIMHE: 3a4eT 10 pe3yJibTaTaM
HAKOIMUTEJILHOTO PeUTHHTra / popMe KOMITBIOTEPHOTO TECTHPOBAHUS
YcTHO-IMCbMEHHAs (opMa MO HK3aMEHAIMOHHBIM OMIIeTaM MpeAIoJaraercs, Kak MpaBuilo,
JUIS CIAYM aKaJIeMUYECKOU 3a10JDKCHHOCTH.

Hepe'{eHL BOIIPOCOB JIA IIOATOTOBKH K 3a4€Ty

OIIK-2: UOIIK-2.3. Cnioco0eH pa3padaTbIBaTh TEXHUYECKHIT MPOEKT CHCTEMBbI (MOICHCTEMbI
J00 KOMIIOHEHTA CUCTeMbl) o0ecnieyeHusi HHGPOPMAIMOHHOI 0€30MACHOCTH

1.  OO6mwme ompeneneHus U XapaKTePUCTUKU HMHPOpPMALMOHHBIX cucteM. CTpykTypa U
KIIACCU(UKALIUS CUCTEM.

2. Ilonsatue ClOXHOCTH, KpuTepun U cBoicrBa. Kpurepunm u cBolicTBa JuIs
MH(OPMALIMOHHON CUCTEMBI.

3.  BepostHocTHas MoOAEnb CHUCTEMbl M IpPUMEp IMOTPAaHUYHBIX COCTOSHUH. ba3oBble
MH(OpPMaLMOHHbIE MPOLIECCHI B CUCTEMAX.

4.  OcHOBHBIE MpUHLUIBI obecrieyeHUs: UHGPOPMALIMOHHON  0€30MacHOCTH  AJIs
MH(OPMALIMOHHBIX CUCTEM.

5. Meroanueckas 1 HOpMaTHBHAsA 06a3a Ul HOCTPOCHUS 3ALUILEHHBIX CUCTEM.

6. Bunel 3amuimeHHBIX WHGOPMAIMOHHBIX CHUCTEM B COOTBETCTBHH C TPEOOBaHUSMH
I'OCT.

7. IlpuHUMIE 3amUTH HHGOPMAIMKA B aBTOMAaTU3MPOBAHHBIX CHCTEMAaX B COOTBETCTBHH
¢ TpeboBanusamu ['OCT.

8.  IlomsTue o 3agaue MHTErpabHON 0€30MACHOCTH UHPOPMALIMOHHBIX CHCTEM.

9.  Ilpumepsl 3a71a4 MHTErPAJILHOM OE30MIACHOCTH.

10. ®wusuueckas 6e30macHOCTh HHPOPMAITMOHHBIX CHCTEM.

11. be3omacHOCTb ceTel U TeITeKOMMYHHUKALMOHHBIX YCTPOMUCTB.

12. BesomacuocTs I[10.

13. O6ecneuenue KOHOUIEHINAIBHOCTH, LIETOCTHOCTH U JIOCTYITHOCTH JaHHBIX.

14. TlocranoBka 3agauu, €€ CTPYKTypa.

15. YacTHbIi, KOMIIJIEKCHBIM U UHTETPAJIbHBIX MOAXObl K PEIIEHUIO MPOOIeMbl Iepeiaun
Y XpaHEHUsI TaHHBIX.

16. IlocraHoBKa 3aja4M NMPOEKTUPOBAHUSA M aHaIM3a MH(MOPMAIMOHHOW cucTeMbl. 17.
Monenb cucTeMbl ¢ 00LTUM NEPEKPBITHEM.

17. KonnenryanbHble TpeOOBaHUS HampaBleHHble Ha ofecnedyeHue Oe30macHOCTH
(GYHKIIMOHUPOBaHUS HH()OPMALIMOHHON CUCTEMBI.

18. Baxwneiimme npuHIMIBI TOCTpOeHUs apxuTeKTyphl MC.

OIIK-4: NOIIK-4.3. CriocofeH ocymecTBJIATH ¢60p, 00padoTKY M aHAJIU3 HAYYHO-TeXHHYEeCKOMH
HHpopMaNMH 10 TeMe HCCJIeJ0BAHUs, Pa3padaThIBaTh IUIAHbI M IPOTPAMMBbI IIPOBEACHUS
HAYYHBIX HCCJIEIOBAHNI U TEXHUYECKHX Pa3padoTok

19. Amnanus 6e3onacHoctu UC.

20. TlocranoBka 3amaun 3amuméHHOCTH UC.

21. Hanuuue ¥ NOJHOTA MOJUTHKU 0€30MaCHOCTH.

22. TapaHTHpPOBAaHHOCTH OE30TACHOCTH.

23. TpéxypoBHeBas MOJeNb MapaMeTpoB OlleHKH 3ammumienHoctu MC.

24. Aymut cereil cBsizu. MOHHUTOPHHT (DYHKIIMOHUPOBAHHS, OOHAPY)KCHHE aTaKk H
NPUHATHE aJCKBaTHBIX Mep MPOTUBOACHCTBHSL.

25. CpenctBa oOecriedeHHsT HAAEKHOTO XpaHEHUS HWH(DOpPMAIMM C WCIOIb30BaHUEM
TEXHOJIOTUY 3auuThl Ha (aitnoBom yposHe (File Encryption System — FES).
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26. CpenactBa aBTOpHU3AIMU M pa3TpaHUUYCHUS JOCTyNa K HHHOPMAIIMOHHBIM pecypcam, a
TaKXe 3alliTa OT HECAHKIIMOHUPOBAHHOTO JIOCTyNa K MH(OPMAIMK C UCIOIH30BAHUEM TEXHOJIOTUH
TOKEHOB (cMapT-KapThl, touch-memory, kimroun aius USB-niopToB u T.11.).

27. CpeznctBa 3alIUThl OT BHEIIHUX YTPO3 MPH MOIKIIOUEHUH K OOIIEAOCTYIHBIM CETSIM
CBs3M, a TaKXKe CpEeACTBa YIpaBieHHs] AOCTyroM HHTepHeTa ¢ HCIOJIb30BAHUEM TEXHOJOTHH
MmexcereBbiX 9KkpaHoB (FireWall) u conepxatensroit punbrparmu (Content Inspection).

28. TlonmuTuka peanu3aliyd MEXCETEeBbIX 3KPaHOB U MX (DYHKIHMOHAIbHBIE BO3MOYKHOCTH.
Knaccugukamus mexcereBbIx 5KpaHoB. Hemoctatkm ¢Quibtpyromero mapmpyruzaropa (Filter
Router - FR).

29. [Illmro3 ceancoBoro ypoBHs (Session Level Gateway - SLG). Illaro3 ypoBHs
npuioxenuit (Application Layer Gateway - ALG). [Tpeumymiectsa ALG.

30. Yto Takoe AHTHBUPYCHI?

31. CpenctBa obecnieueHUs] aKTUBHOTO MCCIIEIOBAHUS 3aLIUILEHHOCTH HH()OPMAITHOHHBIX
PECYPCOB C UCIOJIB30BaHWEM TEXHOJIOTHH OOHapy»keHus atak (Intrusion Detection).

32. Hudpacrpykrypa oTkpbIThiX Kitodeit (Public Key Infrastruture - PKI).

33. CpeactBa oOecrieueHuss KOH(MUICHIMATBHOCTH, IIEIOCTHOCTH, MJOCTYIMHOCTH U
NO/UIMHHOCTH HMH(OpMaIuy, MepeJaBaeMoil IO OTKPBITBIM KaHalaM CBSI3M C HCIOJIb30BaHUEM
TEXHOJIOTHH 3aIUIIEHHBIX BUPTYaIbHBIX YacTHBIX ceTeit (VPN).

34. UYetbipe BUAA apXUTEKTYphl OpPraHU3alNHU 3aIIUThl HHPOpMauy Ha 0aze MPUMEHEHHS
texnosioru VPN. Knaccudukarnus VPN.

35. CpenctBa obecnieueHUs] IEHTPAIM30BAaHHOTO ympaeineHus cucremoir Wb B
COOTBETCTBUU C COTJIACOBAHHOMN M YTBEPKACHHON MOTUTHKON 0€3011aCHOCTH.

36. HMudopmanms u gannsie. CoiictBa nHPopManuu. @yHKINN HHOOPMAIIH.

37. MWudopmanronHas 6e30macHOCTh U 3amuTa nHpopManuu. 3agaud HHGOPMALMOHHON
0€30MacHOCTH.

38. Hanpasienust nHGOpMAIIMOHHON O€30ITaCHOCTH.

39. Cocrassromue HHHOPMAITMOHHON OE30MMaCHOCTH.

40. HopwmartuBHO-paBoBoe obOecrieueHue MHGOPMAMOHHON Oe3omacHOCTH. (OCHOBHBIE
JIOKYMEHTHI.

41. TocynapcTBeHHas TailHa M €€ 3allUTa.

42. OTBeTCTBEHHOCTH 3a HapyIIeHHs B chepe HHPOPMAITMOHHON 0€30MacHOCTH.

43. 3amura nepcoHaNbHBIX JaHHBIX. [IOHSITHS U OCHOBHBIE TOKYMEHTHI.

44. PerynsaTopsl B 00JaCTH 3alUThI IEPCOHATBHBIX NaHHBIX. VX (QyHKIUM U TpeOOBaHUS.

45.  OTBETCTBEHHOCTb 3a HECOOJII0/IeHHe TpeOOBaHUI 3aKOHOIATENIbCTBA B Cepe 3alUThI
NIEPCOHAITBHBIX JIAHHBIX.

46. Yrpo3bl U pucku HHGOpMaIMOHHON 6e3onacHocTH. McTounuku yrpos. Buasl yrpos.

47. Puckm HapymeHus HHPopManuoHHON Oe3onmacHocTu. CuHcTemMaTH3alUsi pPHUCKOB.
W3mepeHue puckoB, MIKaJIbl PUCKOB.

48. TexHOIOTUHU OLEHKH YTPO3, YSI3BUMOCTEH, PUCKOB ¥ MOTEePh. ONTHMHU3AIUS TTOTEPH.

49. DxoHOMHYECKHE MpoOsIeMbl MH(POPMALMOHHBIX pecypcoB. OCHOBHBIE MOJIXOABI K
OTIPENIEIICHUIO 3aTPaT Ha 3allIuTy WHPOPMAIIHH.



