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1. NEPEYEHD
TV CHUIIVHE,

IINTAHUPYEMBbIX
COOTHECEHHBIX C [IINIAHUPYEMbBIMH

PE3YJIbTATOB

OCBOEHUS OBPA3OBATEJIBHOM ITPOI'PAMMBI

1.1. leab ocBoeHMST AUCHUIIJIUHBI

L{enpr0 OCBOEHUS JUCHHUIIIIMHBI SIBISETCS:

— (dopmupoBaHue y 00y4arOmUXcs MpodhecCHOHATBHBIX KOMITETEHIH, HEOOXOAUMBIX IS
peleHus 3a1a4 NpopecCuOHaIbHOMN e TeNTbHOCTH;
— (dopmupoBanue y oOydaromuxcsi 001menpohecCuoHaIbHbIX KOMIIETEHIUH, HapaBIeHHBIX

Ha pPa3BUTHE HABBIKOB MCCIIEOBATEIBCKON AEATEIbHOCTH.

1.2. llepeyeHb IUIAHUPYEMBIX Pe3yJIbTATOB 00yUYeHHS MO TUCIUITIHHE

OBYYEHUA
PE3YJIbTATAMU

no

Kon n Kon 1 HanmenoBanue Ilnanupyemsle pe3yabTaThbl 00y4eHHsI 11O OcHoBanue (IIC)
HAaHMeHOBaHUe HHINKATOpa JUCIUILTHHE * s
KOMIIETEHIINH JOCTHKEHUSI KOMIIETEHIINH HpO(i)eCCI/IOHaJ'IBHBIX
KOMIIETeHITHH

ITK-4. Cnocoben WUIIK-4.3. Pa3pabaTbiBact 3uaer: [[pUHIUIIBI TOCTPOSHUS 06.033 Cnernuanuct
pa3paboraTh APXUTEKTYPY CUCTEMBI apXUTEKTYPBI CUCTEM 3aLUTHI T10 3a11UTe
ApXUTEKTYPY 3aIIUTH HHPOPMALIUH nHpopManuu. OCHOBHBIC YTPO3H U HHPOPMALIIH B
CHCTEMBI 3aIIUTEl | aBTOMATU3UPOBAHHBIX YA3BUMOCTH, C KOTOPBIMH CTaJIKHBAIOTCS aBTOMATU3UPOBAHHBIX
HHPOPMALUH H CHUCTEM, a TAKKE WH(POPMAINOHHBIC CUCTEMBI. CHCTEMAX

IMMPOBECTH aHAJIN3
YA3BUMOCTH U

HHTEIUICKTYaIbHbBIX U
HHPOPMALNOHHO-

Ymeer: PazpabaTriBaTh apXUTEKTYpPY
CHCTEMBI 3aIIUTHI HHPOPMAIUH C YIETOM

s dekTUBHOCTH AHATUTUYECKUX CUCTEM B crieu(UKN IeSATETbHOCTH OPraHu3alHy.
€€ MoJieNH ¢ YaCTHOCTHU IIpoBoauTh aHanU3 ysI3BUMOCTEN

y4eToM UH()OPMALMOHHBIX CUCTEM U

crnenudukn pa3pabaTbIBaTh MEPHI 110 UX YCTPAHEHHUIO.
JIeATEJIbHOCTH Baaneer: YMeHuem npoBOIUTh aHAIU3
OpraHu3aIuy 1 PHUCKOB 0€30MaCHOCTH U pa3pabaThIBaTh
00pabaThIBAEMBIX COOTBETCTBYIOIIHNE CTPATETHUH 3aIHUTHL..
JIAHHBIX

OIIK-2.Cnocoben | MOIIK-2.2. [IpoekTupyer 3uaer: [IpyHUKIIBI TOCTPOEHUS
paspabaTbIBaTh cucTeMy oOecTiedeHus 3aMIMIIEHHBIX HHPOPMAIIMOHHBIX CHCTEM;
TEXHUYECKUI HHPOPMAIMOHHOM TexHHUeCKHEe Mepbl 0O0ecreUeHHs

MPOEKT CUCTEMBI Ge3omacHocTH, ee UH(OPMALMOHHOH 0€301acHOCTH;
(moncucTeMsl KOMITOHEHTHI U Ymeer: Pa3pabaTeIBaTh TEXHUUECKUN
100 KOMIIOHEHTa | MOJCHCTEMBI IIPOEKT CHCTEMBI 00eCTIeYCHUS

CHCTEMBI) NOIIK-2.3. Pa3pabarbiBaer | nHpopmMannoHHoit 6e30macHOCTH;
obecrieueHus TEXHHUYECKHE TPOESKTHI [IpoekTupoBaTh KOMIIOHEHTHI U
MH()OPMALMOHHOM | 3aIIUIIEHHBIX HOJICUCTEMBI 3alUIIEHHBIX
6e3omacHoCTH HH()OPMALMOHHBIX CUCTEM | WH(OPMALMOHHBIX CUCTEM.

Baapeer:

HaBbikamMy pMEHEHUS TEXHUYECKUX Mep
0e30macHOCTH B pa3paboTke
WH(OPMALMOHHBIX CHCTeM; MeToTuKaMu

aHaJIM3a yrpo3 U pUCKOB MHPOPMAITMOHHOMN

0€e30IacHOCTH.

2. MECTO JUCHUILIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM ITPOT'PAMMBI

JucuumnimHa OTHOCHUTCS K 4acTH, GOpMUPYEMOM ydyacTHUKaMU 00pa30BaTeIbHbIX OTHOLICHHIH,
bnoka 1. Jlucummmuebl npodeccHOHaNbHBI MOIyJdb oOpa3zoBarensHON mporpammbl (5.1.B.01
[TpodeccroHa bHBIi MOIYIIB).



3. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI

3.1. O0beM M CTPYKTYpPa AUCHHMIIHHBI

OO6mas Tpyao€MKOCTh JUCHUIUIMHBI cocTaBisier 4 3.e. (144

4yac.), UX pacrpeeiicHue Io

BUJaM pabOT M ceMecTpaMm MpeaCTaBICHO B Ta0IHUIIE.

Buanbl yueOHbIX 3aHATHI 1 Pa00THI 00y4aI0IIUXCS

TpynoemMkocThb, 4ac

O0uas TPyA0EeMKOCTh JUCIMILINHBI, Yac 144
KonTakTHas padora o0yyaomuxcs ¢ npenojasareieM 1o BUIam 28/12
Y4eOHBIX 3aHATHII (Bcero), B T.4.:
3aHATHS JIEKIHOHHOT0 THNA (JICKIIUH) 12/4
3aHATHSI CEMHHAPCKOIO THIA (CEMHHAPDI, TPAKTHICCKHIE 3aHATHUS, 8/4
NPaKTUKYMBbI, KOJJIOKBHYMBI M HHBIC aHAIOTHYHBIC 3aHSTHS)
J1a00paTopHbIe padoThI 8/4
CamocTosiTe1bHasi padoTa BCero, B T.4.: 116/128
CaMoIoATOTOBKA I10 TeMaM (pa3jesiaM) JUCIUTUTHHE -/-
BrimoiHeHHEe KypcOBOTO MPOEKTa /KypCOBOi pabOTHI -/-
Koutpousb (yacel Ha 3a4eT) -/4
IIpomMeskyTOUHAS aTTeCTANA 3aver

[Ipumeuanue: -/- o6vem uacoe coomeemcmeeHno OJisk OYHOU, OYHO-3A0UHOL, Popm 0OVUeHUs

JlMcuuIuIMHA peannu3yeTcs MOCPeACTBOM MPOBEIEHHUs] KOHTAaKTHONW paboThl ¢ 00y4arolUMHCS
(BKJIIOYAs IIPOBEICHUE TEKYIIIETO KOHTPOJIS YCIEBAEMOCTH), CAMOCTOSATENILHOI pabOThl 00yJaroIIuXCsI

u HpOMe)I(YTOIIHOfI aTTCCTalluH.

B nmponecce OCBOCHHUA JUCHUINIMHBI MOXKET MPHUMCHATLHCS JJICKTPOHHOC 06yquI/Ie u

JUCTAaHIIMOHHBIC O6p830BaTCJ'IBHBIe TCXHOJIOTHH.

B mpouecce OCBOCHHMSI TUCHMIUIMHBI O0yYaroImuecs: 00ECIeYeHbl JOCTYIOM K JJIEKTPOHHOH
nH(}OPMaILIMOHHO-00pa30BaTEILHON Cpejie U NIEKTPOHHO-OUOIMOTEYHBIM CHCTEMaM.




3.1. Copep:xanue AMCUUILINHBI, CTPYKTYPHPOBaHHOE N0 TeMaM

IL1anupyembie Buael yueoHoii padoThl
DB KonTakTHas padora |
OCBOCHMS: g ®opmbI
o KOJ ) g E g E g é § TeKylIero
OpMHpYeMOii Y KOHTPOJIsA
KoﬂnengH“H HaumeHoBaHue pa3aesioB, TeM ; g- ; § - E & (HaﬂMeHPOBaH“e
W WHIUKATOPbI = =, 2 B = 58 OIIEHOYHOI0
AOCTHKCHHS. % == = E g 8 cpeAcTBa)
KOMIIeTEeHIH A = é =¥ é- o (3
OIIK-2 TEMA 1. PABPABOTKA U PEAJIN3ALIUSA 2/2 Otuer o
NOIIK-2.2 KOMIIVIEKCHBIX CUCTEM 3AHIUTHI n1abopaTopHOH
HOIIK-2.3 NH®OPMAILIMU, BKIIIOYAIOIIIUX B CEBS pabote
[1K-4 TEXHUYECKHUE, OPTAHU3ALIMOHHBIE U Ortuer o
UIIK-4.3 ITPABOBBIE MEPBI MPAKTUUECKOMY
JlabopartopHas padota Ne 1. Pazpabotka u 2/2 3aHITHIO
peanm3anys CUCTEMbl MOHUTOPHHIA YSI3BUMOCTEH B
nH(popManMOHHOI HHPPACTPYKType OpraHU3aIH.
IIpaxTryeckoe 3ansTue Ne 1 Pazpabotka u 2/2
peanm3anys KOMIUIEKCHBIX CUCTEM 3allUThI
WHPOPMAILINH, BKITFOYAIOIINX B ce0s1 TEXHUYECKUE,
OpTraHH3aIMOHHBIE U TPABOBBIC MEPHI
CamocrosrenbHas paboTa. 23/25
W3zydeHne KOMIUICKCHBIX CUCTEM 3aIIUTHI
nHpOpPMALIUH
OIIK-2 TEMA 2. UCCJEJOBAHUE METOJ10B U 2/2 Otuer o
HOIIK-2.2 TEXHOJIOI' i UHTEI'PALTUA nabopaTopHO
HOIIK-2.3 PA3JIMYHBIX CUCTEM OBPABOTKHN U pabote
[1K-4 SAIUTHI UHOOPMAILIMHA, B TOM YUCJIE Otuer o
UIIK-4.3 C UCITOJIb30BAHUEM OBJIAYHBIX NPaKTHYECKOMY
TEXHOJIOT M1 3aHATHIO
JlaGoparopnas pabota Ne 2 [IpoBenenue ayaura 2/ 2
0e30macHOCTH HHHOPMAIIMOHHON CUCTEMBI C
LIEJIbIO BBISIBIICHUS YSI3BUMOCTEH U pa3paboTka
IUTaHA UX YCTPAHCHUS
[Ipaktuueckoe 3ansarue Ne 2. YpasieHue 212
KOPIIOPATHBHBIMH JAHHBIMU U JaTa-ICHTpHYHAS
apXHUTEKTypa
CamocrosrenbHas pabota. TexHonoruit 23/25
HWHTETPAIUH Pa3INIHBIX CHCTEM 00pabOTKH U
3aIIUTH HHPOPMAIUH
OIIK-2 TEMA 3. AHAJIU3 PUCKOB 2/ - Otuer o
NOIIK-2.2 UH®OPMAIIMOHHOM BE3OINACHOCTH U JTabopaTopHOU
HOIIK-2.3 PA3PABOTKA CTPATEIMI UX pabote
[1K-4 MUHUMU3ALIUNA Ortuer 1o
WIIK-4.3 Jlab6oparopnas pabora Ne 3 AHanu3 cucTeMsbl 2/ - MPaKTHYECKOMY
3aIIUThl HHPOPMAIIHH. 3aHATHIO
[Ipaxtrueckoe 3arsTue Ne 3 MozaenupoBanne 2/ -
CHCTEMBI 3aIIUThl HHPOPMAIUU
CamocrosrenbHas padota. PazpaboTka crpareruit 23/25
MHUHUMU3alMKM puckos b
OIIK-2 TEMA 4. OHEHKA S®®EKTUBHOCTU 2/ - Ortuer 1o
NOIIK-2.2 CUCTEM OBPABOTKMU U 3AIIUTHI nTabopaTopHOU
NOIIK-2.3 NH®OPMAILIMU U PABPABOTKA pabore
[1K-4 PEKOMEHJIAIIMMI IO UX Ortuer o
UIIK-4.3 ONITUMHU3ALINU MPaKTUYECKOMY
JlabopaTopnas padota Ne 4 DBoNFOIHS MOIXOI0B K 2/ - 3aHATUIO
MIOCTPOEHHIO MHTETPUPOBAHHON HHPOPMAMOHHOH
CHCTEMBI PEATIPUSATHS Ha OCHOBaHUH 3aIIPOCOB
6musneca k b
Ipaktrueckoe 3anstue Ne 4. OueHka 2/ -

s pexTrBHOCTH crcTeM 00pabOTKY U 3aIIHUThI
nH(pOpPMAINH.




ILtanupyembie Buae! yueoHoi padoThl
[P KonTakTHas pa6ora |
OCBOCHMSI: © g DopmbI
o KOJ ) g E g E g é § TeKylIero
OpMHpYeMOii < KOHTPOJIsI
KoﬂnengH“H HaumeHoBaHue pa3jesioB, TeM ; g- ; § :; E & (HauMeHPOBaH“e
W WHIUKATOPbI = =, 3 B = 58 OIIEHOYHOI0
AOCTHKeHHS. % = = E g s cpeAcTBa)
KOMIIeTEeHIH A = é =¥ é- o (3
CamocTosttenbHast pabora. Onenka 23/25
3¢ PEKTHBHOCTH CUCTEM 00paOOTKH U 3aIIUTHI
nH}opmanuu 1 pazpaboTka peKOMEHJalnH 1Mo UX
ONTHMU3AINU
OIIK-2 TEMA 5. UCCJIEJOBAHUE BOITPOCOB 4/-
NOIIK-2.2 MEXKIYHAPOJHOI'O COTPYJHUYECTBA
HOIIK-2.3 B OBJIACTH UH®OPMAIIMOHHOM
[1K-4 BE3OINACHOCTHU U MHTEI'PAIIUN
UIIK-4.3 CUCTEM OBPABOTKMU U 3ALIUTHI
NHP®POPMAIIMHA
CamocrosrenbHas paboTa. 24/28
Pa3BuTHe TEXHOJIOTHI U CTAaHJAPTOB HHTErPALUHI
HUTOI'O | 12/4 | 8/4 | 8/4 | 116/128

[Tpumeuanue: -/- 06vem uacos coomeemcmeeHno OJisi OYHOU, OYHO-3A0UHOU, PopM 0OVUeHUs




4. METOJUYECKHE YKA3AHHUA IS OBYYAIOIHIUXCHA IO OCBOEHHIO
JUCIHUIIVINHBI

4.1. OO0mue MeToAHYECKHE  PEKOMEHJANMUH MO  OCBOCHUI0 JUCHUILIHHBI,
o0pa3oBaTte/ibHbIE TEXHOJIOTHH

JlMcIMIUIMHA pean3yeTcs MOCPEACTBOM TPOBEICHHSI KOHTAKTHOW PabOThl ¢ 00YYarOIUMHUCS
(BKJTFOYAsI POBE/ICHNUE TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH ), CAMOCTOSTEIHFHONU PabOThl 00YJarOIIUXCS
U IIPOMEXKYTOYHOH aTTECTAIUH.

[Ipu mnpoBeneHWM Y4eOHBIX 3aHSATHH MO JUCIHUIUIMHE OOECICUYMBACTCS Pa3BUTHE Y
00y4aromuXxcsi HABBIKOB KOMAaHTHOW Pa0OThI, MEKIMYHOCTHOH KOMMYHHKAIIWHU, TIPUHSTHSL PEIICHUH,
JHUIEPCKUX KA4ecTB (BKIIFOYAs MPOBEJACHUE MHTEPAKTHBHBIX JICKIIUN, TPYIIIOBBIX JUCKYCCUH, POJIEBBIX
UTp, TPCHUHTOB, aHAJIN3 CUTYAIlUi U IMHTALMOHHBIX MOJIEJIEH, IPernogaBaHue JUCIUILINHBI B (hopMe
Kypca, COCTAaBICHHOIO Ha OCHOBE pe3yJbTaTOB HAYYHBIX HCCIICAOBaHUH, IPOBOJAUMBIX
YHHUBEPCUTETOM, B TOM YHCJIE€ C YYETOM PETHOHAIBHBIX OCOOCHHOCTEH MpOoheCcCHOHATBHON
NeSITeIIbHOCTH BBIITYCKHHUKOB U TIOTPEOHOCTEH padoTonaTeneii).

[IpenogaBanue TUCIUIUIMHBI BEIETCS ¢ TIPUMEHEHUEM CIICAYIONINX BUIOB 00pa3oBaTeJIbHBIX
TeXHOJIOTHii:

-0aNIbHO-PeUMuUH208as MEXHON02US OYEHUBAHUSL,

- 9IEKMPOHHOE 0OYUeHue,

- npobiemHoe obyueHue;

- pazb0op KOHKPemHbIX Cumyayuil;

- uHghopmayuonuvie mexronocuu. Miro, Andexc-ooxymenmot, JUOC IIBI'YC

Jlnsi OlICHKM 3HAHWW, yMEHWI, HABBIKOB M YPOBHSA C(HOPMHUPOBAHHOCTH KOMIICTCHIIUU I10
TUCITUTUIMHE TPUMEHSETCS OaUIbHO-PESHTHHIOBasS CHCTEMa KOHTPOJS W OIICHKH YCIIEBAEMOCTH
CTYACHTOB. B OCHOBY OaJJIbHO-PEHTHHIOBOM CHCTEMBI IOJIOXKEHBI MPHUHIUIBI, B COOTBETCTBHU C
KOTOPBIMH (DOPMHUPOBAHHE PEUTHHTA CTYIEHTA OCYIICCTBIIICTCS B XOJ€ TEKYIIETO KOHTPOJIS
ycrneBaeMoCTH. MakcumalibHOe Konn4ecTBo 6amioB B cemecTpe — 100.

4.2. MeToauyeckne yKa3aHMs /Ui OOy4YalOIIMXCA 1O OCBOEHUIO JMCUHUILUIMHBI Ha
3aHATHAX JEKIIMOHHOT0 THIIA
Jlexyuonnwvlii Kypc npeononazaem cucmemMamu3upoO8aHHOE U3N0NCEHUe OCHOBHBIX BONPOCO8
memamuyecko2o niaua. B xode nekyuonnvix 3anAmMull packpwlearomcs 6azosvle 8ONPOCHL 8 PAMKAX
Kadxcoou memvl  oucyunaunvl. O0603HAUAIOMCS KAIOYeble ACNeKmbl mMeM, a MaKice Oelaromcs
aKyenmul Ha HAUboJIee CLONCHBLE U BANCHBLE NOTOHCEHUS UZYHACMO20 MAMEPUATA.
JIeKUMOHHBIE ~ 3aHATHS  TNPOBOAATCA B TMOTOYHOM  ayAMTOPUM C  NPUMEHEHUEM
MYJBTUMEAUMHOTO IPOEKTOpa B Buje yueOHoi npezenTanuun uiu B OMOC yHuBepcurerTa.
B x00e nexyuonHvlx 3aHAMUL  PEKOMEHOYemcs KOHCNeKMUposanue y4eOH020 Mamepuand.
BoszmooicHo eedenue KoHcnekma nekyuil 6 6uoe uHme1eKm-Kapm.
Omoenvuvie memuvl npeodnazaromcs 0 CAMOCMOAMENbHO20 U3y4eHUs (KOHCNeKMUpYIomcsi).
Mamepuaner nexyuii  A61A10MCA ONOPHOU  OCHOBOU 011  NOO20MOBKU — 00YUAIOWUXCS K
NPAKMUu4ecKum 3auamusam / 1a00pamopHeiM pabomam U 6bINOIHEHUs 3A0AHUL CaMOCHOAMENbHOU
pabomul, a makdxce K MepORPUSMUAM MeKYuje20 KOHMPOIA YCHe8aeMOoCmu U NpOMe#CYMOUHOl
ammecmayuy no OUCYUNIUHe.

4.3. MeToauyeckue yKa3aHMs /UIA OOy4YalOIIMXCA MO OCBOEHUIO JMCUUILUIMHBI Ha
JlabopaTopHbIX padorax
ITonroToBky K Kaxkaoi nabopaTopHOil paOoTe CTYIEHT JOJKEH HadaTh ¢ O3HAKOMIICHHS C
IIJIAaHOM 3aHsATHA, KOTOpBIfI OTpaXa€T COACPKAHUC HpG)IJ'IO)KGHHOﬁ TEMBEI. Kaquas[ BBIIIOJIHEHHAA
pabota ¢ 0OopMIIEHHBIM OTYETOM IO HEH MOATEKUT 3aLUTE MPEo1aBaTeIto.
[Tpu onleHMBaHMH Ta00OPATOPHBIX paOOT YUUTHIBACTCS CIETYFOIIEE:
— KaueCTBO BBINOJHEHHUS HKCIEPUMEHTAIbHO-TIPAKTUYECKOW YacTH pabOTl M CTENeHb
COOTBETCTBUS PE3yJIbTaTOB pabOTHI 331aHHBIM TPEOOBAHUSIM;
— KayecTBO OOpPMIIEHHUS OTUETa 10 paboTe;
— KauyecCTBO YCTHBIX OTBETOB HAa KOHTPOJIbHBIE BOIIPOCHI MPH 3aIUTE PaOOTHIL.



Jlabopamopmvie pabomul opeaHu3yOmMcs, 8 mom ucie 6 Qopme nPaKmuyeckol no02omoeKu,
KOmMopas npeoycmampusaem yyacmue o0y4arouuxcs 6 blNOJIHEeHUU OMOENbHbIX dNeMEHMOo8 pabom,
CBA3AHHBIX C OYOYUWel npopheccuoHaIbHOU 0esIMmenlbHOCIbIO.

Bremonnenue naboparopHeix pabotr 1-4 - cBs3aHHBI ¢ Oynymed mpodeccrHoHanbHON
JeSITeITbHOCTBIO.

4.4, Meroanueckue YyKa3zaHusi JJsi 00yYAIOUIUXCS IO OCBOEHUIO JUCHHUILIMHBI Ha
3aHAITHSIX CEMUHAPCKOI0 THIA/ HA MPAKTHYECKHUX 3aHATHAX

[IpakTuueckue (CeMHUHApCKHUE) 3aHATUS MPEICTABIAIOT CO0O0M JeTalu3aluio JIEKIHOHHOTO
TEOPETUUECKOr0 MaTepuala, IpPOBOAATCA B LIENSAX 3aKPEIUICHHUsS Kypca M OXBaThIBAIOT BCE OCHOBHBIC
pasnensl. OcHOBHOM (OpPMOH TNPOBEACHHS CEMHHAPOB W TMPAKTUYECKUX 3aHATUH  SBISIETCS
oOcyxeHue Hanbosee MPoOIEMHBIX U CIIOKHBIX BOIMPOCOB MO OTJEIbHBIM T€MaM, a TaKKe pelIeHHe
3aa4 ¥ pa300p MPUMEPOB U CUTYalluil B ayIUTOPHBIX YCIOBUSX.

[IpakTrueckue (cCeMHUHAPCKUE) 3aHATHS 00yJarONUXCcsi 00€CIIeUYnBAIOT:

- IPOBEPKY M YTOYHEHHUE 3HAHUH, TOJTyYCHHBIX Ha JICKIUSX;

- IOJIy4€HHE YMEHUI U HABBIKOB COCTABJICHHUS JJOKJIAJIOB U COOOIIEHUN, 0OCYKACHHS BOIIPOCOB
1o yueOHOMY MaTepHaNty AUCUUIUINHBL

- TIOJIBEJICHNE UTOTOB 3aHATUN MO PEHUTHHIOBOW CHCTEME, COTJIACHO TEXHOJOTHYECKOW KapTe
JVCIIATUTAHBL.

[IpakTuueckue 3aHATHS OPraHU3YIOTCS, B TOM 4ucie B (popMe MPaKTHUECKON MOATOTOBKH,
KOTOpasi MpeaycCMaTphBaeT ydacThe OOYYaroIIMXCS B BBHIMOJHEHHHM OTICIBHBIX JJIEMEHTOB paboT,
CBSI3aHHBIX C OyayIIeil mpodeccuoHaNbHON ACSITETbHOCTHIO.

[IpakTuueckas mOArOTOBKA MpeAycMaTpUBAeT: PELICHUE NPUKIAJHOW 3amauu (Keiica) mpu
u3ydeHuu tem 1-4.

4.5. MeToanueckne yKa3aHus Mo caMOCTOSITeJIbHOI padoTe o0y4aromuxcs

CamocrosiTenbHast paboTa 00ecreunBaeT NoAroTOBKY 00yYaroIerocs K ay IMTOPHBIM 3aHITHSIM
U MEPONPUATUSAM TEKYLLIEro KOHTPOJIA U MPOMEKYTOYHOM aTTECTALlUU IO M3Y4aeMOH IUCLUIUIMHE.
Pe3ynbTarhl 3TOM MOArOTOBKH MPOSBISAIOTCA B aKTUBHOCTH OOYYaIOIIErocsl Ha 3aHATHSAX U B KaueCTBE
BBINOJIHEHHBIX MTPAKTUYECKUX 3aaHUH U APYruX (GOPM TEKYIEro KOHTPOJIL.
CamocrosiTenbHast paboTa CTy/IEHTOB BKJIFOYAECT:
. I3yuenue yuebHOI muTepaTypsl o Kypcy.
. Perienne npakTuyeckux CUTyalui 1 3a1a4
. Paboty c pecypcamu MHTepHeT
. Perienne npakTuyecKux CUTyalui B BUAE KEMCOB
. I3y4yeHne npakTH4EeCKUX MaTEpUAIOB JEATEIIBHOCTH KOHKPETHBIX MPEANPUATUI
. [lonroroBka pegeparon
. IloAroToBKy K TECTUPOBAHMIO 110 TEMAM Kypca
. [loAroTOBKY K MPOMEKYTOUHON aTTECTALlUN 3a4€eT 10 KypCy

00 DN KWK

[Ipu BBIMONIHEHWM 3aJaHUN IS CAaMOCTOATEIBHONW pabOThI PEKOMEHAYyeTCs MpopadoTka
MaTepHaJIoB JEKIHMHA MO KaX 10 MPpOHAeHHON TeMe, a TAaKXKe N3YYeHUE PEKOMEHIYEMOH JINTEPaTypHl.

Jnst oOywaromuxcss 1o 3a049HOM (opme O0OydeHHs CcaMOCTOsSITeNIbHAas paboTa SBISETCS
OCHOBHBIM BHJIOM Y4€OHOM e TeTbHOCTH.

s obecrieueHus: CaMOCTOSATENbHOW pabOThl OOy4aroUIMXcs HCHOIb3YyeTCS SJIEKTPOHHBIN
yueOHbIi Kypce, coznannbiii B OMOC yHuBepcuteTta http://sdo.tolgas.ru/
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5.  YYEBHO-METOIJMYECKOE U HWH®OPMAIMOHHOE OBECIIEYEHHE
JUCIHUIIVIMHBI

5.1. [lepeyeHb OCHOBHOM W JONOJHHUTEJIbLHONH Y4eOHOU JHUTEPATYPbl, HEOOXOAUMOM J1JIs
OCBOEHHUS TUCUHUILINHBI

Best muteparypa, BKIIIOYCHHAsm B JIaHHBIA IIEPEUYCHb, IMPEICTABICHA B BHJE AJICKTPOHHBIX
pecypcoB B 3ekTpoHHOM 6ubnmmnoreke yauBepcurera (3BC). Jluteparypa, ucrnonbp3yeMas B e4aTHOM
BUJIC, NPEJICTABIICHA B HAy4YHOU OMOIMOTEKe YHHBEpcHTETa B 00beMe He MeHee (0,25 IK3eMIUISIpOB Ha
OJIHOTO O0yYaroerocs.

OcHoBHas1 iUTEpaTypa

1. TymbOunckas, M. B. KommuiekcHoe obecrieueHrne nH(OOpMAMOHHONW 0€30MacHOCTH Ha
NPEANPUITHH : YICOHHK 110 HampaBiieHuto noarot. "Mudbopm. 6e3omacHocts" / M. B. TymOunckas, M.
B. [lerpoBckwuii. - Uzn. 2-e, crep. - Jokyment Reader. - Canxrt-IletepOypr [u np.] : Jlans, 2022. - 344
C. - (YaeOHuku JUTS BY30B. CrnenuanpHas JUTEpATypa). - URL:
https://reader.lanbook.com/book/256133 (mara oOpamenus: 29.09.2022). - Pexum noctyma: Jyis
aBTopu3. moib3oBatenei. - ISBN 978-5-507-45046-6 : 0-00. - Tekcr : amektponHbii. URL:
https://reader.lanbook.com/book/256133

JonosHuTe/ILHAS JIUTEPATypa

2. Bopona, B. A. Teoperuueckue OCHOBBI oOecriedeHHs] O€30MaCHOCTH OOBEKTOB
uH(popMaTu3anuu : y4ed. mocodue s By30B 1o HampasiieHuto "MHdopm. 6esomacHocTh" / B. A.
Bopona, B. A. Tuxonos, JI. B. MutpsikoBa. - Mocksa : I'opsiuas nunus -Tenexom, 2016. - 304 c. : ui.
- (YueOHoe mocobue i BBICIINX Y4eOHBIX 3aBeneHuid). - ISBN 978-5-9912-0524-5 : 588-50. - Tekcr
: HETIOCPEACTBEHHBIN.

5.2. IlpodeccuoHanbHbie 0a3bl JaHHBIX, HH(POPMANMOHHO-CIIPABOYHbLIE CHCTEMBbI,
HHTEpPHeT-pecypchl

1. Koncynerantllntoc [Onextponsslii pecypc]: CnpaBouyHas mpaBoBas cucCTeMa. - Pexum
noctyna: http://www.consultant.ru/.

2. DnexkTpoHHas OuOnMoTeyHas cucremMa IIOBOIDKCKOro TrocyIapCTBEHHOTO YHHUBEPCHUTETa
cepBuca [DnekTpoHHbIH pecypc]. — Pexxum pocrtyma: http://elib.tolgas.ru./ - 3arm. ¢ sxpana.

3. DnexkTpoHHO-OmOnmoTeyHas cucrtemMa Znanium.com [OnekTpoHHBIH pecypc]. - Pexum
noctyna: http://znanium.com/. — 3ari. ¢ skpaHa.

4. DnexTpoHHO-OuMOMMoTeuHas cucreMa «M3narenscTBo JIaHb» [DIeKTpOHHBIHN pecypc]. - Pexxum
noctyna: https://e.lanbook.com/. — 3ari. ¢ skpaHa.

5. Hayunas »nextponHass OubGnuoreka eLIBRARY.RU [Dnexktponssiii pecypc]. - Pexum
noctyna: http://elibrary.ru/defaultx.asp. - 3arn ¢ sxpana.

6. OrtkpriTOoe 0Opa3zoBanue [DIeKTpoHHBIN pecypc]. - Pexxum mocryma: https://openedu.ru/. - 3ar
C DKpaHa.

7. Polpred.com. O630p CMMU. IlonHoTtekcToBas, MHorooTpacneBas 0a3a manubix (BJl)
[DnexTponHbIii pecypc]. - Pexxum poctyma: http://polpred.com/. — 3ari. ¢ sxpana.

8. basbl nanHbIx Beepoccuiickoro HHCTUTYTa HayyHOU M TexHUuYeckoi uHdopmanun (BUHUTU
PAH) no ecrecTBeHHBIM, TOUHBIM U TEXHHYECKHMM HaykaM OJEKTpOHHBIA pecypc]. - Pexum
nocryma: http://www.viniti.ru. — 3armn. ¢ skpaHa.

9. VHuBepcuterckas wWH(pOpMANMOHHAs cuUcTeMa Poccus [DieKTpoHHBIH pecypc]. - Pexum
nocryma: http://uisrussia.msu.ru/. — 3aru. ¢ ’xpaHa.


https://reader.lanbook.com/book/256133
http://www.ecorussia.info/ru
http://znanium.com/
http://www.polpred.com/
http://www.viniti.ru/
http://uisrussia.msu.ru/
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5.3. [IporpammHoe obecnieyeHune

NudopmanronHoe obecrieueHue y4eOHOro mpolecca IO AUCHUIUIMHE OCYIIECTBISIETCS C
UCIIOJIb30BAHUEM  CJIC/IYIOIIEr0 IPOrPaMMHOIO  OOecliedeHUs] (JIMLEH3MOHHOTO H  CBOOOIHO
PacIpoCTpaHsIeMOro), B TOM YHCJIE OTEYECTBEHHOTO IIPOU3BOCTBA:

Ne HauMeHnoBanue YcaoBus gocryna
n/n
1 Microsoft Windows 13 BHYTPEHHEH CETH YHUBEPCHUTETA (JIMIICH3HOHHBIN JIOTOBOP)
2 Microsoft Office 13 BHYTPEHHEH CETH YHUBEPCHUTETA (JIMIICH3HOHHBIN JIOTOBOP)
3 Koncynprantllntoc W3 BHYTPCHHEH CeTH YHHBEPCUTETA (JIMIICH3HOHHBIN IOTOBOD)
4 C10 MOODLE u3 mo0o0H TOUKH, B KOTOPOH uMeeTcs AocTyn k ceTu VIHTepHeT
(IMIICH3HOHHBII AOTOBOP)
5 Microsoft Windows, Linux; [TporpammHOe obecrieyeHue A1 BBINOIHEHUs 1a00PaTOPHBIX padoT
OIlepaLlIOHHBIE CHCTEMBI CeMEHCTB

6. OMUCAHUE MATEPHUAJIbHO-TEXHUYECKOM BA3bI, HEOBXOJUMOM JIJIs
OCYHECTBJIEHUSA OBPA3OBATEJIBHOT'O ITPOLHECCA ITIO JUCIUIIJIMHE

[TomemieHust mpeACTaBIAOT cO0OM yuyeOHbIE ayIUTOPUU JJISl MIPOBENEHUSI YUeOHBIX 3aHATHI,
NPEIYCMOTPEHHBIX YYEOHBIM IUIAHOM H pabodell MporpaMMoOl JUCIHIUIMHBI, OCHAIIEHHBIE
000py/I0BaHNEM U TEXHUYECKHUMH CPEICTBAMU 00OyUEHUS.

3aHATUSA JIEKIMOHHOTO THNA Y4YeOHbIE ayJuTOpUU JUIS 3aHATHHA JIEKIMOHHOTO THIIA
YKOMILIEKTOBaHbI MEOENIbIO M TEXHUYECKUMHU CPEICTBAMU O0YUEHUs, CIIYKAIIUMU ISl IPECTaBICHUS
yueOHoI nHpopManuu (CTaMOHAPHBIE WIIA IEPEHOCHBIC HAOOPHI JEMOHCTPAIIMOHHOTO 000PYA0BAHUS
(IpOEKTOp, IKpaH, KOMIIBIOTEP/HOYTOYK), ydeOHO-HarysaHble mocoOus (Mpe3eHTaluu M0 TeMaM
JIeKIHiA), O0OECIIEYMBAIOIINE TEMAaTHUYECKHUE WILTIOCTPAIlMH, COOTBETCTBYIOIIME TAaHHON NporpaMme
JTUCIUTUIAHBI.

3aHATHS CEeMHHAPCKOro THUMA. YYeOHBIC AayAWTOPUHM JUIS 3aHATUH CEMHUHApPCKOTO THIIA
YKOMIUIEKTOBaHBI MEOENIbIO U TEXHUYECKUMHU CPEICTBAMH 00YyUEHUsI, CITYKALIUMHU 1151 IPeACTaBICHUS
yaeOHOM MHGOpPMAIIH CTAllMOHAPHBIC WM TIEPEHOCHBIE HAOOPHI IEMOHCTPAIIMOHHOTO 000PYI0BaHUS
HPOEKTOP, FIKPAH, KOMITBIOTEP/HOYTOYK.

JlaGopaTopHuble padorbl [l mpoBeneHHS 1aOOpaTOPHBIX pabOT HCHOJB3yeTcs YydeOHas
aynuropusi  «JlaGopatopust 1-402,405,413,409», ocHamieHHass CIeAyIOIIUM 00OpYyJOBAHUEM:
MPOEKTOP, IKPaH, KOMIBIOTEP/HOYTOYK.

IIpomexkyTounasi arrecraums. /[lng mpoBedeHUs MPOMEXYTOUYHOM arTecTallud IO
JTUCIUTUTMHE HWCTOJB3YIOTCS KOMIBIOTEPHBIE KJIACCHl, OCHAICHHBIE KOMITBIOTEPHOH TEXHHUKOW C
BO3MOXHOCTBIO MOJKIIOYEHUS K ceTu VIHTepHeT M obecnedeHHeM JA0CTyna B 3JEKTPOHHYIO
WH(POPMAIIMOHHO-00PA30BaTENbHYIO  Cpely  YHUBEpCUTETa  W/WIM  ydeOHBblE  ayJUTOPHUH,
YKOMIUIEKTOBAaHHBIE MEOEINIBIO U TEXHUYECKUMHM CPEJCTBAMU O0yUYEHHUS.

CamocTtosiTeibHasi pabora. [loMemeHuss Uit CaMOCTOATENBHOW pPabOTHI  OCHAIICHBI
KOMITBIOTEPHON TEXHUKOW C BO3MOYKHOCTBIO MOJKIIOYEHUS K ceTu «MHTepeHeT» M JOCTYINOM K
ANIEKTPOHHOM  WMH(OpPMaAIMOHHO-00pa30BaTeNbHOM  cpele  yHuBepcuTeTa. Jlms  opraHuzaruu
CaMOCTOSITENIbHOW PaboThl 00YUYaIOIIMXCS UCTIONB3YIOTCS:

KOMITBIOTEPHBIE KJIACCHl YHUBEPCUTETA;

6ubnuoTteka (Meanasai), UMEoIas MecTa JUlsi 00yJaroIuXcsl, OCHAIIEHHbIE KOMITBIOTEPaMH C
JOCTYTIOM K 0a3aM JJaHHBIX U ceTH MHTepHeT.

JJIeKTpOHHasi MH(pOpManMOHHO-00pa3oBaTeqbHass cpeaa yHuBepcurera (DQUOC).
Kaxnaplii oOywaromuiics B TeE4YeHHE BCEro Imepuoaa oO0ydeHHs oOecnedyeH WHIMBUIYaIbHbIM
HEOIPaHMYEHHBIM JOCTYIIOM K 3JIEKTPOHHOU MH(OPMAIIMOHHO-00pa30BaTeIbHON Cpelie YHUBEPCUTETa
(DUOC) http://sdo.tolgas.ru/ u3 a1000# TOYKH, B KOTOPOH HMeEETCS AOCTYH K HH()OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHOHU ceTn "VIHTepHeT", Kak Ha TEpPUTOPUN YHUBEPCUTETA, TaK U BHE €e.

OUOC yauBepcuteTa 00eCcnednBacT:
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JTOCTYIl K Y4YeOHBIM IUIaHaM, paboyuM TMporpaMmaM JTUCHUILIMH (MOJyJiel), MporpaMmMamM
MPAKTUK, OJJICKTPOHHBIM y4YeOHBIM W3JIaHUSAM U DJICKTPOHHBIM 00pa30BaTEIBHBIM pecypcam,
yYKa3aHHBIM B pa0o4MX MporpamMmax JUCIHUILUIMH (MOIYJIEH ), TporpaMMax MPaKTHK;

(hopMUpOBaHHE AIEKTPOHHOTO MOPTQOINO 00yUAIOMIETOCs, B TOM YHCJIE COXPAaHEHHE €ro padoT
U OLIGHOK 32 3TH pabOTHI.

B ciydae peanuzaiiuu 00pa3oBaTeabHON MPOrpaMMBbl C IPUMEHEHHEM 3JIEKTPOHHOTO O0YYCHHSI,
JTMCTAaHIIMOHHBIX 00pa3oBareNbHbIX TexHOMorui DMOC 1onogHUTEILHO 00ECIICYHBALT:

¢dukcanuio xoma o0pa3oBATEIBLHOTO MPOIECCa, PE3yIbTATOB MPOMEKYTOYHOW AaTTeCTallud U
pe3yJIbTaTOB OCBOCHHsS 00pa30BaTEIbHON IPOrPaMMBI;

MIpOBeJIeHUE YUEOHBIX 3aHATHH, MPOLIEYp OLIEHKH Pe3ylbTaToB 00y4eHHsl, peanu3alns KOTOPhIX
PEeIyCMOTPEHAa C TMPUMEHEHHEM OJJIEKTPOHHOrOo OOydYeHHs, IUCTAaHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHI;

B3aMMO/ICHCTBUE MEKY YUaCTHUKaMU 00pa30BaTEILHOTO MPOIECCa, B TOM YHCIIE CHHXPOHHOE U
(WIIM) acCHHXPOHHOE B3aMMO/ICHCTBHS TOCPEACTBOM ceTH "MHTepHeT".

7. OCOBEHHOCTH OPI'AHU3ALIUU OBYYEHUA  JJIA JIMI C
OI'PAHUYEHHBIMU BO3MOKHOCTAMMU 3IO0POBbs U UHBAJINIOB

[Ipu HeoOxomammocTH paboyas MporpaMma AWUCHHMIUIMHBI MOXET OBITh aJanTHUpOBaHA JUIs
obecrieyeHnss 00pa3oBATENBFHOTO TPOLECCAa WHBAIMIOB M JIMI[ C OTPAHUYEHHBIMH BO3MOKHOCTSMHU
3JI0POBBSI, B TOM YHCIIE JJISl AUCTAaHIIMOHHOTO oO0y4eHus. [y aToro tpedyercsi 3asBIEHHE CTYACHTA
(ero 3aKOHHOTO TIPEACTAaBUTENS) W 3AKIIOUYEHHE ICHXOJIOTO-MEIUKO-TIEarornyecKol KOMHCCUU
(IIMIIK).

B ciydae HeoOxomuMoCTH, 00y4JaroIMMCs U3 YUCIIA JIMI C OTPAHUYCHHBIMUA BO3MOXXHOCTSIMH
310poBbsl (1O 3asBICHHIO OOydaromerocs) a /Uil WHBAJIUIOB TakKKe B COOTBETCTBUH C
WH/IMBUIYaJIbHOW MTPOrpaMMOil peaObuiInTalui HHBAIHIA, MOTYT TPEAJIaraThCsl CIeIYIOIUE BapUAHTHI
BOCHPUATHA y4eOHOH MH(OPMALIUY C YYETOM WX MHAWBUAYAIBHBIX TICUXO(PH3MYECKUX 0COOCHHOCTEH,
B TOM YHUCJIC C TPUMCHCHUCM JJICKTPOHHOI'O 06yquI/1$[ 1 JUCTAaHIIMOHHBIX TEXHOJIOTHH:

- JUId JIML C HapyLIEHUsMU 3pEHMs: B MeYaTHOM (GopMe yBelIMYeHHbIM pudToM; B dopme
AJIEKTPOHHOIO IOKYMEHTa; B (popme aynuodaiiia (mepeBo]l yueOHbIX MaTepHalioB B ayauodopmar); B
neyaTHOH Qopme Ha s3blke bpaing; HWHIMBUAYalbHbIE KOHCYJIBTALlMM C  TPHUBJICYECHUEM
Tn@nocypﬂonepeBozmnKa; WHAWBHUIYAJIbHBIC 3aaHW U KOHCYJIbTallhuU.

- JJI JUI] C HapyLIEHUsIMM Cllyxa: B Me4yaTHOl ¢opme; B (hopMe 3IEKTPOHHOTO JIOKYMEHTa;
BUJACOMATCpHAIIbI C CY6TI/ITpaMI/I; HHIUWBUIYAJIbHBIC KOHCYJIbTalun C MMPUBJICYCHUCM
CYpJIOTIepEBOUNKA; UHANBUYAIbHBIE 3aJJaHNUS U KOHCYJIbTALIUH.

- JUId JIMIl C HapyUIEHUsIMH ONOPHO-JBUTATEIbHOIO ammapara: B IeyaTHoH ¢opme; B (popme
AJIEKTPOHHOI'0 IOKyMEHTa; B (hopMe ayanodaiina; MHIMBUYaIbHbIC 3a/JaHUS U KOHCYJIbTAIUH.
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8. OHEHOYHBIE MATEPHAJIbI (®POHA OLEHOYHBIX CPEIACTB) JJIA
TEKYIEI'O KOHTPOJIA YCIIEBAEMOCTHU U ITPOMEXYTOYHOU ATTECTALIUN

8.1. Onucanme mnoka3zatejedl M KpPUTEpHeB OIEeHHMBAHUS
Pa3JMYHBIX 3Tanax ux GopMHUPOBAHHS, ONIMCAHHUE IIKAJ OLleHUBAHUS

KOMIIETeHIMIIT HAa

JIJIs OLIEHKM 3HAaHWH, YMCHHH, HAaBBIKOB M YPOBHS C(HOPMHPOBAHHOCTH KOMITCTEHIIUH II0
TUCITUIIMHE TPUMEHSETCS OaTbHO-PEHTHHIOBasS CHCTEMa KOHTPOJS W OIIGHKH YCIIEBAEMOCTH
CTYICHTOB. B OCHOBY OauIbHO-pEHTHHIOBOM CHCTEMBI ITOJIOXKCHBI MPHHIIMIIBI, B COOTBETCTBHH C
KOTOPBIMH (DOPMHUPOBAHHE PEUTHHTA CTYyIEHTa OCYIIECTBISCTCS B XOJ€ TEKYIIETO KOHTPOJIS
ycneBaeMocTd. MakcumanbHOe KosmdecTBO O0amioB B cemectpe — 100.

IIkana oneHKH pe3yJabTaTOB 0CBOEHHS AU CHUIIJIMHBI, C()OPMHPOBAHHOCTH Pe3yJIbTATOB

o0yueHus
®DopMa npoBeaeHHs IIxaabl OlleHKH YPOBHS
NPOMEKYTOYHOM copMHpPOBAHHOCTH IIIkana olleHKH YPOBHS 0CBOEHHUSI TUCITUTLIHHBI
aTTecTalul Pe3yJabTaTOB 00yUeHHS
VYposueBas mkana | 100 6anpHas | 100 6ampHas 5-0ammpHast mKana, HeauG GepeHn
OILICHKU nikana, % nikana, % i depeHpoBaHHast HpOBaHHAsI
KOMIIETEHIIUI OIICHKa/0ajuT OIEHKA
3ayeT JIOIIOPOTOBBIN Huxe 61 Huxe 61 «HEYIIOBIICTBOPHUTEIBLHOY / 2 HE 324TEHO
TTOPOTOBEIH 61-85,9 61-69,9 «YIOBJIECTBOPUTEIHHO» / 3 3a4TEHO
70-85,9 «xopomioy / 4 3a4TEHO
MOBBIIIEHHBINA 86-100 86-100 «OTJIMYHO» / 5 3a4TEHO

Ilo umoeam mekyweu ycnegaemMocmu cmyOeHmy Modcem Oblmb 6bICMAGIeHA OYeHKA No
APOMEINICYMOUHOU AMmMeCmayuy 8 COOMeemcmeuu 3a HabpanHelmMu 3a cemecmp Oaiiamu (no
HaxkonumenbHomy petimuney). Cmyoenmam, HAOpasuium 6 xooe meKyujeco KOHmpOoJisi YCneeaemocmu
no oucyunaune om 61 0o 100 6annos u GbINOAHUSWIUM BCe 00SI3ameNbHbLE BUObL 3ANIAHUPOBAHHBIX
VUeOHbIX 3aHAMUL, NO peueHul0 npenooasameisi 6e3 NPOXOHCOeHUs NPOMENCYMOYHOU ammecmayuy
BLICMABISICNCSL OYEHKA 8 COOMBEMCMBUL CO WKALOU OYEHKU Pe3yIbmMAanmos 0C80eHUsL OUCYUNTUHDL.

Pesynomam o00yuenua cuumaemca c@opmuposannvim (ROGLIUEHHDBIIL YPOBEHD), eCiu
meopemuyecKoe coOepIcane Kypca 0C80€HO NOJHOCMbIO, NPU YCHHLIX COOece008aHUSAX CMYOEHM
ucuepnvigarouje, NoOcied08amenbHO, YemKo U J02UYecKU CMPOUHO U3ideaem YYeOHull Mamepual;
C80000HO chnpagigemcs ¢ 3a0auamu, GONPOCAMU U OpyeUMU BUOAMU 3A0AHUL, MpedYVIouuUx
NpUMeHeHUs 3HAHUL, UCNONb3Yyem 8 omeeme OONOIHUMENbHbIIL MAmepuail, 6ce NpedyCMOmpeHHble
paboueti  yueOHOU NPOSPAMMOU 3A0AHUSL  BLINOJIHEHbL 6 COOMGEMCMEUU C YCMAHOBIEHHbIMU
mpebosanuam, CmyoOeHm CHocoOeH aHATU3UPOBAMb NOLYYEHHble pe3yabmamvl, Nposesiem
CamMOCmMosIMeNbHOCMb NPU BbINOTHEHUU 3A0AHULL, KAYECMB0 UX GbINOJHEHUSI OYEHEHO HYUCIOM Dallos
om 86 0o 100, umo coomeemcmeyem NOBLILUEHHOMY YPOBHIO CEHOPMUPOBAHHOCMU De3YIbMAaAmo8
o00yuenus.

Pesynomam o0yuenus cuumaemca copmuposannvim (ROpPO206vll  YPOGEHy), eciu
meopemuyeckoe cooepicanue Kypca 0C80€HO NOJIHOCMbIO, NPU YCMHbIX C00ece008aHUAX CMYOeHm
nOCIe008amenbHO, YemKO U JI0SUYeCKU CMPOUHO u3iazaem YYeOHbull Mamepuai, CHnpagisemcs C
3a0ayamu, 60nNpocamu U OpyeuMu 8uoamMu 3a0anuil, mpeoyrwux NpUMeHeHUs 3HAHUU, 6ce
npeodycmMompenHvle pabouell Y4eOHOU NpOpaAMMOU  3A0aHUsl BbINOIHEHbL 6 COOMBEMCMEUU C
YCMAHOBNIEHHBIMU MPebO8AHUAMU, CMYOEHm CHOCOOEH aHANU3UPOBAMb NOJYYEHHbIE Pe3YIbMmambl;
nposeisiem CcamoCmosmenbHOCMb NpU BbINOIHEHUU 3A0aHULl, KA4ecmeo UX GblNOJHEHUS OYEHEeHO
yuciom 6annos om 61 0o 85,9, umo coomeemcmeyem nopocoOBOMY YPOGHIO CEHOPMUPOBAHHOCMU
pe3yIbmamos 00yueHus.

Pezynomam od0yuenus cuumaemcsa Hec)opmMupoeannvim, eciu CmyoeHm npu GblNOJHEeHUU
3a0anull He OEMOHCMpUpyem 3HAHULL YYeOH020 Mamepuand, OOnycKkaem OWUOKU, HEY8ePeHHO, C
OonbUUMU  3aMPYOHEHUAMU  BbINONIHAEM 3A0AHUSA, He OeMOHCMmpUpyem HeoOXo0UMbIX YMeHUl,
KAuecmeo 6bINOJIHEHHbIX 3A0aHULL He COOMBEemcmayem YCmaHOBIeHHbIM Mpebo8aHUiIM, KAUecmeo ux
BbINOIHEHUS OYEHEHO YUCTIOM 0alN08 Hudce 61, umo coomeemcmeayem 00nopo2080MYy YPOBHIO.
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@opMBbI TEKYIEr0 KOHTPOJIS yCIIeBAeMOCTH

(I)OprI TEKYIIero KOHTPOJIs KommuaectBo KomamuecTBo 6autoB | Makc. BO3M. KOJI-BO
KOHTPOJBHBIX 3a 1 KOHTp. TOUKy OamoB
TOYCK
OtueTt o nabopaTopHoii pabote 4 10 40
OTYeT 1Mo MPaKTHIECKOMY 3aHATHIO 4 10 40
TBopueckuii pedTHHT (yuacTue B KOH(EpEHINUX, 1 20 20
OJIUMITUAAAX U T.I1.)
JlomoTHUTETbHBIC OAJUTBI 32 AKTUBHOE M3YYCHUE
JUCHUIUIMHBIY Jp.

HToro no pucuuiJivie 100 6aa10B

CI/ICTeMa OLCHHUBAHUA HpeI[CTaBJ'IeHa B SHCKTpOHHOM y‘{e6HOM Kypce 10 JUCHUITIIINHE
http://sdo.tolgas.ru/.

8.2. TumnoBble KOHTPOJIbHbIe 3aJaHuA WM HHble Matepuaabl qaa TEKYIIEI'O
KOHTPOJISI YCIIEBAEMOCTHU

8.1.1. TunoBbIe 3a1aHNsl K NPAKTHYECKUM (CEMHHAPCKUM) 3aHATHSIM

IpakTnyeckoe 3ansitue Ne 1 Pa3paborka m peaju3anmsi KOMILUIEKCHBIX CHCTEM 3alUThI
HHGopManum, BKJIYAIIHNX B ce0sl TEXHNYECKHE, OPraHU3aIlHOHHbIE U MPABOBbIE MePbl

- PazpaboTaTh mi1aH KOMIUIEKCHON CHUCTEMbI 3aIlUThl MHGOPMAIUH U KOHKPETHOM OpraHH3alluH,
YUHUTHIBAsI TEXHUYECKHUE, OPTaHU3AIMOHHBIC U MTPABOBBIC ACTICKTHI.

- [IpoBectu ananu3 yrpo3 6e3omnacHocTd WHGOPMAIMU U ONPEAECTUTh HEOOXOIUMBIE MEPHI M0 UX
IPEIOTBPALICHHUIO.

- CocraBuUTh CXeMy BHEApPEHHUS BBIOPAHHBIX MeEp 3aIlIUThl HMHPOpPMAIMM U OIEHUTh UX
3¢ (HEKTHBHOCTD.

IIpakTuyeckoe 3ansTHe Ne 2. YnpapjieHHe KOPHOPATUBHBIMU JAHHBIMHM U JaTa-IHEeHTPUYHAS
apxXuTeKTypa

- Ilpoananu3mpoBaTh CTPYKTYpY KOPHOPATHBHBIX JaHHBIX OpraHU3aluu U pazpaboTaTh naTa-
LHEHTPUYHYIO apXUTEKTYpy HHPOPMAIIIOHHON CHCTEMBI.

- OneHuTh TEKYIIUH ypOBEHb YIPABICHHUS KOPIOPATUBHBIMU JAaHHBIMH U MPEMAJIOKUTH MYTH HX
yIy4IIeHUSI.

- Pazpabotarp mnaH MO BHEAPEHHUIO JaTa-LIEHTPUYHOM apXUTEKTypbl M OOOCHOBaTh €ro
11eJIECO00Pa3HOCTD.

IIpakTuyeckoe 3ansaTue Ne 3. MoaejimpoBanue CUCTEMbI 3aIIUTHI HHpoOpMaAUH
- IlpoBectTm  MojenupoBaHHE  CHCTEMbl  3alIUThl  WHGOPMAIlMM C  HCHOJIB30BaHUEM
CIEIUATU3UPOBAHHBIX MHCTPYMEHTOB WJIM MPOTPAMMHBIX CPEJICTB.

- Co3ate AuarpaMMmy yrpo3 M ysS3BUMOCTEH MH(POPMAIIMOHHON CUCTEMBI U OMPENEIUTh KIIFOUEBbIE
MOMEHTHI JIJIsl yIyqIIeHusI 0€30MMacHOCTH.

- Pazpaborare mmaH Mep MO YCTPAHEHUIO BBISIBICHHBIX YSA3BUMOCTEH U MPOBEPUTH UX
3¢ (PEKTUBHOCTS.

IpakTnyeckoe 3anaTue Ne 4. Ounenka 3¢PeKTUBHOCTH CHCTeM O00pPadOTKH W 3alIUThI
uHpopmanuu.

- IlpoBectu oneHky >(QPEeKTUBHOCTH TEKYIIMX CHCTEM OOpabOTKM W 3aluThl HMHGOpMalUU B
OpraHM3alH C UCII0JIb30BAHNEM COOTBETCTBYIOINX METOIMK.

- CocTaBUTh OTYET O pe3y/ibTaTax OILIEHKH, BBIIBUTH cjaOble MecTa B cucTeMax O00paboTKU U
3alIUTHI UH(OPMAIIHH.

- [IpennoxuTh KOHKpETHBIE MEPHI MO YIYUIIEHUI0 3PPEKTUBHOCTH CHCTEM OOpaOOTKH U 3alllUThI
uHpopMaluu 1 000CHOBATh UX HEOOXOAUMOCTb.


http://sdo.tolgas.ru/
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8.1.2. TunoBble 3aJaHus 151 JJA00PATOPHBIX padoT

JlaGoparopHnasi padora 1 Pa3paboTka u peanu3anusi cucreMbl MOHUTOPHMHIA YS3BHUMOCTeld B
HHGpopMaLMOHHOI HH(PACTPYKTYpPE OPraHUu3aunu
- Hactpoiika cucTeMbl MOHUTOPHMHIA YSA3BUMOCTEH B CETH OpPraHU3alUd C HCIOJIb30BAaHUEM
CIEeMaIN3UPOBAaHHBIX MHCTPYMEHTOB (Hanpumep, OpenVAS, Nessus).

- [IpoBeieHne CKaHUPOBAHUS CETH HA HAIMYUE YA3BUMOCTEH U aHAIIU3 PE3YJIbTATOB.

- Pa3paboTka oTueTa 0 BBISIBICHHBIX YS3BUMOCTAX M MPEUIOKEHUE MEP 0 UX YCTPAHEHHUIO.

JlaGoparopuasi padora 2 IlpoBeneHue ayaura 0e30MacHOCTH HH(OPMANMUOHHON CHCTEMBI €
1eJIbI0 BbISIBJIEHHS YA3BUMOCTEH M pa3padoTKa MjiaHa uX yCTPpaHEeHUs!
- [IpoBenenue aynura 6e30MacHOCTH MH(POPMAITMOHHON CUCTEMBI C UCIIOJIb30BAHUEM METOIMK ay/IuTa
(marmpumep, OWASP Top 10, NIST SP 800-53).

- AHanu3 pe3ysbTaToOB ayAuTa U BblgBiIeHUE ysa3BuMocteil B C.

- PazpaboTka niana Mep 1o yCTpaHSHHIO YSI3BUMOCTEH ¢ OIpeielIeHueM PUOPUTETOB U CPOKOB.

JlabopaTopHasi padoTa 3 AHAJIU3 CUCTEMBI 3alIIUTHI HHPOpMALNH
- M3y4yenue Tekymiel cCuCTeMBbI 3aIUThl HH(OPMAIIMH B OPTaHU3aIHH.

- AHanu3 CTPYKTYpHl 3alIMThl MH()OPMAILUHM, BKIIOYAs MPOTHBOJCHCTBUE Yrpo3aM, KOHTPOJb
JOCTyTa, IU(PPOBaHUE TAHHBIX U T.JI.

- Onenka 3()(heKTUBHOCTH CHCTEMBI 3AIIUTHI U MPEIUIOKEHNE MEP T10 €€ YIyJIICHHIO.

JlabopaTtopnass pabdora 4 OJBojaUUS NOAX0A0B K IOCTPOCHHMI0O HHTErpUPOBAHHOM
HH(OPMANMOHHOM CHUCTEMBbI MPEANPUATHSA HA OCHOBAHUM 3anpocoB OusHeca k Ub

- Uzydenwue 3anmpocoB Ou3Heca K MHGOPMAITMOHHON 0€301TaCHOCTH TIPS IITPHSITHSL.

- AHanM3 CyHIECTBYIOIIUX MOAXO0/I0B K TOCTPOCHUIO HHTETPUPOBAHHON MH(DOPMAIIMOHHON CHCTEMBI
Ha OCHOBE 3aIpOCOB On3HEca.

- Pa3paboTka KOHLIEMIIMU OHBOJIONMM HHPOPMAIMOHHON CHCTEMBI MPEINPHUITHS C Y4ETOM
TpeOoBaHUH K 0€30ITaCHOCTH TaHHBIX U IIPOIIECCOB.
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8.2. TumoBble KOHTPOJbHbIE 3aJaHUSl WJIHM HHbIE MaTepHaJbl I TPOBeJCHUsA
MNPOMEXYTOYHOU ATTECTALIUN

dopma TPOBEACHUS MPOMEKYTOUHON ATTECTAI[MH IO AUCIMIUIAHE: 3aueT (M0 pe3yibTaram
HaAKOIIUTEJILHOTO PEUTHHTA, B (pOpME KOMITBIOTEPHOTO TECTUPOBAHMUS)

YcTHOo-tuchMeHHas (opMa 1Mo SK3aMEHAIIMOHHBIM OWJIeTaM MpeJIoiaraeTcs, Kak MpaBUIo,
JUISL CIa4X aKaJIeMUYECKON 3aJ0JKEHHOCTH.

IlepeyeHb BONPOCOB U 3aJaHUii JJI51 IOATOTOBKH K 3a4eTy

OIIK -2:MOIIK-2.2, UOIIK-2.3. Cnocofen pa3padaTbiBaTh TeXHHMYECKHHl TMPOEKT
cucreMbl (moACHCTEMBbI JHMOO0 KOMIIOHEHTa CHCTeMbl) o0OecriedeHUsi WHGOPMANUOHHOM
0e30IacHOCTH.

1. TlousATHe HHTETPUPOBAHHON KOPHIOPATUBHOM MH(POPMALIMOHHON CUCTEMBI.

2. OCHOBHBIE TUIIBI HHTETPAIIMOHHBIX 3324

3. Meroaoorust «OTKPBITBIX CHCTEM) H MPOOIeMa HHTETPaIUH.

4. bazoBble Mojaenu MHTerpauuu (nepenada ¢aiinoB, oOMeH COOOLICHUSMU, YAAJICHHBIA BHI30B
IPOIIEeTyPHI, HCIIOJIb30BaHKE 001l 0a3bl JaHHBIX) U UX CUJIBHBIC U CIIA0bIe CTOPOHBI.

5.  YpoBHU MHTErpallUy KOPIOPATUBHBIX MPHIOKEHUN

6. Ilpobnema cranmaptu3anuu. OCHOBHBIE OpraHM3alW{, 3aHUMAIOIIMECS YTBEPXKICHHEM
CTaH/IapTOB.

7. Cuenapuu uWHTerpanuu NaHHBIX. [lodydeHWe MAHHBIX JUISI XPAHWIUIL JAaHHBIX M CHCTEM
ousHec-aHanuTuku (TexHojorus ETL).

8. TIlnardopmbl g umHTerpaumu koprnopatuHoit wuHpopmanuu (Oracle Data Integrator,
Informatica power center, IBM Information Server).

9. Texnonoruu Big Data u mpo6iiema HHTETpaIny.

10. OmnummTe caMblif COBPEMEHHBIN MOIX0/ UHTErpaliuu OU3HeC MPOLIeCCoB

11. Yero nmomoraet nqoduthcsi Kommo3zutHoe (COCTaBHOE) MPHIIOKEHUE

12. Kak Ha3pIBaeTcsi cucTeMa MO3BOJISIONIAs HapalluBaTh M 3alUCHIBaTh B ce0s MHPOPMAIUIO U
BBICTPaNBAIONIast HHTETPALIMOHHYIO CUCTEMY

13. VnpaBnenus puckamu HH(GOPMAIIMOHHON 0€30MacHOCTH

14. OcHoBHBIE UCTOYHUKHU YTPO3 U BUJIBI HAPYIIEHUH B 00J1aCTH UHPOPMAIIIOHHON 6€3011aCHOCTH.

15. TIpouecc ymnpaBieHus HempepbIBHOCTHIO. [IpenmyiiecTBa u mpoOiieMsl mpoiiecca.

16. Tlpomuecc ynpaBnenus 6e3omacHOCThIO. Llenn n mpenmyIecTsa mporecca

17. OcHoBHbIe IONOXKEHUs cTanaapTa BS7799

18. OcHoBHbIe TTONOKEHUS cTanaapTa [ISO 17799.

19. Cucrema nundopmanroHHOM 0€30MaCHOCTH MPEANPHUATHS (331a4U CUCTEMbI, 0OBEKTHI 3aIUTHI)
OcHOBHBIE UICTOYHHMKH YIpO3 U BUJbI HApYIIEHUH B 0071acTH HH()OPMALIMOHHON OE€3011aCHOCTH.

20. Ilenmu u 3a1a4u MHTETPALIUUA CUCTEM 0OPaOOTKH U 3alTUTHI HHGOPMAITUU

21. UYro Takoe MCO3U u xakue MPUHIIMITHI JISKAT B €€ OCHOBE?

22. Kakue MEeTOJbl U TEXHOJIOTUU UCTIONB3YIOTCS IS 3alIUThl HHPOPMAIIUN B MHTETPUPOBAHHBIX
cucremMax?

23. Kak obecnieunTh COBMECTHMOCTh MEXKY PA3THUHBIMU CHCTEMaMHU OOPaOOTKH U 3aIUTHI
uH(popmanun?

24. Kaxue ponu 1 00s3aHHOCTH BO3JIArarOTCs HA UHTErpaTopa cucTeM o0pabOTKHU U 3aIIUTHI
uH(popmanun?

25. Kaxkue TexHonOrnu muQpoBaHus IPUMEHSIOTCS TSI 3alIUTH HHpOopManuu B
MHTETPUPOBAHHBIX CHCTEMax 00pabOTKH U 3alUThI?

26. Kak mpoucXouT UHTErpaIus CUICTEM MOHUTOPHHTA U ayAuTa B HH(GOPMAIMOHHON
6e3omacHOCTH?

27. Kak mpoucxoauT MpoeKTUPOBAHKUE U HACTPOIKA MHTETPUPOBAHHBIX CUCTEM 00PaOOTKH U
3alUThl HHOpMauu?

28. Kaxkue mepbl mpeAnpuHUMAIOTCs At obecneuenus 3amuTel oT DDoS-atak B
MHTETPUPOBAHHBIX CUCTEMaX 00pabOTKH U 3alIUThl HHPOPMALIUU?
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IIK-4:AIIK-4.3. Cnoco0eH pa3padoTaTh apXHUTEKTYPy CHCTeMbl 3alMThl HHPOpPMALUH W
NMPOBECTH AHAJU3 YA3BUMOCTH M J(PpPekTHBHOCTH €€ MoOgeJH ¢ Y4eTOM cHenupuku
AeATeJJbHOCTH OPraHN3auuu U 00padaTbiBaeMbIX JAHHBIX.

29. Kak obecrieunTh 0€30MacHOCTH MPH Mepeiaue JaHHBIX MEXKIY Pa3IMYHBIMH M10/ICUCTEMaMH B
UHTETPUPOBAHHBIX CUCTEMax?

30. Kakue MeTozp! ayTeHTU(UKAMH U aBTOPU3ALINHU HCIIONB3YIOTCS B MHTETPUPOBAHHBIX
cucreMax oOpabOTKH | 3amuThl HHGopManuu?

31. Kakum 00pa3oM OCyIIECTBIISICTCS MHTETPALNS PA3IUYHBIX YPOBHEH 3alTUTHI B
UH(POPMALMOHHBIX CHCTEMAX ?

32. Kakwue mpoTOKOJIbI U CTaHJAPTHI UCIIOJIB3YIOTCS IPH UHTETPALMU CUCTEM 00paOOTKH U 3aIUTHI
uHpopmanuu?

33. Kakwue Mepbl npenpruHUMAKOTCS 7151 00ecTiedeHns: OE30MTaCHOCTH B CIIydae BHIBOJIA U3
AKCIUTyaTali HH(POPMAIIMOHHBIX CHCTEM MU 000pyI0BaHUS?

34. Kakuie MeTOIbl ¥ TEXHOJIOTHH UCIIOIB3YIOTCS JIJIsl OOHAPYKCHUS U MPEIOTBPAIICHUS YTCUEK
KOH(HICHIIMATHHON HH(OPMAIMK B UHTETPUPOBAHHBIX CUCTeMaxX 00pabOTKH U 3aIUTHI
uHpopmanun?

35. Kakwue meTozp! oOecriedeHust [eT0CTHOCTH JAaHHBIX UCTIONB3YIOTCSI B UHTETPHPOBAHHBIX
cucreMax oOpabOTKH M 3alIUThl HHPpOpManuu?

36. Kakum 006pa3om OCyIIECTBISCTCS PE3ePBHOE KOMMMPOBAHNE U BOCCTAHOBJICHUE JIAHHBIX B
WHTETPUPOBAHHBIX CUCTEMaX 00pabOTKH U 3aIIUThl HHPOpMAITUU?

37. Kaxue MeTOobI HCTIONIB3YIOTCS JUIS 3alIUTHI OT aTaK Ha MPHUKIIAJHbIC YDOBHH B
WHTETPUPOBAHHBIX CUCTEMaX 00pabOTKH U 3alIUThl HHPOPMALIUN?

38. Kak ocymiecTsisieTcss MOHUTOPHHT U aHAJIU3 CETEBOTO Tpahka B MHTETPUPOBAHHBIX CUCTEMaX
00paboTKH U 3auThl HHPOpMauu?

39. Kakum 00pa3zom OCyIIeCTBISETCS] KOHTPOJb M 3aIIUTa HHPOPMAIUH IPH TIepeiade

40. IloHsiTHE WMHTETPUPOBAHHOW KOpHopaTuBHOW HH(MOpMarmoHHON cuctembl. Konmenmus ERP
(Enterprise Resource Planning)

41. Tunosas apxurektypa ERP-cuctem. ERP-cuctema kak 1ieHTp MHTErpaliiOHHOTO perieHusl.

42. Kak oneHHTh YpOBEHb PUCKA MPH UCIOJIH30BAHUN HHTETPUPOBAHHBIX CHCTEM?

43. TIpuHUIMIBI HOCTPOCHUS aPXUTEKTYPhl CUCTEM 3aIUUThI HH(POPMAIIHH.



