[loKyMeHT NoAnucaH NpocToit 3NeKTPOHHOM NOANMUCHI0
UHdopmauys o enaMMEMCTEPCTBO HAYKH 1 BBICILIEI'O OBPA3OBAHUS POCCUMCKON ®EJIEPALINN
©KO: BribopHosa fieftepaipiiessidcynapcTBEHHDE OOKETHOE 00pa30BaTEIbHOE YUPEKIEHUE BBICILETO 00pa30BaHMs
Honxtoctb: Pektop «[ToBomxckuii rocyaapcTBeHHbIl yHHBEpcuTeT cepBuca» (PI'bOY BO «I1IBI'YCy»)

[arta nognucanus: 30.10.2026 13:44:40

YHUKaNbHbIA NPOTPaMMHBIA KNOY: By cqyas wikosla unmennekmyanbHbix cucmem u Kubepmexmono2uil
c3b3b9c625f6c113afa2a2c42baff9e05a38b76e

PABOYASA [TPOTPAMMA JUCHUITJIMHBI

b.1.B.03.02 «3ammTa mporpaMMHOro odecmne4eHusn)

Hanpasnenue noarotoBku:

10.03.01 «MudopmannonHas 6e30N1aCHOCTD)

Hamnpasnennocts (mpoduis):

«Opranu3anms 4 TeXHOJIOTUH 321U THI HHGoOpMaTUn
(mo orpacau niam B cepe npodecCHOHATBHON NeATeTbHOCTH)»

KBanuduxarus BeimyckHUKA: DaKkaJiaBp

Toapartu 2025



PabGouass mporpamMma AWCHUIUIMHBI «3amuTa MPOTPaMMHOTO oOOecTedeHus» pa3padoTaHa B
cooTBeTcTBUU ¢ DenepanbHbIM TOCYJApPCTBEHHBIM 00pa30BaTEIbHBIM CTaHAAPTOM  BBICILIETO
oOpazoBanusi — OakajmaBpuaT 1o HampasiaeHuto noarotopku 10.03.01 «MuabopmanronHas
0€30MacHOCTbY, YTBEPKACHHBIM MpHKa3oM MUHHCTEpCTBA HAyKHM M BBICIIEr0 00pa3oBaHUs
Poccuiickoit ®enepanuu ot 17.11.2020 1. Ne 1427.

Cocrasurenu:
CTapUIMi MPEINoIaBaTeNlb 10.C. Mynuposa
(ydyeHas cTerneHb, y4eHOE 3BaHHE) (®HO)

PIIJ] o6cyxneHa Ha 3aceJaHUM YYEHOTO COBETa BBICIICH IIKOJIBI MHTEIUIEKTYaIbHBIX CUCTEM U
KHOEPTEXHOJIOTUI

«23» 05 2025 1., mporokon Ne 10

Hupextop K.3.H., JOLEHT O.A. ®ununmnosa

(yu.cTerieHs, y4.3BaHHE) (®UO)




1. IEPEYEHD

JTACIHATIIAHE,

COOTHECEHHBIX

IINTAHUPYEMBbIX

PE3YJIBTATOB
C IINIAHUPYEMbBIMH

OCBOEHUA OBPA30OBATEJBHOMN NPOT'PAMMBI

1.1. lleab ocBOeHUsA TUCUHUILIMHBI

HCJ'ISIMI/I OCBOCHHUA NUCLHUIIIINHBI ABJIAIOTCA:

— ¢opMupoBaHHE y OOYYAIOIIUXCS CHCTEMHBIX TEOPETHYECKHX 3HAHUH O METoAax |

OBYYEHUA
PE3YJIbTATAMU

CpEeICTBAaX 3alllUThI IPOTPAMMHOT0 O0ecreueHus oT yrpo3 0e3onacHocTu HHGOpMaIuy;

—  ¢dopMUpOBaHHE YMEHHUS NPHUMEHSATH IPOTrPAMMHEIE,
TEXHUUYECKHUE CPEeJICTBA 3alUThl HH(OPMALIUU, B TOM YUCIE KpUNTOrpaduueckue, nmpu pa3padboTke u

IKCIUTyaTaI[MH MPOTPAMMHOTO 00ECIICYCHHST,

— (dopMUpOBaHHE HABBIKOB YCTAaHOBKM, HACTPOMKU U OOCITYXMBAHHS CPEICTB 3alIUThHI

POrPaMMHOTO O0ECTICUeHUSI.

- (opmupoBanue y oOydaromuxcs oOnenpodecCHoHaIbHBIX KOMITCTCHITHI

UCNoOJ1b306AHUA qu)OpMaL{MOHHO'KOMM_)/’HMKCZL;MOHHblx MEXHON02UU U M.N.

- opmuposanue y obyuarowuxcss NpopheCcCUOHATBHBIX KOMIIETEHIMI, HEOOXOAUMBIX IS

peneHus 3a1a4 Npo(ecCHOHATBbHON 1A TEIbHOCTH.

1.2. IlepeveHb MIIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHHUSs M0 TUCHHUILINHE

MPOrpaMMHO-aNNapaTHbIE U

KOI[ H HAMMCHOBAaHHE
KOMIIETCHIIMHA

KOZ[ U HAUMEHOBAaHUE
HHIAUKATOpA TOCTHKCHUHA
KOMIIETCHIIMHA

Ilnanupyemble pe3yJbTaThbl
00y4eHHs Mo TUCHUTLINHE

OcHoBanmue (IIC)
* st
PO eCCHOHATHHBIX
KOMIIETEHIIAHI

OIIK-9. Crocoben
MIPUMEHSTH CPEJICTBA
KpunTorpahudeckon
1 TEXHUYSCKOHU

3aMU Tl HHGOPMAITIH
JUTSI peIlieHuUs 3a/1a4
poheCCHOHATBHON
JIeSITEIbHOCTH

NOIIK-9.1. 3naer
OCHOBHBIE
XapaKTEepPUCTUKH,
JOCTOWHCTBA
HEIOCTAaTKH CPEJICTB
KpUnrorpaduiyeckoit u
TEXHUYECKOM 3aIINTHI
rH(pOpMaIu B
aBTOMaTH3MPOBAHHBIX
cucreMax

HOIIK-9.2. [Tpumensiet
cpencTaa
KpUnTorpaduyeckoit u
TEXHUYECKOM 3aIINTHI
nHpOPMAaLUH OT

3HaeT:

— OCHOBHBIE XapaKTEPUCTHKH,
JIOCTOMHCTBA ¥ HEAOCTATKU
CPEACTB KpUNTOrpaduuecKon 1
TEXHUYECKOH 3aIIHUThI
MIPOrPaMMHOI0 O0eCIIeUeHHS

Vmeer:

— IPUMEHSATh CPEICTBA
KpUNTOrpaduuecKon 3aInuThl
MPOrPaMMHOT0 00eCTIeUeHHS OT
HECaHKIIMOHUPOBAHHOTO J0CTYTIA
1 MoIU(UKAIIUU

Bnaneer:

— HaBbIKaMHU IPUMCHCHU A

CYTEUKUY CPEJCTB KPHUIITOTpadUIECKON 1

TEXHUYECKOH 3aIIHUThI

MIPOTPAaMMHOTO 00ECTICUCHHUS
IIK-1. Cioco6en HIIK-1.1. 3Haer:
BBITIOJTHATH PaOOTHI YcTranaBnuBaer, — NOPAZIOK YCTAHOBKH, HACTPOHKH
M0 YCTAHOBKE, HacTpauBaeT U ¥ 00CIy)KHBaHHS CPE/ICTB 06.032 Crierpatict
HAaCTpOMKeE U 00CITy’)KUBaeT 3aIUThI IPOTPaMMHOTO 1o 6e30MacHOCTH
00CITy>KUBaHHIO POrPaMMHOE oOecrieyeHus: B COOTBETCTBUH C KOMITBIOTEPHBIX
IPOrPaMMHBIX, obecrieuenye, TEXHUYECKOW JOKyMEHTAIIUeH CHCTeM U ceTeit
IPOrpaMMHO- IIPOrPaMMHO-

arnmapaTHBIX (B TOM

arrnapaTHbIC U

VmMeer:

8 obaacmu




qucie TEXHUYECKUE CPEIICTBA — YCTaHAaBJIMBaTh M HACTPAUBATh
KpunrorpaduuecKknx) | 3aluThl HHOOPMAIMK ¢ | CPEICTBA 3alTUThI POTPAMMHOTO
1 TEXHUYCCKUX coOJTI0TIeHrEeM obecrieueHus ¢ COOTI0CHUEM
CPEJICTB 3aIIUTHI TpeOOBaHMA 110 3aITUTe | TPSOOBAHMIA 11O 3aITUTE
nHDOpMaIuu nHpopMaIun nHpopMaIuu

HIIK-1.2. Ymeer

yCTaHaBJINBATh Buajeer:

MPOTpaMMHOE

— HaBBIKAMH O0CITYKUBaHHS
MPOTPaMMHBIX U TTPOTPaMMHO-
anmapaTHBIX CPEJICTB 3alTUTHI
MPOrPaMMHOT0 00eCTICUCHUS

obecrieucHue B
COOTBETCTBHH C
TEXHUYECKOH
JOKYMEHTalUEN,
BBITIOJHATH HACTPOUKY
rapamMeTpoB PabOThI
MPOrPaMMHOTO
oOecreueHus, BKIIovas
CUCTEMBI YIIPaBICHUS
0a3zaMH JaHHBIX U
CPEeICTBa SIEKTPOHHOTO
JIOKYMEHT0000pOTa,
(hopmynrpoBaTh paBUIa
Oe3omacHOM
AKCILTyaTaIiH

2. MECTO JUCIHATIJIMHBI B CTPYKTYPE OBPA3OBATEJILHOM ITPOI'PAMMBI

JlMcuuIUIMHA OTHOCUTCS K uacmu, Qopmupyemol Y4acmHukamu o0pa3zo8amenbHbIX
omnowenuti, bnoka 1. Qucumrmumnel (Momynu) mporpaMmbl  OakanaBpuara (b1.B.03
[TpodeccuonanbHbIi MOAYIB).

3. CTPYKTYPA U COAEP)KAHUE JUCIUTIJINHBI

3.1. O0beM u CTPYKTYpa AUCHMILIHHBI

O6mmas TpyA0EMKOCTh TUCHHUIUINHBI cOcTaBiseT 6 3.e. (216 yac.), Ux pacrpeneieHue mno BuaaM padbot
MPEeJICTaBJICHO B TaOIHIIE.

Buabl yueOHbIX 3aHATHI U Pa60THI 00y4aI0IIUXCS TpynoeMKkocCThb, 4ac
BCEro __ 4 cemectp _ 5 cemectp
O0mas TPyA0eMKOCTh JUCHHILIHHBI, 4aC 216 72 144
KonrakTHasi padoTa 00y4aomuxcsi ¢ mpenogaBartejieM 156 /88 56 /36 88 /52
10 BUAAM y4eOHBbIX 3aHATHII (BCEro), B T.4.:
3aHATHS JIEKIHOHHOT0 THNA (JICKLUH) 64 /40 28/18 36/22
3aHATHS CEMHHAPCKOIO THIA (CEMHHAPDI, IPAKTHYCCKHE 64 /40 28/18 36/22
3aHATHS, IPAKTUKYMbI, KOJUIOKBHYMBI U HHBIE aHATOTHIHBIC
3aHATHS)
J1adopaTopHbie padoThl 16/8 -/- 16/8
CamocTtosiTe1bHasi padoTa BCero, B T.4.: 45/115 16/32 29/83
CaMOomoAroToBKa 1o TeMam (pasaesam) TUCHHUILIMHBL -/- -/- -/-
BeInosiHeHNE KypcoBOTO MPOeKTa /KypcoBoil paboThl 36/36 -/- 36/36
KonTpoas (4acel Ha 3K3aMeH, 3a4€T) 27/13 -/4 2719
IIpomexyTouHnas aTrecTauus 3a4er JK3aMeH/ 3allUTa
KP/KII

[Mpumeuanue: -/- 06vem uacos coomeemcmeeHHo 0isi OUHOU, OYHO-3A0HHOU POpM 0OyUeHUs




JlucuumiuHa peanu3yeTcsl IOCPEICTBOM MPOBEIEHUSI KOHTAKTHON padoThl ¢ 00yJaromuMucs
(BKJIIOUAs POBEJICHHUE TEKYILETO KOHTPOJIS YCIIEBAEMOCTH ), CAMOCTOSITEIBHON pabOThl 00yUYarOmUXCs
U TIPOMEXKYTOYHOM aTTECTALIUH.

B mpouecce oOCBOEHHS JUCHUIUIMHBI MOXXET MPUMEHSATHCA DJCKTPOHHOE OOy4YeHHe U
JTUCTaHIIMOHHBIE 00pa30BaTeNIbHbIE TEXHOJIOTHH.

B mpouecce ocBOEGHHUSI TUCHMIUIMHBI O0YYaromuecss 00ecreYeHbl JOCTYIIOM K 3JIEKTPOHHOM
nH(}OPMaLIMOHHO-00pa30BaTEIBLHOM Cpejie U IIEKTPOHHO-OUOIMOTEYHBIM CHCTEMaM.

3.2. Copepxxanue IMCUMILIMHBI, CTPYKTYPHPOBAHHOE 110 TEMaM

Buabl yueoHo# padoThl
IInannpyembie

Pe3yJIbTAThI KonrakrTHasi padora
OCBOEHHS:

KO
dopmupyemoii | HapMeHOBaHUe pa3JaeJioB, TeM
KOMIIETEHIUHU U

HHAUKATOPbI
JOCTHKEHUSA
KOMIIeTeHIuii

DopMBbI TEKYIIEro
KOHTPOJIsI
(HauMeHOBaHHe
OLIEHOYHOTI'0 CPe/ICTBA)

Jleknum, yac
padoThl, Yac
IIpakTHyeckue
3aHATHS, YaC
CaMocTosiTeIbHasI
padora, yac

JlabopaTopHble

4 cemecTp

TEMA 1. YI'PO3bI
BE3OIIACHOCTH
INPOI'PAMMHOI'O
OBECIIEYEHUS (3 CEMECTP)

11/5 YcTHBIH onpoc

OCHOBHOE COJIEPKAHUE:

1. ITonsaTre 6e30macHOCTH
nporpammHoro obecniedenus (110).
2. Knmaccuduxkanwmst yrpos
6e3omacHoctH [10:
HECaHKIMOHUPOBAHHOE
KOMTUpOBaHUE, MOTU(UKAITHS,
peBepC-UHXUHUPHHT.

3. JXKusnennsrii nuki 11O u s3Tansl

OITK-9 BHEJIPEHUS YIPO3.

MOIIK-9.1 Jlaboparopras pabora 1.
HccnenoBanue MeToZioB 00(ycKaluu u
neo0dyckam Koia

Hens: M3ydenme crmoco6oB
3alIMTBl  MPOTPAMMHOTO  KOJa  OT
aHaIM3a.

Onucanmne: CryneHTsl -4
NPUMEHSIOT METOJbl TePENMEHOBAHMS
UIEHTH(HUKATOPOB, 3aIyThIBAaHUS
YIPABISIFOIMX KOHCTPYKIIU u
mmdpoBaHUST  CTPOK. 3aTeM  OHH
MPOBOIAT AaHAJIM3 W BOCCTAHOBJIICHHE
HCXOJHOW CTPYKTYpBI KO/Ia C OMOIIBIO
Jeo0(hycKaTopoB.

IIpakTnueckoe 3ansatue Ne 1.
AHanu3 yrpo3 0e301acHOCTH 11/7
TUIIOBOTO MPOTPaMMHOT0 IIPOYKTa

CamocrosTensHOe
CamocTositenbHas paboTa 5/5 | uzydenue

METOANYCCKUX




MaTepHuaoB

OIIK-9
NOIIK-9.1

TEMA 2. BPEJOHOCHOE
INPOI'PAMMHOE
OBECIHHEYEHHUE (3 CEMECTP)

11/5

YerHsiit ompoc /
TECTUPOBAHUE

OCHOBHOE COJIepIKaHUE:

1. Knaccudukauus BpeZo0HOCHOTO
MPOTPAMMHOTO 00CCTICUCHHUS
(BUpYCHI, UEPBH, TPOSHBL,

MM (POBANBLINKH).

2. Metopl pacpocTpaHeHHUs 1
3apakeHus BpeaoHocHBIM [10.

3. [lpu3Haky 3apaK€HUS] © METOBI
oOHapyxeHus BpenoHocHoro [10.

Jlabopatopuast pabota 2.
AnHanu3 OuHapHbIX (ailIoB M THOUCK
ySA3BUMOCTEHN

ean: OcBoeHHUE
WHCTPYMEHTOB CTaTHYECKOTO u
JMHAMHYIECKOTO aHAJIN3a.
Onucanme: C UCIIOIB30BAHUEM
nebarrepoB u au3acceMOIepoB
HCCIEIYeTCs] CKOMIMINPOBAHHBIN KO
nporpamMMsl. HaxonsTes tormueckne
OLIMOKH, He3allIUIIEHHbIE QYHKIMU 1
MOTEHIMAJbHbIC TOYKH [UISl BHEIPEHUS
CTOPOHHETO KOJa.

IIpakTrueckoe 3anstue Ne 2.
AHanu3 IpU3HAKOB 3apaKEHUS
IPOTrPaMMHOT0 00eCIIeUeHHS
BPEIOHOCHBIM KOZIOM

11/7

CamMocTosTenpHas pa60Ta

5/5

CamocrosTenbHoe
U3Yy4EHUE
METOJINYECKUX
MaTepHaoB

OIIK-9
HOIIK-9.2

TEMA 3. 3ALLIUTA IO OT
HECAHKIIMUOHUPOBAHHOT' O
KOIMUPOBAHUS U
MOJU®PUKALIMHU (3
CEMECTP)

10/5

[IpakTruueckoe
3aJjaHue

OCHOBHOE COJIEpIKaHUE:

1. MeTonp! 3alTUTHI TPOTrPAMMHOTO
obecrieyeHus oT
HeCﬁHKHHOHHpOBaHHOFO
KOHI/IpOBaHI/IH.

2. MeTozs! 3aIMThI IPOrPaMMHOTO
obOecrieuyeHus OT
HECAaHKIIMOHUPOBAHHOM

Mo u(UKaIINY.

3. TexXHOJOTUY JTULIEH3UPOBAHUS U
aKTHBAI[UU MPOrPaMMHOI0




oOecrieyeHus..

JlaGopatopnast pabora 3.
HccnenoBanne MEXaHHU3MOB
nepenoigHeHus Oydepa

Heab: Nzyuenue
yA3BUMOCTEH CTeKa W METOJO0B HX
9KCILTyaTaliH.

Onucanne: Co3naercs yaeOHas
IporpamMma ¢ ysi3BUMOCTBIO
nepernonHenus oydepa. [IpoBogurcs
aTaka c Iepe3alnchbio ajgpeca BO3Bpara,
TMIOCJIE YETO M3Y4aloTCsl METOIbI
NPEeOTBPAIIECHHS TAKHX COOEB
(HanpuMep, TEXHOJIOT MU 3aIHUTHI CTEKa
DEP u ASLR).

IIpakTrueckoe 3anstue Ne 3.
Amnanuns metoaoB 3amute! 110 ot
KOTMMPOBAHUS U MOAHDUKAIIH

10/7

CamocTosiTenpHas paborta

4/5

CaMocTOsSTEILHOE
U3yUYCHHE
MCETOAUYCCKUX
MaTepHajoB

OIIK-9
NOIIK-9.2

TEMA 4.
KPUIITOI'PAOUYECKHUE
METOJbI 3AIIINTHI
ITPOI'PAMMHOTI'O
OBECIIEYEHUS (3 CEMECTP)

10/5

Joxnan/coo0ienue

OCHOBHOE co/iep)KaHue:

1. Ilpumenenue
KpUNTOrpaduuecKuX METOJIOB JIs
3aIUThI TPOrPAMMHOTO KOJIa.

2. DNEeKTpOHHAs MOAMNCH
MPOrpaMMHOT0 00ECIICUCHUSI.

3. CpencTBa KOHTPOJIS IIEJIOCTHOCTH
MPOTrPaMMHOT0 00eCTIeUCHHS.

JlaboparopHast pabora 4.
Co3nanne u OOHapyXEHHE IIPOrpaMM-
3aKJIaJI0K U BUPYCOB

ean: [Tornmanne
MPUHIAIOB paboTsl BpegoHocHOTo 110.
Onucanme: PaccmarpuBaroTcst 6a30Bbie
AJITOPUTMbI BHEJIPEHHSI BPEIOHOCHOTO
KO/1a B JIeTUTUMHBIE (haitnbl. CTyIeHTHI
HaCTPanBalOT CUTHATYPHBIIN 1
9BPUCTUYECKUH aHaIN3 JJIsl TOUCKA
9THX DJIEMEHTOB B N30JIMPOBAHHON

cpene

IIpakTnueckoe 3ansatue Ne 4.
IIpuMeHeHne AMeKTPOHHOI
MOJIUCH 17151 KOHTPOJIS
[EJIOCTHOCTH MPOTPaMMHOTO
obecrieueHus

10/7




CamMocTosTenbpHas pa60Ta

4/5

CamMocTosSTeNIbHOE
U3y4yeHue
METOAUYECKHX
MaTepHuasoB

5 cemecTp

I1K-1
WIIK-1.1

TEMA 5. BE3OIIACHASA
PA3PABOTKA
INPOI'PAMMHOI'O
OBECIIEYEHUA (4 CEMECTP)

715

VYceTHBIH opoc

OcHoBHOE COZACPpIKaHUC:

1. ITousTre 0e30macHOTO
JKU3HEHHOTO KA pa3padboTku [10
(Secure SDLC).

2. TpeboBanus O€30MMaCHOCTH Ha
JTamnax MpOEeKTUPOBAHMS,
pa3pabotku, TectupoBanus [10.

3. CtanaapThl U METOAUKHU

Oe3omacHoi pa3paboTku
MPOrpaMMHOI0 00eCTICUeHUsI.

JlaGopaTopHas  paboTta
3. [IpumeHeHue
KpUNTOrpaUUecKux  METO/0B
3ammtsl [10

eas: 3amuTa
LEJIOCTHOCTHU u
KOH(HIEHIIMATILHOCTH
MIPUIIOKEHU .

Onucanue:
Peanuzyercs
ugpoBoi
UCIIOJTHSEMOTO
mudpoBanue
KOH(QUT'YpallUOHHBIX (ailioB u
3alIUTa KPUTUYECKH  Ba)KHBIX
Y4acTKOB KOJa C IIOMOIIbIO
CUMMETPHYHBIX u
ACUMMETPUYHBIX aITOPUTMOB.

poBepKa
MOJIITUCH
daiina,

4/1

IIpakTnueckoe 3ansrue Ne 5.
AHanu3 TpeboBaHMI 0€30MacHOM
pa3pabOTKH JJIs1 THTIOBOTO
POrpaMMHOr0 MPOEKTa

717

CamocTosTenpHas paborta

4/5

CaMoCTOSTENILHOE
U3YyYCHUE
METOIUYECKUX
MaTepHaJIOB

[IK-1
WIIK-1.2

TEMA 6. CTATUYECKHI1 1
JTAHAMWYECKUN AHAJIN3
BE3ONMACHOCTH MO (4
CEMECTP)

7/5

[IpakTHueckoe
3aJjaHue




OCHOBHOE COJIEpKaHUE:

1. MeTonpl CTaTHYECKOTO aHaIu3a
0e30MacHOCTH MPOTPAMMHOTO KOJIA.
2. MeToapl JUHAMHYECKOTO aHAIIN3a
0e30IacHOCTH MTPOTPAMMHOTO
obecnieuenus (fuzzing, oTnaaxa).

3. UucTpyMeHTaNbHBIE CPEICTBA
a"amm3a 6e3zomacuoctu [10.

JlaboparopHas pabora 6.
HccnenoBanue cpeicTB 3alIUThHI
OT OTJIAJIKU U peBepca

ean: 3HaKOMCTBO C
METOaMH MPOTUBOJICHCTBHS
anamu3y (Anti-Debugging / Anti-
Analysis).

Onucanue: B
IIPOrpaMMHBII MPOAYKT
BHEJPSIIOTCS IPOBEPKU Ha
HaJIN4Ke 3amyIeHHbIX
OTIIQYUKOB, BUPTYaTbHBIX
MalIuH W TIECOYHHII.
CryneHTsl yuatcsi OOXOAUTH ATH
3alIUTHBIC MEXaHU3MBI.

4/1

[Ipaktuueckoe 3anarue Ne 6.
ITpoBeneHue CTATUUECKOTO aHATIHM3a
0e30macHOCTH MPOrPaMMHOTO KO
C UCIIOJIb30BAHUEM
MHCTPYMEHTAJIBHBIX CPEJCTB

717

CamocrosiTensHas paboTta

4/5

CaMocCTOSTEILHOE
U3YyYCHUC
METOIUYECKUX
MaTepHajIoB

[IK-1
UIIK-1.1,
UIIK-1.2

TEMA 7. YA3BUMOCTH
IHPOI'PAMMHOI'O
OBECIIEYEHUS (4 CEMECTP)

715

IIpakTHueckoe
3ajaHue /
TECTUPOBAaHNE

OCHOBHOE COJIEpIKaHUE:

1. Knmaccudukanus ysi3BumMocTen
IPOTrPaMMHOT0 00eCTICUeHHS.

2. MeTozpl IONUCKA U YCTPaHEHUS
YS3BUMOCTEM.

3. PeecTp ysI3BUMOCTEH U OIIEHKA FIX
kputnanoctu (CVE, CVSS).

JlaboparopHas pabora 7. AHanu3

CTOMKOCTH CHCTEM

JTUIEH3UPOBAHUS U aKTUBAIIUU
Hean: N3yuenue

CUCTEM 3aIllUThI OT IMUPATCTBA.
Onucanue:

4/1




10

Hccnenyrorcs MEXaHU3MBI
MPOBEPKU  KIIIOYEH  MPOJYKTa,
npuBs3Ka copTa K anmapaTHbIM

uaeHTUUKaTopam [IK
(>xecTKOMY JIACKY WU
IIPOLIECCOPY). [TpoBoauTcs

aHaJIu3  HAJACXKHOCTH  TaKUX
IIPOBEPOK.

TIpakTruueckoe 3anarue Ne 7. [Touck
Y aHaJIN3 ySA3BUMOCTEHN THITOBOTO
MPOrPaMMHOT0 00eCTICUCHUS

717

CamocrosTenpHas pabora

4/5

CamMocTosTeIbHOe
U3y4yeHue
METOIMYECKUX
MaTepuasoB

I1K-1
HIIK-1.1

TEMA 8. YCTAHOBKA,
HACTPOMKA U
OBCJIYKUBAHHUE CPEJICTB
3AIUTHI 1O (4 CEMECTP)

715

IIpakTHueckoe
3aJlaHue

OCHOBHOE COJIEPIKAHUE:

1. TTopsiAOK yCTaHOBKH U HACTPONUKH
CPEACTB 3allUTHI IIPOrPaMMHOI0
oOecrieveHus: B COOTBETCTBUU C
TEXHUYECKON TOKyMEHTalue.

2. O0cmy)KUBaHUE H
COTIPOBOX/ICHNE CPECTB 3aIUTHI
MpOrpaMMHOTO 00ecTriedYeHusl.

3. OcoOEHHOCTH 3alATHI

IporpaMMHOTO obecrneucHUs
OTCYCCTBCHHOI'O MPOMU3BOACTBA.

JlaGopatopHast pabora 8. Ayaut
0€30MacHOCTH BEO-TIPUIIOKEHUI
u API

Hean: 3amuTa
IPOTPaMMHOTO obecrieyeHus,
paboraroniero B KJIUEHT-
CEpBEPHOIl apXUTEKTYpE.
Omnucanue: [Iposepsercs
3alUIIEHHOCTh UHTEp(EicoB
IpOTrpaMMbl OT
pacIpoCTpaHeHHBIX yrpo3
(BKITFOUASI HHBEKITH U
HECaHKIIMOHUPOBAHHBIN JIOCTYTI).
PaspabatsiBatoTcs
PEKOMEH/IAIINH TI0 YCTPAHEHHIO
HalJICHHBIX JIBIP B
0€30IaCHOCTH.

4/1

IIpakTuueckoe 3ansatue Ne 8.
YcTaHoBKa U HACTpOMKa CpesICTB

717
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3aIUTHI THIIOBOTO TIPOTPAMMHOTO

obecrieyeHust
CaMocToITebHOE
U3y4EHUE

CamocrosTensHas pabora 3/5 Y1
METOIUYECKUX
MaTepHualioB

BhinosiHeHHe KypcoBoii pagoThl 36/36

UTOTI'O no aucuuinue 64/40 | 16/8 64/40 |45/115

[Mpumeuanue: -/- 06vem uacos coomeemcmeeHHo st OUHOU, OUHO-3A0HHOU PopM 0OyHeHUs
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4. METOJMYECKHME YKA3AHUS J1J151 OBYYAIOLUXCSI IO OCBOEHUIO
JUCHMUILTAHBI

4.1. O0mue MeToAUYECKHE PEKOMEHIAMHU 110 OCBOEHHIO JUCIUIJIMHBI,
o0pa3oBaTejibHbIe TEXHOJIOTHH

JlucuuimHa peanu3yeTcsl TOCPEACTBOM MPOBEACHUS KOHTAKTHON pabOThI ¢ 00yUJaIONTIMUCS
(BKJTFOUAs MPOBECHUE TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH ), CAMOCTOSTEILHON PaboThl 00yJarOIIHXCS
U TIPOMEKYTOYHOM aTTECTAIIUH.

[Ipu mpoBeneHMM YYEOHBIX B3aHATHH 1O JTUCHUILIMHE OOECIIEUYMBACTCS pa3BUTHE Y
00y4JarOmUXCsl HABBIKOB CHUCTEMHOTO W KPHUTHUYECKOTO MBIIUICHUS, MPAKTUYECKUX YMECHHHA U
BIIQJICHUH, HEOOXOAMMBIX IS pelIeHHus MPo(ecCHOHAIbHBIX 3a7a4 B 00JacTH MH(POPMAIIMOHHOMN
0e30MmacHOCTH (BKJIIOYAsh TPOBEACHHEC HWHTCPAKTUBHBIX JIEKIUH, JTA00PATOPHBIX W MPAKTHYCCKHX
3aHATHH, pa30opa MPaKTHYECKUX CUTYAIIUH ).

[IpenogaBaHue TUCIUTUTMHEI BEICTCS C MPUMEHEHUEM CIIEAYIONINX BHIOB 00pa30BaTEIbHBIX
TEXHOJIOTHI:

0aJIIbHO-PEUTHHTOBast TEXHOJIOTUS OLICHUBAHMUS;
ANEKTPOHHOE O0yUEHUE;
npobieMHOe 00y4eHHE;
— pa300p KOHKPETHBIX CUTYyalUul (KeHc-MeTox);
— uH(pOPMAIMOHHBIE TEXHOJIOTUH, TPUMEHSIEMbIE B 3JIEKTPOHHONW MH(POPMALIMOHHO-
00pa30BaTeNnbHON cpe/ie yHUBEPCUTETA.

JInisi OLEHKW 3HaHWH, yMEHWH, HaBBIKOB M YPOBHS C(POPMHUPOBAHHOCTH KOMIETEHIUH MO
TUCIUIUIMHE TPUMEHSETCS OalIbHO-PEHTHUHIOBas CHUCTEMa KOHTPOJS U OLIEHKH YCIEBAaeMOCTH
CTyAeHTOB. MakcuMaabHOe KoJarndecTBo 0amioB B cemectpe — 100.

4.2. Meroan4yecKkue yKa3aHus i1 00y4arOMUXCs 110 OCBOCHHUIO TN CHUILIUHBI HA
3aHATHAX JEKIIHOHHOTO THIIA

JIeKIMOHHBIN KypcC MpeArnojaraeT CUCTEMATH3UPOBAHHOE HM3JI0KEHHE OCHOBHBIX BOIIPOCOB
TEMaTHUYECKOIo IJIaHa. B XoJe JIEeKIIMOHHBIX 3aHSITUHA pacKpbIBalOTCs 0a30BbIE BOMNPOCH! B paMKax
KaX/10i TeMbl TUCHUILUIMHBI, 0003HAaYal0TCs KIIIOUEBbIE acleKThl TEM, a TaKXkKe JeJaroTcs aKLEHThl Ha
HauboJee CI0XKHbIE U BaXKHbIE MOJIOKEHUS U3y4aeMoro Marepuarna.

JIeKuMOHHBIE 3aHATHS TPOBOJATCS B ayAUTOPUM C NIPUMEHEHHEM MYJIbTUMEIUWHOTO
poeKkTopa B BUje yueOHol npe3entanuu win B OMOC yHuBepcurera.

OTnenbHBIE BOMPOCHI MPeIaratoTcs Uil CAMOCTOSATENIbHOTO N3yUeHHs! (KOHCTIEKTUPYIOTCS).

Marepuanbl JIGKIIUNA SBISIOTCS OMOPHOM OCHOBOM JIJIE TOATOTOBKM OOYYAIOIIMXCS K
MPAKTUYECKUM (J1a00PaTOPHBIM) 3aHSATHUSM, BHIMIOTHEHHSI 3aJJaHUI CAaMOCTOATEIHHOM pabOThI, a TAKKe
K MEPOIPHUATHAM TEKYLIET0 KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOYHOM aTTeCTAalluu MO JUCLUILIUHE.

4.3. MeToanyeckne yKa3anus VIt 00y4arOIMXCs 110 OCBOCHHMIO I CUMIIMHBI HA
3aHATHAX CEMMHAPCKOI0 U JIA00PaTOPHOI0 THUIIA

[TpakTyeckue (Ja00OpaTOpHBIE) 3aHATHS MPEACTABISAIOT COOON JeTaln3aluIo JIEKIIHOHHOTO
TEOPETUYECKOr0 MaTepuaia, IPOBOAATCS B LIENAX 3aKPEIUICHHs Kypca M OXBaThIBAIOT BCE OCHOBHbBIE
pazziensl AucuuIUIMHBL. OCHOBHOM (opMOil TpoBeneHHs 3aHATHH ABIsSETCS OOCYyKIeHHe Hauboiiee
MPOOJIEMHBIX M CJIOYKHBIX BOIIPOCOB MO OTJEIBHBIM T€MaM, a TaKXKe pellleHre MPAaKTUYECKUX 3a/1ad U
BBITIOJIHEHUE 3a/1aHUI Ha IEPCOHATIbHOM KOMITBIOTEPE.

[IpakTuueckue (1abopaTopHbIe) 3aHATHS 00yUarOIIUXCsl 00ECTIEYNBAIOT:

— TNPOBEPKY M YTOUHEHUE 3HAHUI, TOJIyYEHHBIX Ha JIEKIMSIX;

— TOJY4YeHHE YMEHHUH U MIPAKTHUYECKUX HABBIKOB M0 Y4Y€OHOMY MaTepuaity AUCIMIIIUHBL;

— TOABEAECHNUE UTOTOB 3aHATHI 110 PEUTUHIOBOM CUCTEME, COTTIACHO TEXHOJIOTHYECKON
KapTe IMCUUIUIMHBIL.

3aHATUS OpPraHM3YIOTCS, B TOM 4YHCIEe, B (opMe NpakTHUECKOW MOATOTOBKH, KOTOpas
IpelycMaTpUBaeT ydyacTue 00y4daromuXcsl B BHITOJIHEHUU OT/IEIbHBIX JIEMEHTOB PaldOT, CBSI3aHHBIX C
Oynyiieit mpodecCHOHATBHON ASSITENFHOCTHIO.

[IpakTuueckasi MOArOTOBKA MPEAyCMaTPUBAET: BHIMOJIHEHUE BCEX 3a/laHU Ha MPAKTUUYECKUX
3aHATUAX
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4.4. MeTonnyeckue yKa3aHus M0 CAMOCTOSAITEILHOM padoTe 00y4aromuxcs
CamocrosarenbHass paboTta obecnedunBaeT TMOATOTOBKY OOYyYaroIIerocss K ayAUTOPHBIM
3aHATHAM M MEPONPUATHAM TEKYIIEro KOHTPOJIS M IMPOMEXKYTOYHOM aTTecTaluy MO H3ydaeMOu
JTVCLIUATUIMHE.
CamocrosTenbHas paboTa CTYyZCHTOB BKIIOYAET:
— H3ydeHHue yu4eOHOH TuTepaTrypbl 1 HOPMATUBHBIX IOKYMEHTOB 110 KypCY;
— TOATOTOBKY K IMPAKTUYECKUM (JTaDOpaTOPHBIM) 3aHATHSM,
— pelIeHne NPAaKTUYECKUX CUTYalluil U 3a71ay;
— paboTy ¢ pecypcamu HHPOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON ceTH «/IHTepHeT»;
MOJrOTOBKY K TECTHPOBAHHUIO 10 TEMaM Kypca;
— MOJTOTOBKY K POMEXYTOYHON aTTEeCTAallUU IO KypCy.
Jlns obecniedeHnsi CaMOCTOATENILHON pPabOThI OOYYArOIIUXCSl HCIIOIB3YeTCS AJICKTPOHHBIN
y4eOHbIH Kypc, co3nannbiii B DUOC yHuepcurera http://sdo.tolgas.ru/.

4.6. MeTonnueckne yKa3aHus VISl BbIIIOJIHEHUS] KYPCOBOTI'0O IPoeKTa / padoThl

BeimonHeHne  KypcoBoro  mpoekTa/  pabOThl  CIIOCOOCTBYET — JIyYlIEMy  OCBOCHHUIO
oOyyaromuMucs ydyeOHoro marepuaia, (popMHUPYeT MPAaKTUYECKUH OMBIT M YMEHHUS MO H3ydaeMoi
JTHMCUUILIMHE, CIIOCOOCTBYET (OPMUPOBAHMIO Yy OOYYArOUIMXCS TOTOBHOCTH K CaMOCTOSATEIBLHON
poeCCHOHATIBHOM EATEILHOCTH, SIBIISIETCS 3TAlOM K BBIITOJHEHHIO BBIITYCKHOW KBATU(UKAITHOHHON
paboTHI.

TumnoBbie TeMbl KYPCOBBIX padoT

KypcoBas paboTa BbinonHseTcs B 4 ceMecTpe U IpeanoiaraeT aHalu3 U pa3padoTKy MPeIoKEHHH 10
3alUTe MPOrPaMMHOI0 00ecreueHrss KOHKpeTHOro Tuma. [IpuMepHbie TeMbl KypCcOBBIX padoT:

1. Paspa60TI<a MCTOJOB 3allUThI IIPOI'PAMMHOI'O obOecrieyeHus OT HCCAaHKIHOHHUPOBAHHOI'O
KOIMUPOBAaHU.

. AHanmu3 ¥ yCTpaHeHue ys3BUMOCTEN BEO-TIPUIIOKEHHUS.
. UccnenoBanue MeTo10B 00¢ycKalluy MporpaMMHOro KoJa.
. PazpaboTka cpencTBa KOHTPOJIS ETOCTHOCTH MTPOrPAMMHOTO 00€CIIeueHusI.

. AHanu3 yrpo3 6€30MacHOCTH MOOMIJIBHOTO MPUJIOKEHHS U pa3paboTKa Mep 3alUThI.

. Pazpa0oTtka monuTtuku 6e30macHoi pa3pabOoTKH MPOrpaMMHOT0 0OecrieueHus sl OpraHU3alHu.

2
3
4
5
6. MccienoBaHnue METOI0B 3alllUThl IPOTPAMMHOTO 00ECTIEYeHHS OT PEBEPC-UHKUHUPHHTA.
7
8. CpaBHUTENBHBIN aHATN3 UHCTPYMEHTAIbHBIX CPEICTB CTATHUECKOI0 aHAJIM3a KOJa.

9

. Pa3paboTka MEeTOIMKM TECTUPOBAHUS IPOIPAMMHOT0 00ECTIEYeHHs] Ha YCTOMYMBOCTD K aTaKaM.
10. ViccnenoBanre NpUMEHEHHUS AJIEKTPOHHOM TOJIUCH IS 3aIUThHI IPOTPAMMHOI0 O0ECTIeUeHH 1.

- lenm m 3a1a4um KypcoBOTO IPOSKTHPOBAHUS
- Bb16op TeMbI KypcOBOT0 MPOEKTUPOBAHUS
- OpraHu3anysi, BBIITOJIHEHHE U PYKOBOJICTBO KYPCOBBIM IIPOSKTHPOBAHUEM
- CTpykTypa M coJepKaHHe KypCOBOIO IpoekTa / paboTel. MeToandeckue yKazaHUs II0
BBITTOJIHEHUIO OCHOBHBIX Pa3fIeioB
- TpeboBanus kK 0(hOpMIIEHUIO KYpCOBOTO MPOEKTa / paboThI
- [Topsiok caaun M 3aIUThl KYPCOBOTO MPOEKTa / PabOTHhI


http://sdo.tolgas.ru/
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5. VYYEBHO-METOJANYECKOE U UH®OPMAILIMOHHOE OBECIIEYEHUE
JUCHMIITAHBI

5.1. IlepeyeHb OCHOBHOI U 10TIOJIHUTE/IbHON y4eOHOM JIUTepaTypbl, HeOOX0AMMOM 1151
OCBOEHMS THCIUIIHHBI

Bes nutepaTtypa, BKIIOUYEHHAs B JAaHHBIN [I€pEYEHb, NPEJACTaBICHA B BUJE 3JIEKTPOHHBIX
pecypcoB B 31ekTpoHHOM Oubmuoteke yHuBepcurera (ObC). Jluteparypa, ucnonb3lyemas B e4aTHOM
BUJIE, IPE/ICTaBlICHA B HAy4YHOU OMOIMOTEKe yHHBEpcUTeTa B 00beMe He MeHee 0,25 3K3eMIUIIpoB Ha
OJIHOTO 00yYarouierocs.

OcHoBHasi iUTEpaTYypa:

1. buprokoB, A. A. NHdpopmannoHHas O€30macHOCTh: 3allUTa W HaMajeHue : ydeOHOe
nocobue / A. A. buproko. — Mocksa : JIMK Ilpecc. — TekcT : 371€eKTpOHHBIH.

2. Kazapun, O. B. be3omnacHoCTs mporpaMmMHOro oOecIeueHUss KOMITbIOTEPHBIX CHUCTEM :
monorpadus / O. B. Kazapun. — Mocksa : MI'YJI. — TeKcCT : 371€KTpOHHBIH.

3. Aprtromenko, B. M. 3ammTa mporpaMMHOro oO€CIe4YeHHs OT HECAHKIIMOHHUPOBAHHOTO
UCIIONIb30BaHus : yueObHoe mocobue / B. M. Aptromenko. — Mocksa : ['opsiuast nuaus — TenekoM. —
TeKcT : 3MeKTPOHHBIMN.

JonotHuTEILHAS JIUTEpAaTypa:

4. Cxuspos, J. B. HckyccrBo 3amutel 1 B3noma uHpopmanuu / JI. B. CkuspoB. — CaHKT-
[TeTepOypr : BXB-IletepOypr. — TekcT : HEMOCPEACTBEHHBIM.

5. Kpuc, K. TectupoBanue 6e3omnacHoctu nmporpamMmmuoro ooecrneuenus / K. Kpuc. — Mockaa :
JAMK IIpecc. — TekcT : HEmoCcpeACTBEHHBIM.

6. Y4ueOHO-MeTOAMYECKOE T0coOUe M0 AUCIUIIIMHE «3aluTa IPOrpaMMHOT0 00ECTICUeHUS» :
Ui cTyneHToB HampasieHus noarotoBku 10.03.01 «Mudopmannonnas Ge3omacHocTh» / [1oBOMK.
roc. yH-T cepBuca (PI'BOY BO «IIBI'YC») ; coct.: 0. C. Mynuposa. — Tonssattu : [IBI'YC. — Tekct
: DJIEKTPOHHBIMN.

5.2. Ilpodeccuonajibubie 0a3bl JAHHBIX, HH(OPMAIMOHHO-CNPABOYHBbIE CHCTEMbI,
HHTEpPHeT-pecypchl

1. Opunnanbuelii caiit depepanbHON CITYKObI IO TEXHUUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO
(®CTIK Poccun) : caiir. — URL: https://fstec.ru — TekcT : 31eKTpOHHBIN.

2. bank mannbix yrpo3 6ezonacHoctu uHpopManuu @CTIK Poccuu (BAY) : caiit. — URL:
https://bdu.fstec.ru — TekcT : 2eKTPOHHBIH.

3. baza pmamsbix ys3sumocteit NVD/CVE : caiit. — URL: https://nvd.nist.gov — Tekcr :
AIEKTPOHHBIN.

4. eLIBRARY.RU : Hay4Has anextpoHHas Oubsimoreka : cait. — URL: https://elibrary.ru —
Tekcr : 21eKTPOHHBI.

5. DnektpoHHass OubnuoredHas cucreMa [IOBOKCKOrO TOCYAapCTBEHHOTO YHHMBEpPCHTETa
cepsuca : caiit / ®I'bOY BO «IIBI'YC». — Tomesttu. — URL: http://elib.tolgas.ru — Pexxum goctyna:
JUIS aBTOPH3. MOJIb30BaTeNeH. — TeKCT : AIEKTPOHHBIH.

6. DIeKTpoHHO-OMOMMOTeUHass cucrema Znanium.com : caiitr / OO0 «3HAHUYM». —
Mocksa. — URL: https://znanium.com/ — Pexxum moctyna: aisi aBTOpH3. mosb3oBareneil. — Teker :
AIEKTPOHHBIN.

5.3. [IporpammHoe obecnieyenune

Nudopmannonnoe obecrieueHue y4eOHOro mpolecca MO AMCHUIUIMHE OCYHIECTBISETCS C
HCIIOJIb30BAaHUEM  CIJIEYIOIIEr0 MPOrpaMMHOTO oOecnedeHus (JIMIEH3MOHHOTO U CBOOOIHO
pacIpoCTPaHsIeMOro), B TOM YHCII€ OTEYECTBEHHOTO MPOU3BO/ICTBA:

Ne n/m | HammenoBanme YciaoBust tocryna

nus3 BHyTpeHHCﬁ CCTU YHUBCPCUTECTA (J'II/IL[CH3I/IOHHBII>1

1 Microsoft Windows
JIOTOBOD)

Cpena pa3paboTku
2 MPOTPaMMHOI0 00ecreUeHHS
(IDE)

U3 KOMITBIOTEPHBIX KJIACCOB YHHBEpCUTETA (CBOOOIHO
pacmpocTpaHseMoe IporpaMMHOE 00ecTIeYeHHUE)
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3 HHCTpyMEHTANbHBIE CPEICTBA 13 KOMITBIOTEPHEBIX KJIaCCOB YHHUBEpCUTETA (CBOOOIHO
CTaTHYECKOTO aHaIu3a KoIa pacrnpocTpaHseMoe MPOrpaMMHOE 00ECTICUCHHE)
AHTHBHPYCHOE ITPOrPaAaMMHOE . N

U3 BHYTPEHHEH CETH YHUBEPCUTETA (JIMIICH3MOHHBIN

4 o0ecIIeYeHe 0TEYECTBEHHOIO

JIOTOBOP)
MPOU3BOJICTBA

13 TF000H TOYKH, B KOTOPOH MMEETCS JOCTYI K CETH

5 CJ0 MOODLE .
WHTEpHET (TUIIEH3NOHHBIN TOTOBOP)

6. OMMCAHUE MATEPUAJBHO-TEXHUYECKOM BA3bI, HEOBXOAUMOM 1151
OCYHECTBJIEHUSA OBPA3OBATEJIBHOT'O ITPOLHECCA ITIO JUCIUITIJIMHE

[Tomemnienust mpeAcTaBiAOT co00il yueOHbIe ayTUTOPUH ISl IPOBEICHUsI YUeOHBIX 3aHATUH,
IOPEIYCMOTPEHHBIX YYEOHBIM IUIAHOM H pabodeld MporpaMMOd JUCIMILUIMHBI, OCHAIEHHBIE
000py/I0BaHNEM M TEXHUYECKHUMH CPEICTBAMU 0OyUEHUS.

3aHATHSA JIEKHHMOHHOIO THNA. YYeOHbIE ayJUTOPUHU Ul 3aHATUN JIEKIUOHHOIO THUIA
YKOMILIEKTOBAaHbI MEOENIbIO M TEXHUYECKUMHU CPEICTBAMU O0YUEHUs, CIIYKAIIUMU AJIsl IPECTaBICHUS
yueOHoI nHopManuu (CTaIIMOHAPHBIE WITH TIEPEHOCHBIE HAOOPHI JEMOHCTPAIIMOHHOTO 000PYIOBAHHMS
— MPOEKTOP, SKpaH, KOMIBIOTEP/HOYTOYK), y4eOHO-HAIISIAHbIE MOocoOus (Mpe3eHTaluu MO TeMam
JIEKIHiA), O0OECTIEYMBAIOIINE TEMAaTHUYECKUE WILTIOCTPAIlMH, COOTBETCTBYIOIIME TAaHHOH NporpaMme
JTUCIUTUIAHBI.

3aHATHSA CEeMHHAPCKOI0 U JIADOPATOPHOr0 THMA. Y4eOHbIE ayAUTOPUM (KOMIIBIOTEPHBIE
KJIacChl) JUIA 3aHATUH CEMHUHApPCKOro M J1a0OpaTOpHOTO THIA YKOMIUIEKTOBAaHBI MeOembIo,
KOMITBPIOTEPHON TEXHUKOH ¢ HEOOXOJMMBIM MPOrPaMMHBIM OOECIICYCHHEM M TEXHUYECKUMHU
CpeICcTBaMU O0y4YEHHUSI.

IIpome:xxyToyHnass arrecraumsa. /[[nsg 1poBeacHUS INPOMEXKYTOYHOM aTTECTALMM 110
JUCLUIUINHE HCIIOJIB3YIOTCS KOMIIBIOTEPHBIE KJIACCHI, OCHAILEHHBIE KOMIIBIOTEPHON TEXHHUKOH C
BO3MOXKHOCTBIO MOAKIIOUEHUs K ceTu «VHTepHeT» M obecrieueHueM JocTyna B 3JIEKTPOHHYIO
UHPOPMALIMOHHO-00pa30BaTENbHYIO  Cpely  YHUBEPCUTETa, W/MIUM  yueOHble  ayJUTOPHH,
YKOMILIEKTOBaHHbIE MEOEIIbI0 U TEXHUYECKUMU CPEICTBAMH O0yUESHHUSI.

CamocTosiTeibHasi padora. IlomemeHuss [uis CcaMOCTOSATENBHOW pPabOThl OCHAILlEHBI
KOMIBIOTEPHON TEXHUKOW C BO3MOKHOCTBIO MOJKIIOYEHHS K ceTh «/HTepHEeT» M JOCTynmoM K
AJIEKTPOHHOM  HMH(pOpPMAIlMOHHO-00pa3oBaTeIbHOM  cpene  yHMBepcurera. [l opraHu3zanuu
CaMOCTOSITENIbHOM paboThl O0y4aromIMXCs HMCHONb3YIOTCS: KOMIIBIOTEPHBIE KJIACChl YHHBEPCUTETA;
6ubnuoreka (Meauaszan), MMeEMONIas MecTa s OOy4yaroIIMXCs, OCHAIEHHBbIE KOMIBIOTEpaMH C
JIOCTYTIOM K 0a3aM JaHHbIX U ceTH «HTepHeT.

JJIeKTpOHHasi HMH(pOpPMaNHOHHO-00pa3oBaTeabHass cpeaa yHuBepcurera (QHOC).
Kaxnaplii oOywaromuiics B TeUeHUE BCEro Inepuoja oOydeHus oOecrneueH WHIAMBUAYAIbHBIM
HEOI'PaHMUYEHHBIM JOCTYIIOM K 3JIEKTPOHHON MH(OPMAIlMOHHO-00pa30BaTebHON Cpejie YHUBEPCUTETA
(BUOC) http://sdo.tolgas.ru/ u3 000N TOUYKH, B KOTOPOH HMEETCS JOCTYN K HHGOPMAIIMOHHO-
TEJIEKOMMYHUKaLMOHHOM ceTH «HTepHeT», Kak Ha TEPpUTOPUN YHUBEPCUTETA, TAK U BHE €€.

OUOC yauBepcuteTa 00eCrnednBacT:

JOCTym K Yy4eOHBIM IUTaHaM, pabodyMM TporpaMMmaM JTUCHHUIUIMH (MOAyneil), mporpaMmmam
MPAKTUK, OJJIGKTPOHHBIM Yy4Y€OHBIM W3JIaHUSAM U 3JIEKTPOHHBIM 00pa30BaTENbHBIM pecypcam,
YKa3aHHBIM B pab04HX MporpaMMax JTUCIUIUTHH (MOIyJei ), mporpaMMax MpakTuK;

dhopMHupOBaHHE AIEKTPOHHOTO MOPTGOINO 00yUaIOIIEeToCs], B TOM YHCIIE COXPaHEHUE €ro padoT
Y OLICHOK 32 3TH PalOTHI.

B ciyuae peanuzaruu o6pa3oBaTeIbHON MPOTPaMMBbI ¢ IPUMEHEHUEM DJIEKTPOHHOTO O0yUeHUS,
JTUCTAaHIIMOHHBIX 00pa3oBaTesbHBIX TexHonoruit JMOC nonomHUTEIbHO 00ECTIeYnBaeT:

¢ukcanuo xoxa oOpa3oBaTEIBLHOrO MpOlEcca, Pe3yiIbTaTOB MPOMEKYTOUHOW aTrTecTaluu U
pe3ybTaTOB OCBOEHUS 00pa30BaTeIbHOM MPOTrPaMMBbL;
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MpOBeJIeHUE YUeOHBIX 3aHATHH, MPOLIEYp OLIEHKH Pe3ylbTaToB 00y4eHHsl, peaau3alns KOTOPhIX
MPEeIyCMOTPEHAa C TPUMEHEHHEM OJJIEKTPOHHOrOo OOydYeHHs, IUCTAaHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTHIA;

B3aMMOJICHCTBUE MEKY YIaCTHUKaMU 00pa30BaTEIILHOTO MPOIECCa, B TOM YHCIIE CHHXPOHHOE U
(WIIM) acCHHXPOHHOE B3aMMO/ICHCTBHS TOCPEACTBOM ceTH "MHTepHeT".

7. OCOBEHHOCTHU OPTAHU3AIIMU OBYYEHUS JJI51 JINL C OTPAHUYEHHBIMUA
BO3MOXKHOCTAMMHU 31JO0POBbs1 1 UTHBAJIMJOB

[Tpu HeoOxomumocTH pabouasi mporpamMma JUCHUIUIMHBI MOXKET OBITh aJanTHpOBaHa IS
obOecrieueHrs 00pa30BaTENIbHOTO MpoIlecca MHBAIMIOB M JIMI[ C OIPAaHUYCHHBIMH BO3MOXHOCTSMU
3I0pOBbsI, B TOM YHUCIIE Ul TUCTaHIIMOHHOTO 0OyueHwus. [y aToro tpeGyeTcs 3asBI€HUE CTYACHTA
(ero 3aKOHHOTIO TMPEICTABUTENS) W 3aKIIOUEHUE TICHXO0JIOrO-MEAMKO-TIEAarorndyeckoi KOMHCCUU
(IIMIIK).

B cnyuae HeoOxoquMocTH, 00y4arOIUMCS U3 YHUCIIA JIUI C OTPaHUYEHHBIMU BO3MOKHOCTSIMU
310pOBbsl (1O 3asBJICHUIO OOydJaromlerocs), a /s HWHBAIAJOB TaKKE B COOTBETCTBUU C
WHAMBUAYAIbHON porpaMMoii peabuauTali MHBaUAa, MOTYT Ipe/iaraThCsl CIEAYIONNe BapHaHTbI
BOCTIPHSTHS yU4eOHOH MH(OPMAINH ¢ Y4€TOM UX WHAMBHIYATbHBIX MCUXO(PHU3MUECKUX OCOOCHHOCTEH,
B TOM YHCIIE C IPUMEHEHUEM JIEKTPOHHOTO O0YYEHHS U TUCTAHIIMOHHBIX TEXHOJIOTHH:

— JUISL TUI] C HapyIICHUSIMH 3PEHUS: B TEYaTHOH (QopMe yBETUYEHHBIM MIPUPTOM; B
(dbopMe FIEeKTPOHHOTO JTOKyMeHTa; B ¢opMme aynuodaiina; B meuatHoit Gopme Ha si3bike bpaiins;
WH/IMBUyAIbHbIE KOHCYJBTAIIUH C TPUBJICYCHUEM TH(IOCYpAONIEPEBOIINKA; WHANBHyaTbHbIC
3a/1aHMs U KOHCYJIbTallUU;

— U JUI ¢ HapYHICHUSIMHU CiyXa: B Ie4aTHOW ¢opme; B (opMe 3IIEKTPOHHOTO
JOKYMEHTA; BUJEOMAaTepHallbl ¢ CyOTUTpaMH; UHAUBHAYAIbHbIE KOHCYIbTALUU C MPUBJICUYCHUEM
CypAONEPEBOUHNKA; MHINBUIyaJIbHbIE 3a/1aHUSI U KOHCYJIbTALIUU;

— IS ML C HApYLIEHUSMU OINOPHO-ABUTATENIbHOTO ammapara: B medaTHol Qopme; B
dbopmMe DIEKTPOHHOTO JOKyMeHTa; B (¢opme ayauodaiia; HHIMBUAYaJTbHBIC 3alaHus |
KOHCYJIbTallUH.
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8. OLUEHOYHBIE MATEPUAJIBI (®OHJ OLEHOYHBIX CPEACTB) IS
TEKYILETO KOHTPOJISI YCHEBAEMOCTH U TIPOMEKYTOUYHOM ATTECTALIUMA

8.1. Onucanue nmoka3sarejied u KPpUTEPUEB OLICHUBAHUSA KOMIIeTeHIIMii Ha Pa3JIUYHBIX
dTamax ux (l)OpMI/IPOBaHI/Iﬂ, OIIMCAHHUE IIKAJ OLICHUBAHUA

JIJIs OLlEHKM 3HAaHWH, YMEHHH, HAaBBIKOB M YPOBHS C(HOPMHPOBAHHOCTH KOMITCTEHI[UH II0
TUCITUIINHE TPUMEHSETCS OaIbHO-PEHTHHIOBas CHUCTEMa KOHTPOJS W OIICHKH YCIEBAEMOCTH
CTYICHTOB. B OCHOBY OaJIbHO-pEHTHHIOBOM CHCTEMBI ITOJIOXKCHBI IPHHIIMIIBI, B COOTBETCTBHH C
KOTOPBIMH (DOPMHUPOBAHHE PEUTHHTA CTYyIEHTA OCYIIECTBISCTCS B XOJ€ TEKYIIErOo KOHTPOIsS
ycneBaeMocTu. MakcumanbHOe KoJmdecTBO 6amioB B cemectpe — 100.

IIkajia OeHKH pPe3yJIbTATOB OCBOEHUSI AN CHHILJIMHBI, CGOPMHPOBAHHOCTH Pe3yJbTAaTOB

o0yueHust
®opma npoBeeHNs IIIxanbl OLEHKH YPOBHS
NPOMEKYTOYHOM c¢(h)opMHPOBAHHOCTH IIIxana oneHKH YPOBHS O0CBOCHHUS JMCHUTNIINHBI
aTTecTaluu pe3yJ1bTaTOB 00y4YeHHs
VYposueBas mkana | 100 6ampHas 100 GanpHas 5-0amnpHas mKama, Henug depeHnn
OLICHKU mkana, % mkana, % ¢ hepeHIpoBaHHas poBaHHas
KOMIETSHIUN OLICHKa/0aImt OLICHKA
3auem JIOTIOPOTOBBIN Huxe 61 Huxe 61 «HEYIIOBIICTBOPHUTEIHHOY / HE 3a4TEHO
Oxzamen/3awuma KI1 2
MOPOTOBBIi 61-85,9 61-69,9 «YJIOBJICTBOPUTEIBHOY / 3 3a4YTCHO
70-85,9 «xopomoy / 4 3a4TEHO
TIOBBIIICHHBIH 86-100 86-100 «OTIMYHOY / 5 3a4TEHO

Ilo umozam mexkyweil ycnesaemocmu CmMyoOeHmy Mmodxcem Oblmb 8blCMABIeHd OYeHKA No
NPOMEIICYMOYHOU ammecmayuy 8 COOMEEeMCmeUU 3d HAOPAHHLIMU 3a cemecmp Oaniamu (no
HaxkonumenbHomy petimuney). CmyoeHmam, HAOpasuwium 6 xo0e meKyujeco KOHmpOoJisi YCneeaemocmu
no oucyuniure om 61 0o 100 6annos u vinonHUSWUM 8Ce 0bsA3ameNbHble 8UObL 3aNIAHUPOBAHHBIX
VUeOHbIX 3aHAMUL, NO peuleHulo npenoodasamelisi 0€3 NPOXOHCOEHUS NPOMEIHCYMOYHOU ammecmayuu
8bICMABTIAENICS OYEHKA 8 COOMBEMCMBUU CO WKANOU OYEHKU Pe3YIbmamos 0C80eHUs. OUCYUNTUHBL.

Pezynomam obyuenua cuumaemca c@opmupoéannvim (nOGLIUEHHBIIL YPOBEHDB), ecau
meopemuyeckoe Co0epucanHue Kypca 0C80€HO NOIHOCMbIO, NPU YCHHbLIX CO0ece008aHUusx CMmyOeHm
ucuepnwvigarowe, nocied08amesbHo, YemKo U JI02UYeCKU CMPOUHO uziazaem Y4eOHbulll Mamepuai,
Cc80000HO chnpagigemcs ¢ 3a0a4amu, BONPOCAMU U OpyeUMU BUOAMU 3A0AHUL, MPedOVIOuUX
NpUMEHeHUs 3HAHUL, UCNONb3Yem 8 omeeme OONOTHUMENbHLIL MAmepuai, 6ce npedyCMOmpeHHbvle
paboyell yueOHOU NPOSPAMMOU 3A0AHUSL BLINOIHEHbl 8 COOMEEeMCMeUU ¢ YCMAHOBIeHHbIMU
mpebosaHusMy, CmyoeHm CnocoOen aHaIusupo8amsv NOLYYEHHble pe3YIbmamvl, NpoAeiiem
CAMOCMOSAMENbHOCMb NPU 8bINOIHEHUU 3A0AHUL, KAYeCmB80 UX 8bINOJIHEHUS OYEHEeHO YUCIOM Oallos
om 86 0o 100, umo coomeemcmeyem HOBLIUEHHOMY YPOBHIO CHOPMUPOBAHHOCU De3VIbmamos
00yueHusl.

Pezynomam o0yuenus cuumaemcsa c@opmuposeannvim (nopo2oevlii  ypoeeHv), eciu
meopemuyeckoe Co0eplHcaHue Kypca 0C80€HO NOIHOCMbIO, NPU YCMHbIX c00ece008anHusx cmyoeHm
nOCe0068aAMeNbHO, YEemKO U JI02UYecKU CMPOUHO uslazaem YYeOHul Mamepuai, Chnpaeiiemcs c
3a0auamu, BONpocamu U OpyeuMu GUOAMU 3A0AHUL, MPedYIOWUX NPUMEHeHUs 3HAHUL, 6ce
npeoycmMompenHvle pabouell y4eOHOU NpOpamMMOU 3A0aHUs 6bINOIHEHbl 6 COOMEEMCMEUU C
VCMAHOBNIEHHbIMU MPebOBaAHUAMY, CMYOEHM CHOCOOeH aHANUZUPOB8AMb NOJYYEHHble De3VIbMmambl,
nposAeuAem CamMOCMOAMENbHOCMb NPU BbINOIHEHUU 3A0aHULl, KA4eCmeo UX BblNOJHEHUS OYEHEHO
yuciom oannog om 61 0o 85,9, umo coomseemcmaeyem nopocosomy YPOBHIO CEHOPMUPOBAHHOCMU
pe3yn1bmamos 00yueHus.

Pe3ynomam o0yuenus cuumaemcsa HechOPMUPOBAHHBIM, eCly CIYyOeHm NPU 8bINOJIHEeHUU 3a0aHUl

He O0eMOHCmpupyem 3HAHUU Y4eOH020 mamepuana, OonycKkaem OwluOKU, HEY8epeHHO, C OONbUUMU
3ampyoHeHUsMU  BbINOIHAEN 3A0aHUs, He OeMOHCMmpUpyem HeoOX0OUMbIX YMeHUll, Kauyecmeo
BbLINOIHEHHBIX 3A0AHUL He COOMBEemcmeyem YCMAHOBNeHHbIM MpeDdO8aHUsM, Kaiecmso ux
8bINOIHEHUS OYEHEHO YUCIOM 0annoe Hudice 61, umo coomeemcmeayem 00NOpPo2080OMY YPOSHIO.
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®opMBbI TEKylIero KOHTPOJIS yCIIeBAeMOCTH

KonuuectBo
bannos 3a 1
DopMBI TEKYIIETO KOHTPOJISI KOHTPOJIBHBIX Toux Makc. Gamn
TOYEK Y

YcTHBIH onpoc 4 5 20
Perrenue nmpakTuaeckux (J1abopaTOPHBIX) 8 6 48
3a1aHUI
TectupoBanue 1Mo TeMaMm Kypca 2 8 16
Joxnan/coobienne 2 8 16
HToro 100 6anioB

Cucrema OOCHUBAHUA  IPCACTABJICHA B  3JICKTPOHHOM y‘le6HOM Kypce IO OJUCHUIIINHC
http://sdo.tolgas.ru/.

8.2. TunoBble KOHTPOJIbHBbIE 3aaaHusi WM HHble Matepuaabl qaa TEKYIIEI'O
KOHTPOJISA YCIIEBAEMOCTH
8.2.1. TunoBble 3aJaHNs K NPAKTHYECKUM (JIA0OPATOPHBIM) 3aHATHAM
1. Ananu3 yrpo3 6€30MacHOCTH TUIIOBOTO MPOTPAMMHOT0 IPOAYKTA.
2. AHanu3 NpU3HAKOB 3apa)KeHHsI POTPAMMHOT0 00eCIeYeHUs BPEIOHOCHBIM KOJIOM.
3. Aramu3 metonoB 3amuThl [10 oT KomupoBaHUs U MOAU(DUKAITUH.
4. IlpumeHeHue 31eKTPOHHON MOAMUCH AJIsl KOHTPOJIS LEIOCTHOCTH IPOrPaMMHOT0 00ecTIeyeHUs!.
5. Ananu3 TpeboBaHuil 6€30MacHOM pa3paboTKU Al THTIOBOTO IPOrPAMMHOTO MPOEKTA.

6. HpOBe,[[eHI/IC CTATUYECKOTO aHalIn3a 0e30IMacHOCTH IIpOrpaMMHOI0 Kola ¢ UCIIOJIb30BAHUEM
HHCTPYMCHTAJILHBIX CPEACTB.

7. Ilouck u aHanu3 y5I3BI/IMOCTeI7I THUIIOBOT'O IIPOTrPaMMHOTO obecrnieueHuUs.

8. YcTaHOBKA U HAaCTpOMKa CPeACTB 3alUThl TUIIOBOTO MPOTPAMMHOI0 00ECIICUEHHS.

8.2.2. TunoBble TeCTOBbIE 321aHUSA VI TEKYIIEr0 KOHTPOJISI

Ipasunvrvle 6apuanmol OMeemos blOeieHbl HCUPHLIM WUPUDIOM.

1. IIponecc HaMepeHHOr0 MCKaKeHUsi pa00ThI MPOrPaMMHOIO0 odecredeHus1 0e3 paspeleHust
npasood/agaresisi Ha3bIBACTCH:

A) HECAHKLIMOHMPOBAHHOI MoAUpUKALMEH

b) cepruduxanueit

B) nuuensupoBanuem

') pe3epBHBIM KOMTMPOBAHUEM

2. [Iporpamma, CKpbITHO YCTAHABJIMBAIOIIASICA B CCTEMe M IPe0CTaBJISIOIIAsA
3J10YMBIILIEHHUKY YAAJIeHHBIH J0CTYI, Ha3bIBAETCS:

A) (}aiinoBbIM BUpyCcOM
B) Tposinckoii nporpammoit
B) nporpammoii-ynakoBIuKom

I') ornaguukom
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3. Meton aHa;u3a 0e30aCHOCTH NPOTPAMMHOI0 KO0/, BBINOJIHSIEMbIi 0e3 3alycKa porpaMmsl,
Ha3bIBaeTcs:

A) TMHAMUYECKUM aHAJIU30M

B) craTnyeckuM aHaAJIM30M

B) Harpy304HbIM TECTUPOBAHHEM
I') perpeccnOHHBIM TECTUPOBAHHEM

4. YHUKAJbHbIH HAeHTH(PUKATOP U3BECTHOMN YA3BUMOCTH IPOrPAMMHOI0 o0ecnevyeHus B
MEXKIYHAPOAHON 0a3e JaHHBIX 0003HAYaeTCs a00peBUATYPOIi:

A) CVE
5) DLP

B) VPN
T) SIEM

5. TexHoaorusa npeoﬁpasoBaHnﬂ MPpOrpaMMHOIo KoJaa ¢ meJblo 3aTPYAHCHUSA €10 aHaJIu3a Ipu
COXpaHCHUH (l)yHKIII/IOHaJ'II)HOCTI/I Ha3bIBACTCHA:

A) xomnusnuen

B) 00¢yckannei

B) nexommumnsnmeit

I') BupTyanuzanuei

6. CpencrTBo, npeIHa3HAYEHHOE /IVISl ANNAPATHOM 321U THI IPOrPAMMHOI0 00ecIeYeHus OT
HECAHKIHOHMPOBAHHOIO 3aITyCKAa, HA3bIBAETCS:

A) 3JIEKTPOHHBIM KJII0YOM (TOKEHOM)

b) mexceTeBbIM 3KpaHOM

B) anTuBupycom

I') apxuBaTopom

7. Ku3HeHHbIN HMKJI pa3padoTKU MPOrPaMMHOI0 odecrie4eHHs1 C HHTEITPMPOBAHHBIMH
TpeOOBaHUSIMU 0€30IIACHOCTH HA BCeX 3TANaxX HA3bIBaeTCH:

A) Waterfall

B) Secure SDLC

B) Scrum

') Kanban

8. OneHKa KPUTHYHOCTH YSI3BUMOCTH NIPOrPaMMHOI0 00ecredeHusi 0 CTAHAAPTH3HPOBAHHOM
IIKaJIe BBINOJIHACTCH € MCI0JIb30BAHNEM CHCTEMBbI:

A) CVSS

B) TOCT P UCO 9001
B) ITIL

I') ISO 14001

Tembl 10K/1210B/CO00IIEHHIT

1. I[TonsiTre 1 BUABI yrpo3 0€30MaCHOCTH MPOTPaMMHOI0 00eCTIeYEeHHUS.

2. Knaccudukanus BpeIOHOCHOTO IPOTPaMMHOTO 00€CTICUeHHSI.

3. MeTompl W CpeacTBa 3alIUThl MPOTPAMMHOTO OOECTIEYeHHS OT HECAHKIIMOHUPOBAHHOTO
KOIHUPOBAHUA.

4. Metonbpl W CpeACTBAa 3aIUTBl MPOTPAMMHOTO O0OECTEeUeHHUs] OT HECAHKIMOHHPOBAHHON
Mo (DUKAITHH.
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Bomnpoce! 111 yCTHOT0 onpoca

1. Pa3paboTka METONOB 3alIUTHl IMPOIPAMMHOIO OOECleUYeHUs] OT HECaHKIMOHUPOBAHHOTO
KOIMMPOBAHUS.

2. AHanu3 ¥ ycTpaHeHHUE ysI3BUMOCTEH BeO-TIPUIIOKEHUSI.

3. UccnenoBanue MeTO10B 00(yCKalK MPOrpaMMHOI0 KOJa.

8.3. TumnoBble KOHTPOJIbHBIE 3aJaHUSI HMJIH MHbIe MAaTepHaJbl JJIsl TNPOBeJdeHHSA
IMPOMEXYTOYHOU ATTECTALIUAN

dopma MpoBeICHHUS MPOMEKYTOUHON aTTeCTAllMd [0 TUCHUIUIMHE: 3a4eT W 9JK3aMeH/
3auuma Kypcogoeo npoexma (Kypcogot pabomut).

YcTHO-IMChMEHHAs: (popMa O BONpPOCaM K 3K3aMEHY NpEeAIoiaraercsi, Kak MpaBHIo, JUIs
C/Ia4yM aKaJeMUYECKON 3aJ0JPKEHHOCTH.

3ammMTa KypcoBOro mnpoekTa/ padoTwl. Pe3yivmamvl 3auumel KYpCco8o2o HNpoekma/
pabomuvl  8vicmasiAOMcss  No  NAMUOALIbHOU  cucmeme oyenusanus ("omauuno”, "xopowo",
"yooeremsopumenvho", "neyoosnemeopumenvno’) ¢ 00513amenbHbIM NPOCMABIEHUEM KOJIUYeCmed
0a108, HADPAHHBIX 8 COOMBEMCMBUU C DANTLHO-PEUMUHE0B0LL CUCTEMOTL (N0 CMOOALILHOU WKae).

Tumnosbie TeMbl KypcOBbIX padoT

OIIK-9. Cnioco0eH NpUMEHATH CpecTBa KPUNTOrpadgpuueckoi M TeXHNYECKOH 3aIMThI
HHPOPMALNHU IS pellieHus 3a1a4 NpodeccHoOHAIBLHOM 1esiITeJIbHOCTH

IIK-1. CnocoGeH BBINOJHATH PadoThl MO0 YCTAHOBKE, HACTPOHKe MU 00CIYy:KMBAHUIO
NPOrpaMMHBIX, POrPAMMHO-aANNAPATHBIX (B TOM YHC/JIe KPUNTOrpa@uuecKnx)  TeXHHYECKUX
CpelICTB 3alUThI HHPOPMALUH

KypcoBast paGora BbImodHsEeTCS B 4 ceMecTpe M MpEAIojiaraeT aHajin3 U pa3paboTKy
IpPEUIOKEHU 10 3allluTe MNPOrpaMMHOro obOecredeHus: KOHKpeTHoro Ttuma. IIpumepHble TeMsl
KYpCOBBIX paloT:

1. Pa3paboTka MeTOM0OB 3alIUTHI NMPOIPAMMHOI0 OOECreYeHHs OT HECaHKLMOHHWPOBAHHOIO
KOTIMPOBAHUSI.

2. AHanu3 U ycTpaHeHue ysI3BUMOCTeH BeO-IIPUII0KEHNUS.

3. UccnenoBanue MeTo10B 00 ycKaIly MporpaMMHOTO KOJ1a.

4. Pazpa0boTka cpeJcTBa KOHTPOJIS LIETOCTHOCTH MIPOrPaMMHOT0 00ecreueHusl.

5. AHanu3 yrpo3 6€30MacHOCTH MOOMJIBHOTO MPUIIOKEHHS U pa3paboTKa Mep 3alllUThl.

6. ccnenoBanue METO/I0B 3aILUThl IPOTPAMMHOTO 00ECIIEYeHHS OT PEBEPC-UHKMHUPHHTA.

7. Pa3zpaboTka mMOMUTHKHA Oe30macHOW pa3pabOTKM MPOrpaMMHOTO OOECTICUeHUs MIJis
OpraHu3aIuy.

8. CpaBHUTENBHBIN aHaIN3 UHCTPYMEHTAIbHBIX CPEACTB CTATUYECKOIO aHAIM3a KO/1a.

9. Pa3paboTka METOAMKHM TECTUPOBaHMS MPOrPaMMHOI0 obOecreueHHus Ha YCTOWYMBOCTH K
aTakKam.

10. HccnenoBanue MNpUMEHEHHs] 3JIEKTPOHHOM MOAMMUCH JUISL 3alUThl [POrPAMMHOIO
o0ecrieyeHus.

IlepeyeHb BONPOCOB /1/I MOATOTOBKH K 324€Ty

OIIK-9. Cnioco0eH NpuMeHATh CpPeICTBa KPUITOIPAPUIECKOil U TeXHUYECKOH 3alUThI
HHGopMaNuH I pelieHUus 32124 NPo(ecCHOHAILHON 1eATeIbHOCTH

1. CpenctBa 3amuThl MPOTPAMMHOTO OOECTICUEHHS OT CTATUYECKOTO W JTUHAMHYECKOTO
aHaJIn3a.

2. TexHonoruu o6¢yckauu MporpaMMHOTO Ko/a.

3. CpencTBa 3/1eKTPOHHON MOAMKUCH MPOTPAMMHOTO 00ecTieueHHs.

4. 3amuTa IporpaMMHOTo 00ecredeH sl OT OTIaIKH U TPACCUPOBKH.
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IIK-1. Cnoco0eH BBINOJHATL PadOTHI MO YCTAHOBKE, HACTPOiiKe M 00CIYyKHUBAHHUIO
NPOrpaMMHBIX, IPOrPAMMHO-aNNAPATHBIX (B TOM YHC/JIe KPUNTOrpaQuuecKnX) U TeXHHYECKUX
CpeacTB 3alIUTHI HHPOPMAIINH

1. Vs3BUMOCTH IPOrpaMMHOT0 00ecTiedeHus: KIacCu(UKAIUSI U METOAbI YCTPAaHECHHUS.

2. CpencTBa KOHTPOJIS IIEIOCTHOCTH MPOTPAMMHOT0 00€CIICYEHUSI.

3. Tlopsamok cepTUUKAIMKM CPEACTB 3aIIUTHl MH(OPMAIMK, BCTPOCHHBIX B MPOTPAMMHOE
obecrnieueHue.

4. OcoOEHHOCTH 3aIIUTHI TPOTPAMMHOTO 00ECIeUeHHs OTEUECTBEHHOTO MTPOU3BO/ICTBA.

5. OOcnyXMBaHWE M CONPOBOXKICHUE CPEJICTB 3alIUTHI MPOTPaMMHOIO OOECTICUCHHS B
nporiecce IKCILTyaTaluy.

Ilepeyens BOMPoOCOB /51 MOATOTOBKH K IK3aMeHY

OIIK-9. Cnioco0eH NpMMeHATH CPeACTBA KPUNTOrPaPuIecKOH M TEXHUYECKOH 3aIUThI
HH(pOPMALNHU 115 pellleHus 3a1a4 NpodeccuoHAILHOM 1esITeJIbHOCTH

1. ITonsiTHe U BUABI yTpo3 6€30M1aCHOCTH IPOIPaMMHOI0 00ecreueHusl.

2. Knaccugukanys BpeJ0HOCHOT'O IPOrPaMMHOT0 00eCTIeUeHUSI.

3. Metoabl U CpeAcTBa 3alUThl IPOrPaMMHOrO OOECledyeHus: 0T HECAaHKIMOHUPOBAHHOIO
KOIIUPOBAHUS.

4. Metonbpl U CcpeAcTBa 3aIIUThl IPOrPAaMMHOrO OOecHeueHHs] OT HECAaHKIMOHHUPOBAHHON
MoAu(UKALIIH.

5. Kpunrorpaguueckrue METO/IbI 3alUThI IPOrPAMMHOI0 00ECTIEYEHHU .

6. AmnmapaTHblE CpEICTBA 3aIIMTHI MPOTPAMMHOr0O oOecreyeHHs (JIIEKTPOHHBIE KIIIOYH,
TOKCHBI).

IIK-1. CnocoGeH BBINOJHATH PadoThl MO YCTAHOBKE, HACTPOHKe WU 00CIYy:KMBAHUIO
NPOrpaMMHBIX, IPOIPAMMHO-ANNAPATHBIX (B TOM YHc/JIe KPUNTOIPaQUYeCKNX) U TeXHHYECKUX
Cpe/ACTB 3a1UThI HHGOpMaLUK

1. Ilopsimok YCTaHOBKHM M HACTPONKH CpEACTB 3alllUThl MPOrpaMMHOIO OOecledyeHus B
COOTBETCTBUU C TEXHHUUECKON TOKYMEHTALMEH.

2. TpeboBanus Oe3omacHOW pa3pabOTKH mporpamMmHoro obecrnedenus (Secure Software
Development Lifecycle).

3. Meroibl cTaTUYECKOT0 aHaju3a 0€30MacCHOCTH MPOrPaMMHOI0 KOJ1a.

4. MeToasl TMHAMUYECKOTO aHalin3a 6€30MacHOCTH MPOTPAMMHOTO 00ECTICUECHHS.

5. TectupoBaHue NPOrpaMMHOI0 OOECTIEYEHUsI Ha YCTOMUMBOCTD K aTaKaM.



