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1. IEPEYEHb IIVIAHUPYEMbBIX PE3YJBTATOB OBYYEHHUA 110
JAACHUIIJIMHE, COOTHECEHHBIX C INUVIAHUPYEMBIMHU PE3YJbTATAMH
OCBOEHMUSA OBPA3OBATEJIbBHOMU ITPOI'PAMMBbI

1.1. lleab ocBOeHUsA TUCUHUILIMHBI

L[CJ'IBI-O OCBOCHUMA NUCLHHMIIIINHBI ABJISACTCA:

— (opmupoBaHue y 00y4arOIMUXCS YHUBEPCATHHBIX KOMITETEHIIMH, HAMPaBICHHBIX Ha

Pa3BUTHC HABBIKOB CUCTCMHOI'O W KPUTHUYCCKOI'O MBIINUJICHUA B obiactu IIOMCKa, aHalliu3a u

00paboTKM HAYYHO-TEXHUYECKON HH(POpMaIUH B chepe MHPOPMALMOHHBIX TEXHOIOTUH;

— (opmupoBanue y oOydaromuxcsi npodeccnoHalbHbIX KOMIETEHIUH, He0OXO0IUMBIX

JUIs  pelleHus

3a1a4
KrOepOe30MacHOCTH,

npodeccrnoHabHOM
CBSI3aHHBIX C HHCTAJUISIMEH,

ACATCIBHOCTHU B
TECTUPOBAHHUEM U

IPOTPAMMHBIX H allllapaTHBIX CPEACTB 3aLIUTHI HH(OPMAIIHH.
- dbopMupoBaHUe y OOY4YaIOIIUXCS YHUBEPCATbHBIX KOMIIETCHUUH, HANPABIEHHbIX
Ha pazeumue Hagblk08 CUCTNEMHO20 U KPUMUYECKO20 MbLULIEHUS

oOiactu

obecrieueHns
HCIIOJIb30BAHUEM

- gdopmuposanue y  obyuarowuxca  1pohecCuoHATbHBIX KOMITCTCHIIHH,
HeO6XO,I[I/IMI>IX JJI pCIICHUA 3a1a4 HpO(i)eCCHOHaHBHOfI ACATCIIBHOCTH.
1.2. Hepeqeﬂb IJIAHUPYEMBIX PE3YyJbTAaTOB oﬁyqelmﬂ o JMCHUIIJIMHE
Kon n
Kon u HaMMeHOBaHHeE ez (L)
I[Inanupyemble pe3yJibTaThbl 00y4YeHHs 11O * st
HaNMMeHOBaHHE HHANKATOpPa
JTUCHHUIIMHE PO eCcCHOHATBHBIX
KOMIETeHI[NH AOCTHIKEHUS .
KOMIICTCHIIUN
KOMIIeTeHI[HU
VK-1 3HaeT: OCHOBHbIE WCTOYHHUKH  HAYYHO-
TEeXHUYeCKOW uH(popManuu B  oOmactu
Crocoben WYK-1.1. KknbepOe30nacHOCTH; METO/bI [IOUCKa,
OCYIIECTBIIATD OcCyIIeCTBISET KPUTHYECKOTO aHalW3a M CHCTEMaTU3aliH
IOMCK, nouck uHpopmammu WHpOpMAUN o BOIIpOCaM 3aIUThI
KpI/ITI/I‘IeCKI/Iﬁ (B TOM YHUCJIE C HH(bOpMaHHH
aHaJIM3 U CUHTE3 HCTIONIb30BAaHHEM v
MeeT:  HaXOJWUTh aHAM3UpOBaTh |
UHpOpMAIIUH, 1HPOBBIX ’ P
TEXHONOTHiT) 00pabaTbIBaTh HayYHO-TEXHUYECKYIO
MPUMEHSITh ’
p . HEOOXOAUMON TSt napopmanuio B UT-chepe mpu perreHun
CHCTEMHBIH MOJIX0]T
pelreHus 3amad obecriedeHns1 KnbepOe30macHOCTH
AL pCILICHHA TIOCTABIICHHBIX
HOCTABIEHHEIX sanau Biiageer: HaBBIKAMH CHCTEMHOTO IIOWCKa |
3amau KPUTHYECKON OLCHKM HAyYHO-TEXHHYECKOH
nHpOpMaUHU B 00J1acTH KHOepOe30macHOCTH
nK-2 3Haer: cocTaB, Ha3HAYCHHE M TMPHHIMIIBI
UIK-2.1. (YHKIIMOHMPOBAHUSI TPOIPAMMHBIX CPEJCTB
Cnocoben . 3amuTel mHbopMmammy (antuBHpycHOE I[10,
MPUMEHSITh [IpotuBoeiicTByer .
cpeacTBa  Kkpunrorpaduyeckoit  3aumuthl, | 06.032
MpOrpaMMHBIE yrpo3am
cpesicTBa 6E30MACHOCTH MEXKCETEBBIE DKPaHbI, CHCTEMbI 00HapyxeHus | «CIenuanucT no
CUCTEMHOTIO, nHdopmanuu ¢ BTOP)KCHHUIA) GesonacnocTn
KOMITBIOTEPHBIX
TIPUKIATHOTO 1 HCIOJIb30BAHNEM YMeer: HMHCTAIMPOBATh M TECTHPOBATD | (piron b ara
CHEUaIbHOTO BCTPOEHHBIX
MpOrpaMMHbIe cpeacTBa 3aIIUTHI
Ha3HAYEHHUS, CPEJICTB 3aIIUThHI
HHCTPYMEHTATBHBIE | HH(bOPMAIHH nHopManuy, OLEHMBAaTh KOPPEKTHOCTb HX
CpE/CTBA, SI3bIKU U HacTPOHKH ¥ paboThI




CHCTEMBI Buaneer: HaBBIKaMH UCIIOJIb30BAHUS
IIPOrpaMMHUpPOBAHHA MIPOTrPaMMHBIX CPEJICTB 3alUThl HHHOPMALH
A I pelleHus 3aj1ad  NpodecCHOHAILHOM
peueHus

JeATEILHOCTH
npo¢heCCUOHATBHBIX
3a1a4
K-3

3HaeT: coCTaB, Ha3HAY€HWE M IPHHIMIIBI
Cnocoben

(YHKIIMOHMPOBAaHUSI  allapaTHBIX CPEICTB

IMpUHHUMAaTh Y4aCTue

B OpraHW3ALMH 1 WUIK-3.1. 3amuThl HHpOpMauuu (annapaTHele MOIYIH
TIPOBECHUH JOBEPEHHOW 3arpy3KH, TOKEHBI, alnapaTHbIC
KOHTPOJIBHBIX Onenusact MesxceTeBbie 9kpanbl, CK311)
0 OBI; o paboTOCIIOCOOHOCTE ’ 06.032
posep MPUMCHSICMBIX YMeer: HWHCTaNIIMpOBaTh M  TECTUPOBATh «Crenuanuct no
paborocmocobHOCTH 6e30HACHOCTH
CpeacTB anmnapaTHble CpPEICTBa 3aLUTHI I/IHcpopMauI/H/I,
u SPdexTuBrOCTH KOMITBIOTEPHBIX
[PUMEHSEMBIX SallUThI OLIEHMBATh KOPPEKTHOCTh MX HACTPOMKU M N
nHpopmanuu ¢ CHCTEM U CETEH»
MPOTPaMMHBIX, paboTs!
UCIIOJIb30BaHHEM
MpOrpaMMHO- B .
IOTaTHBIX CPCACTB U JIaJaeeT: HaBbIKaMH UCIIOJIb30BaHUA
anmnapaTHbIX METOIK
anmapaTHBIX CPEACTB 3aIUTHl MHGOPMAIHH
¥ TEXHHYECKUX A P pex m opman ;
CpEsICTB JUIL  pemieHus 3a1ad  MpodecCHOHATBHON
3aIIHUTHI JEATETbHOCTH
nHdopmanuu
2. MECTO JANCHUIIJINHBI B CTPYKTYPE OBPA3OBATEJIbBHOU
HHPOI'PAMMBI

JlucuuIuiiHa OTHOCHUTCSL K YacTH, (OPMHUPYEMOW YYaCTHHUKAMH OOpa30BaTEIbHBIX
otHomenuid, brmoka 1. Jucuurmmuel (Moaynu) oOpasoBarenbHoit mporpammbl (b1.B.03
[Ipodeccrona bHBI MOIYIIB).
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3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHBI

3.1. O0beM 1 CTPYKTYpa JMCHHIIIHHBI

OO6mias Tpy10EMKOCTb AUCIHUILINHBI cocTaBisieT 4 3.e. (144 4ac.), UX pacrpeesieHue o BUIaM
paboT U ceMecTpaM MpPeJICTaBIICHO B TAOJIUIIE.

Buab! yueOHbIX 3aHATHI U pad0ThI 00y4aIOLIUXCS TpynoeMKkocTh, Yac
O01mas TPyA0eMKOCTh TUCHMILIUHBI, Yac 144
KontakTHas padoTa o0yyawmuxcs ¢ npenoaaBareieM 1o BUaaM 50/24
yueOHBbIX 3aHATHI (BCero), B T.4.:
3aHATHS JeKIMOHHOTO THNA (JISKIIHH) 18/12
3aHATHSA CEMHHAPCKOr0 THMA (IPAaKTUYECKUE 3aHATHS) 30/10
J1abopaTopHbIe padoThI 4/2
CamocTosiTeTbHasi padoTa Bcero, B T.4.: 65/111
CaMoroAToTOBKA 10 TeMaM (pasesiaM) JUCIUTUTHHBL 65/111
KoHTpoub (4ackl Ha 3K3aMeH) 2719
IIpomexyTounas arrecrauus JK3aMeH

[pumeuanue: -/- 06vem UaACO6 COOMBEMCMBEEHHO 05l OUHOU U OYHO-3A0UHOU POPMbI 0OYUeHUS.

JucuumiuHa peanusyercss TMOCPEICTBOM TMPOBEIEHUS KOHTAaKTHOW paboThl ¢
oOyyaromuMucs (BKJIOYasi IPOBEJIEHUE TEKYIIEr0 KOHTPOJIS YCIEBAEMOCTH), CaMOCTOSATENbHON
paboThl 00yUYaIOIINXCS U IPOMEKYTOUHOM aTTeCTaIUu.

B mpouecce ocBOoeHMS TUCHUIUIMHBI MOXKET MPUMEHSTHCS SJEKTPOHHOE OOydeHHE U
JTUCTaHIIMOHHBIE 00pa30BaTeNbHbIE TEXHOJIOTHH.

B nmpouecce ocBoeHUs JUCHMIUIMHBI OOydaromuecss oOOecreueHbl JOCTYIOM K
DIIEKTPOHHON  HMH(OPMALIMOHHO-00pa30BaTeNbHON  Cpelle U AJIEKTPOHHO-OMOIMOTEYHBIM
CUCTEMaM.



3.2. Coaepxanme TUCUMILIIMHBI, CTPYKTYPUPOBAHHOE 10 TeMaM

IInannpyemsie
pe3yJbTaThl
OCBOEHHSI: KO/
(opmupyemoii
KOMIeTeHIHU 1
HHAMKATOPBI

HaumenoBanmue pa3aeiioB,
TEM

Buabl yuedHol padoThI

KonrakTHas pa6ora

pa6oThl, yac

Jleknum, 9ac
CamocTrosTeabHasA
padora, yac

3aHATHSA, YAC

JlabopaTopHble
IIpakTHyeckue

®opMBI TEKYILEro
KOHTPOJISI
(HauMeHOBaHH e
OLICHOYHOT' 0
Cpe/acTBA)

YK-1:
NyK-1.1

Tema 1. OcHOBBI
Kn0ep0e30NnacHOCTH:
MOHSITHS, eJIH U 3212491

Cooepoicanue nexyuu:

1. TTonsitue
KHOepOe30MacHOCTH,
nHpopManoHHOH
0€301aCHOCTH U 3alLUThI
nHpopmanuu

2. Ilenwu, 3amaun 1 0OBEKTHI
KHOepOe30IacHOCTH

3. OcHOBHBIC HaIlPaBICHUSA
obecrnieueHHs
kubepoOe3omnacHocT B PO

2/1 - - -

IIpaxTryeckoe 3ansTue Ne 1.

AHanmu3 Hay4HO-TEXHHUYECKOl
nHpopManuK Mo aKTyaJbHbIM
yrposam Kubep0e30macHoCTH

— | - | an -

Camocmosmenvras paboma:
Usyuenue yuebnou
AUMepamypuvl no meme,
nO020MOBKA K NPAKMUYECKOMY
3aHAMUIO

8/10

YcrHI onpoc /
TECTHPOBAaHHE

YK-1:
nyK-1.1

Tema 2. Yrpo3ssl
HHpopMaALOHHOI
0e30macHOCTH U MOJIeJIb
HAPYLIUTeJS

Cooepoicanue nexyuu.:

1. Knaccuduxkarnms yrpos
nH}popMannoHHOH
6e301acHOCTH

2. VICTOYHUKY 1 KaHAJbl yTEUKU
nHpOpMaINU

3. Mopens HapyIIUTens u
MOJIETIb YTPO3

21 | - | - -

YerHbrii onpoc /
MPaKTUYECKOe
3aJiaHue




IIpaxTryeckoe 3ansTue Ne 2.
IMoctpoenue moaenu yrpos s
TUIOBON HH(POPMAIIMOHHON
CUCTEMBI

4/1

Camocmosmenvhasn paboma:

H3zyuenue knaccugurxamopos

yepos (BAY @CTOK Poccuu),
NO020MOBKA K 3AHAMUIO

8/10

IIK-2:
UIIK-2.1

Tema 3. BpenonocHoe
nporpaMMHoe
o0ecreueHue u
AHTHUBHUPYCHAsI 3alIMTA

Cooeporcanue nekyuu:

1. Kimaccuduxanums
BPEJOHOCHOTO MPOrPAaMMHOIO
obecrieueHus

2. MexaHU3MBbI
pacIpocTpaHEeHUs U 3apaKeHUS
3. [puHIUIEL paboTHI
AHTUBHPYCHBIX IPOrPaMMHBIX
cpencTB

2/1

JlabopaTopnas padota Ne 1.
WHCTaWIAMS 1 TECTUPOBAHUE
AQHTHBUPYCHOTO MPOTrPAMMHOTO
CpelcTBa 3allUThHl HHPOPMALU

2/1

ITpaxTrueckoe 3amsTue Ne 3.
Hacrpoiika noautuk
AHTUBHUPYCHOM 3alUTHI

4/1

Camocmosmenvnas paboma:
Usyuenue omeuecmeennvix
AHMUBUPYCHBIX PEULeHUI,
Nn0020Mo6Ka omuyema no
nabopamopHol pabome

8/10

Otuer no
nabopaTopHO
pabote /
TECTUPOBaHKE

K-2:
UIK-2.1

Tema 4.
Kpunrorpadpmnueckne
MeTO/bI 3AIUTHI
HHpopmannu

Cooepoicanue nexkyuu.:
1. CummeTpHUuHbIE U
acCHMMETpUYHbIE
KpurTorpaduueckue
ITOPUTMBI

2. DIeKTpOHHAS MOJATUCH U
XEIINpOBaHUE

3. OteuecTBEHHbBIE CpeacTBa

2/1

IIpaxTuyeckoe
3aganue /
TECTUPOBAHUE




KpUNTOTpaguIECKON 3aIUTHI
nnpopmanuu (CK3N)

[paxtraeckoe 3amsaTue Ne 4.
Hcnone3oBanne nporpaMMHBIX
CpEeICTB KpUNTOTpaduuecKoit
3aIUTHl HHPOPMAIUU

4/1

CamocmosmenvHas paboma:
Hzyuenue FOCT P 34.10-2018,
T'OCT P 34.11-2018,
HO020MOBKA K 3AHSMUIO

8/10

K-3:
UIIK-3.1

Tema 5. CeTreBas
0€30IACHOCTD:
Me:KceTeBbIe IKPaHBbI,

VPN, IDS/IPS

Cooepoicanue nexyuu:

1. ApxuTekTypa 3aIuIIeHHbIX
cerei

2. Ilporpammuble 1
anmapaTHbIC MEKCETEBbIC
9KpaHbI

3. Texnonoruu VPN, cucremsl
0oOHapyXeHUS U
NpeNOTBPaLICHHs BTOPKCHHH
(IDS/IPS)

2/1

JlabopaTopnas padota Ne 2.
WHCTAIAIUS U TECTUPOBAHKE
anmnapaTHO-MPOrPaMMHOTO
CpPe/ICTBA CETEBOM 3aIHUTHI
(MexceTeBOro SKpaHa)

2/1

[Ipaktuueckoe 3ansatue Ne 5.
Hacrpoiika npasui
ME)XCETEBOTI'0 IKPaHUPOBAHUS

4/1

Camocmosmenvnas paboma:
H3syuenue doxymenmayuu no
Hacmpolike cpedcma cemesol
3auumel, NOO20MOBKA OMuema

8/10

Ortuer 1o
nabopaTopHO
pabote /
MIPaKTHYECKOE
3aJjaHue

MK-2,
UIIK-2.1;
MK-3:
WIIK-3.1

Tema 6.
Nnentnduxanus,
ayTeHTH(PUKALMSA U
ylpaBJieHHe J0CTYIIOM

Cooeporcanue nexyuu:

1. Metob! 1 cpencTBa
uAeHTH(DUKAITUYN 1
ayTeHTU(UKALUN

2. AnnapatHsle cpeacTBa

2/1

[IpaxTHyeckoe
3ajanue / yCTHBIN
oIpoc




ayTeHTH(UKaMU (TOKEHBI,
CMapT-KapThl)

3. Mogenu pa3rpaHAYeHUS
JOCTyMa (IUCKPEITMOHHAS,
MaHJaTHasi, poJieBas)

IIpaxTryeckoe 3ansTue Ne 6.
Hacrpoiika nporpaMMHBIX U
anmapaTHBIX CPEICTB
pasrpaHUYCHUS TOCTYIA

4/1

Camocmosmenvhasn paboma:
H3zyuenue cmandapmos
YApaeneHus 00Cmynom,
n0020MO8KA K 3aHAMUIO

8/10

MK-2,
HIIK-2.1;
IK-3:
HIIK-3.1

Tema 7. TecTupoBanue u
JIKCILIyaTALMS
NMPOrpaMMHBIX M
anmnapaTHbIX CPeICTB
3a1MThI HHpoOpMaLMU

Cooepoicanue nexyuu:

1. Metoarka TeCTUPOBAHUSA
CpPEICTB 3alUThl HH)OPMAIIUH
2. Onenka 3¢ eKTHUBHOCTH
(YHKIMOHUPOBaHHUS
NPOrPaMMHBIX H allapaTHBIX
CpPEJICTB 3aIUTHI

3. Ilopsok 3KcITyaTaluu U
COIPOBOXKJICHUSI CPEACTB
3aIUThl HHPOPMAIUU

3/1

IIpaxTryeckoe 3ausTue Ne 7.
KomMmrnekcHoe TecTupoBaHue
MPOrpaMMHO-aNINapaTHOTO
KOMIUIEKCa 3alIUThI
nHpopmanuu

3/1

Camocmosmenvhas paboma:
Iloozomoexa omuema no
pe3ynbmamam mecmupo8anus
cpedcme 3auumsl UHGOpMayuu

9/10

IIpakTuueckoe
3a/1aHKe

YK-1,
NyK-1.1;
MK-2,
WIIK-2.1;
NK-3:
HIIK-3.1

Tema 8. HopmaTusHo-
NpaBoBoe odecneyeHne
Kn0ep0e30nacHOCTH U
ynpasJieHHe
HHIMJACHTaAMH

Cooeporcanue nekyuu:

1. HopMaTuBHO-IIPaBOBBIE AKTHI
P® B oGnacTy 3a1UTEI

3/1

IIpaxTuyeckoe
3amanue /
TECTHPOBaHUE
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nadopmanuu (O3-149, @3-152,
npukaszsl DCTOK u OCh
Poccum)

2. MexayHapoIHbIE H
HAIMOHAIIbHBIC CTaHIAPThI
(ISO/IEC 27001, TOCT P
HNCO/MDBK 27001)

3. OpraHuzamus pearupoBaHUs
Ha UHIUICHTEI
WHPOPMATNOHHOM
0e30macHOCTH

IIpaxTryeckoe 3ansTre Ne 8.
PazpaboTka niana
pearnpoBaHus Ha HHIUIEHT - - 3/1 -
HHPOPMATNOHHOM
0e30macHOCTH

Camocmosmenvhas pa6oma:

Hsyuenue nopmamueno- _ _ _ 8/10
npagosvix aKmos, no02omosKa

K 9K3aMeHy

HUTOT'O 18/12 | 4/2 | 30/10 | 65/111

[pumedanue: -/- 06vem uacos coomeemcmeeHHo 0l OYHOU U OYHO-3A0UHOU GOpMbl 0OYYeHU
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4. METOJMYECKHUE VYKA3ZAHMSI JJIs1 OBYYAIOIIMXCS MO
OCBOEHMIO JUCLHUIIAHBI

4.1. OOmme MeTOoAMYECKHME PEKOMEHIANUM IO OCBOEHHIO JIWCIHUILUIUHBI,
o0pa3oBaTe/ibHbIE TEXHOJIOTUH

JlucuuiuinHa — peaju3yercsl IOCPEJICTBOM IPOBEACHHMsS KOHTAKTHOW paboThl ¢
oOyyaronuMucs (BKIIIO4asi MPOBEJCHUE TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH), CAMOCTOSATEIbHON
paboThl 00yUYaAIOLIMXCS U IPOMEKYTOUHON aTTECTALUH.

[IpenogaBanue AMCUMIIIMHBI  BEIETCS C€ INPUMEHEHUEM  CIEAYIOIIMX  BUJOB
o0pa3oBaTeJbHbIX TEXHOJIOTHIA:

— 0aJUIbHO-PEUTUHIOBasl TEXHOJIOTHSI OLIEHUBAHUS;

— 3JIEKTPOHHOE 00yUYEeHHE;

— npoGyieMHOE 00y4YeHHUE;

— pa300p KOHKPETHBIX CUTYaIlUl (KeHC-TEXHOIOTHH);

— nuapopmarmonusie Texuonorun: SUOC yHuBepcuTera, mporpaMMHbIE U anlllapaTHbIE
CpeZCTBa 3aIlUThl HH(OPMALIHH.

JInist OIIeHKH 3HAHWM, YMEHHIA, HABBIKOB M YPOBHS COPMHUPOBAHHOCTH KOMIICTCHIHH
[0 JUCUUIUIMHE MpUMEHSAETCs OauIbHO-PEUTHHrOBass CHCTEMa KOHTPOJIST M OLEHKHU
yCIIEBa€MOCTH CTYJIEHTOB. B 0CHOBY GaJlIbHO-PEHTHHIOBOM CHCTEMBI I1OJIOKEHBI IPUHIIUIILI, B
COOTBETCTBUH C KOTOPHIMH (DOPMHPOBAHWE PEHTHHTra CTYJEHTa OCYIIECTBISETCS B XOJE
TEKYILEro KOHTPOJIs ycreBaeMOCTH. MakcuMaibHOe KoanuecTBo OamioB B cemectpe — 100.

4.2. MeToanueckne yKa3aHus VIl 00y4alOIMXCs 110 OCBOCHMIO IV CUMIIMHBI HA
3aHATHAX JeKIHOHHOI0 THIIA

JIeKUMOHHBII KypcC MpeAnojaraeT CHCTEMaTU3UPOBAHHOE H3JI0KEHUE OCHOBHBIX
BOIPOCOB TEMAaTUYECKOro IjaHa. B Xoae JIEeKUMOHHBIX 3aHATUH pacKpbIBalOTCs Oa3oBbIe
MOHSITHST W TPUHIUIBI 00ecrieueHnss KuOepOe30macHOCTH, 0003HAYAIOTCS KITIOYEBBIC ACIIEKTHI
TEM, a TaK)Ke JIeJalOTCsl aKLEHThl Ha HauOoJiee CIOXKHBbIE M BaXKHbBIC IOJIOKEHHS H3y4aeMOro
MaTepuaia.

JIeKuMOHHBIE 3aHATHS MPOBOJATCA B TOTOYHOM AyAUTOPUHM C TPUMEHEHUEM
MYJBTUMEAUMHOTO IPOEKTOpa B Buje yueOHoi npezenTanuun uiu B SMOC yHuBepcurera.

B Xo&me JEKIMOHHBIX 3aHATUH PEKOMEHAYETCS KOHCIEKTHpPOBaHUE Yy4eOHOro
MaTepuaia. Marepuaibl JEKIUI SBISIOTCS ONOPHOM OCHOBOM JIJIsl MOATOTOBKH O0y4aronmxcs K
NPAaKTUYECKUM 3aHATHSAM, Ja0OpaTOpHbIM pabOTaM U BBIMOJHEHUS 3aJaHUH CaMOCTOSTEIbHON
paboThl, a TaKKe€ K MEPONPUITHUAM TEKYIIEro KOHTPOJIS YCHEBAEMOCTH U IMPOMEKYTOUHOM
aTTecTalluu N0 JUCLIUILIMHE.

4.3. Meroanyeckue yKazaHusi Ui 00y4alOIMXCSl M0 OCBOCHMIO JMCHUIJIMHBI HA
JIa00paTOpPHBIX padoTax

[ToaroToBky k Kaxaou JadbopaTOpHOI pabOTe CTYIEHT JOJKEH HAa4aTh C O3HAKOMJICHUS
C IUJJAaHOM 3aHATHS, KOTOPBIM OTPakaeT CoOJAEp)KaHHWE MPEMIOKEHHON Tembl. Kaxnas
BBITNIOJIHEHHAs paboTa ¢ 0(OpMIIEHHBIM OTYETOM O HEW MOJJIEKUT 3alIUTE MPENoJaBaTelto.

[Tpu ouleHuBaHMM 1a0OPATOPHBIX pabOT YyUUTHIBAETCS CIIEAYIOLIEe:

— KauecTBO BBINOJHEHHUS pabOThl MO MHCTAUISALUU, HACTPOHMKE M TECTUPOBAHUIO
OPOTPAMMHBIX M amlapaTHBIX CPEACTB 3alIUThl WHGOPMALlMM U CTENEHb COOTBETCTBUS
pe3yJbTaTOB pabOTHI 3alaHHBIM TPEOOBAHUSAM;

— KauecTBO o(hopMIIeHHUs OTYETA 10 padoTe;

— Ka4eCTBO YCTHBIX OTBETOB Ha KOHTPOJIbHBIE BOIIPOCHI ITPH 3aIIUTE PAOOTHI.

JIaGopatopHble paOOThl OPraHM3yIOTCS, B TOM uucie B (opMe MNPaKTHUECKOH
MOJTOTOBKU, KOTOpash MpeayCMaTpUBaeT ydyacThe OOYYaroIMXCS B BBIINOJHEHUH OTIENIbHBIX
3JIEMEHTOB paboT, CBA3AHHBIX C Oyaymield mpodecCHOHAIbHON AEATENIbHOCTRIO: HHCTAISIUEH,
TECTUPOBAaHUEM U HCIOJb30BAaHMEM MPOrPaMMHBIX M aNlapaTHBIX CPEACTB  3allUThI
UH(OPMAaLIUU IPH U3YYEHUH TeM 3, 5.
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4.4. MeToanuyeckue yKa3aHusl sl 00y4YAIOIIUXCH MO OCBOCHUIO JUCHMILUIMHBI HA
NMPAKTUYECKHUX 3aHATHAX

[IpakTrueckue  3aHATUS  NPEACTABISAIOT  COOOM  JeTanM3alui0  JICKIIMOHHOTO
TEOPETHUECKOr0 MaTepuala, MPOBOASTCA B LEIAX 3aKpeIUICHUS Kypca U OXBaThIBAIOT BCE
OCHOBHBIC pa3fieibl AUCHUILIMHBL. OCHOBHON (OpMOH NTPOBENCHHs NMPAKTHUYCCKUX 3aHATHHA
SBIIIETCSL 00CYXJeHuEe Hanbosiee MPOOJIEMHBIX M CIIOKHBIX BOIPOCOB IO OTACIBHBIM TEMaM,
pelieHrue  MpaKTHUYeCKWX  3a7ad, pa3dop  KEWcoB, CBSA3aHHBIX C  OOecreYeHueM
KnOepOe30MacHOCTH.

[IpakTrueckue 3aHATHS 00yUYaIOIIUXCsl 00ECIICUNBAOT:

— IIPOBEPKY U YTOYHEHUE 3HAHUH, II0JyYECHHBIX Ha JICKIUAX;

— TIOJIyYCHHE YMEHUW W HABBIKOB IMTOMCKA, aHAIM3a U 00pa0OTKH HAYYHO-TEXHHUYECKOM
uH(pOpPMAaLIKU, HACTPOMKH MPOrPaMMHBIX U allllapaTHBIX CPEIACTB 3alIUTH HH()OpMAaIH;

— TOJIBEICHUE MTOTOB 3aHSATHUN 10 PEUTUHTOBOM CHCTEME, COTJIACHO TEXHOJOTUYECKOU
KapTe JOUCIHUIIJIINHBI.

4.5. Meroan4yeckue yKa3aHUus M0 CAMOCTOSATeJIbHOU padoTe 00y4arIMXCs

CamocrosiTenbHast pabora oOecriednBaeT MOATOTOBKY 00YyYaroIlerocs K ayJIuTOPHBIM
3aHATUSAM U MEPOIPHUATUSAM TEKYIIETO KOHTPOJIS M MPOMEKYTOUYHON aTTECTAllUH M0 U3ydaeMOi
TUCIUILIAHE.

CamocrosiTenbHasi paboTa CTYAEHTOB BKIIIOYAET:

1. 3ydenue yueOHON TUTEpaTyphl MO Kypcy.

2. UV3ydyeHme HOPMATHUBHO-TIPABOBBIX aKTOB W  CTaHIApTOB B  OOJIACTH
KrOepOe30MacHOCTH.

3. Pabory c pecypcamm HutepHer (peectp oteuectBeHHoro I10, BIY ®CTOK
Poccun).

4. TloaroToBKYy OTYETOB 110 J1a0OpaTOPHBIM padoTam.

5. IloAroToBKY K TECTUPOBAHMIO 110 TEMaM Kypca.

6. [TonroToBKy K IpOMEXYTOYHOM aTTECTALUHU 10 KYpCY.

Jns  obecrieueHHst  CaMOCTOSITENbHOW — paboThl  OOyyaroIIMXCsl — MCIOJIb3YeTcs
AIIEKTPOHHBIN yueOHbIH Kypc, cozaanHblii B OMMOC yHuBepcurera http://sdo.tolgas.ru/.
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5. YYEBHO-METOJUYECKOE U UH®POPMAIIMOHHOE OBECIIEYEHHUE
JUCIHUIIVIMHBI

5.1. IlepeyeHb OCHOBHOM M JONOJHHUTEILHON YyUeOHOH JTUTEPATYPbl, HEOOXOAUMOM
JJ151 OCBOEHHU S AU CHUILTUHBI

Bcesa JIMTCpaTypa, BKIIFOYCHHAA B IIaHHBII\/JI NEepCUCHb, MPCACTABJICHA B BUAC SJICKTPOHHBIX
pecypcoB B aneKkTpoHHOM Ombnmoreke yHuBepcurera (OBC). Jluteparypa, ucmonbzyemas B
NIEYaTHOM BHJIE, IIPEJCTABICHA B HAYYHOU OMONIMOTEKe yHHBEpcuTeTa B o0beMe He menee 0,25
HK3EMIUIIPOB HA OHOTO 00YYaOLIeTOCH.

OcHoBHas1 JInTepaTypa

1. buprokos, A. A. NapopmanronHass 6€301aCHOCTh: 3alllTa W HaIaJaeHue : yueOHoe
nocobue / A. A. buprokos. — Mocksa : JIMK Ilpecc.

2. lllanbrun, B. ®. UadopmannonHas 06e€30MacHOCTh U 3aliuTa HHGOPMAIMH : yaeOHOe
nocobue / B. ®@. llanbrun. — Mockaa : JIMK Ilpecc.

3. 3aneunukos, C. B. Madopmannonnas 6€30MacCHOCTb OTKPBHITBIX CUCTEM : YYEOHHK /
C. B. 3aneunukoB, H. I'. Munocnasckas, A. U. Toncroii. — MockBa : ['opsiyast nuHHS —
TenexomM.

JlonoTHUTEIbHASI JIUTEPaTypa

1. Mamok, A. A. HWudbopmanuonnas O€30MaCHOCTb: KOHIENTYyalbHbIE U
METOJIOJIOTUYECKUE OCHOBBI 3amuThl WHpopMmamuu : ydeOHOe mocobue / A. A. Mamok. —
Mocksa : I'opsiuas nunusa — Tenexom.

2. ABepuenkos, B. U. Opranuzanmonnas 3amuTa uadopMmaiuu : yaedbHoe nocodue / B.
N. Asepuenkos, M. FO. PeitoB. — Mocksa : ®nuHTa.
3. TOCT P HUCO/MDBK 27001-2021. HNudopmanuoHHas TexHOJIOTHs. MeToasl U

cpeactBa  obecneueHust  OezomacHocTH.  CHCTEMbl  MEHEIKMEHTa  HMH(OpPMAIMOHHON
6e3omacHocTH. TpeboBaHUs.

5.2. TIpodeccuonanbHbie 6a3bl JaAHHBIX, HHGOPMAIHOHHO-CIIPABOYHBIE CHCTEMBDI,
HHTEepPHeT-pecypchl

1. Koncynaprautllnroc : cmpaBouHas mpaBoBas cucrema : caidt. — URL:
http://www.consultant.ru — Tekcr : 3JIeKTPOHHBIA.

2. DnexTpoHHas OubnuoreyHas cuctemMa [lOBOMKCKOTO  TroCyAapCTBEHHOTO
yHuBepcuteta ceppuca : caidt / ®I'BOY BO «[IBI'YC». — Tonssartu. — URL: http://elib.tolgas.ru
— Pexxum noctymna: st aBTOpu3. MoJIb30BaTeNiei. — TEKCT : AJEKTPOHHBIN.

3. DraekTpoHHO-OMOMMOTEeYHas cucreMa Znanium.com @ caiit. — URL:
https://znanium.com/ — Pexxum noctyna: asst aBTopH3. Mojib3oBaTenaeid. — TeKCT : SIeKTPOHHBIH.

4. bank gansabix yrpo3 6e3zomnacHoctd nHpopmanuu ®CTIK Poccun : caiit. — URL:
https://bdu.fstec.ru — TekcT : 3eKTPOHHBIH.

5. Peectp poccuiickoro mporpammHoro obecmeueHus : cailt. — URL:
https://reestr.digital.gov.ru — TekcT : 371eKTPOHHBIA.

6. eLIBRARY.RU : mnayyHas osnekrpoHHas Oubnmuoreka : caiit. — URL:
https://elibrary.ru — Tekcrt : 3JI€KTPOHHBIIA.
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5.3. IIporpammHoe o0ecnieyenune

Nudopmarnmonnoe obecrieueHne ydeOHOro mporecca MO AUCIHUIUIMHE OCYIIECTBISIETCS C
UCTIOJIP30BAHUEM CIICAYIONIETO MPOrpaMMHOr0 obecniedeHus: (JIMIEH3MOHHOTO M CBOOOIHO
pacIpoCTPaHsIEeMOro), B TOM YHCIIe OTEYECTBEHHOTO TIPOU3BO/ICTBA:

Ne | HaumenoBanue YcaoBus gocryna

. . U3 BHYTPEHHEHU CeTH
Microsoft Windows / oTeuecTBeHHas oneparioHHas yip

1 . HUBEPCUTETA (JIUIICH3HOHHBIN
cucreMa (Astra Linux) 4 P (s
JIOTOBOD)
W3 BHYTPEHHEU CeTH
2 | Microsoft Office / LibreOffice YHHBepCcHTETa (JIMIIEH3UOHHBIH
JIOTOBOD)
. . W3 BHYTPEHHEU CETH
Kaspersky Endpoint Security (oreuecTBeHHOE yIp .
3 VHHUBEpCUTETA (JTUIICH3NOHHBIN
antuBupycHoe I10)
JIOTOBOD)
U3 BHYTPEHHEH ceTH
4 | Kpunrollpo CSP (CK3N) YHHUBEpCUTETA (JTUICH3UOHHBIN

JIOTOBOD)

U3 000N TOUKH, B KOTOPOH
5 | CI0 MOODLE MUMEeTCs IOCTYH K CeTH

WuTepHer (JIMLIEH3MOHHBIN
JIOTOBOD)

U3 BHYTpEHHEH ceTu
6 | Koncynerantllitoc YHHUBEpCUTETA (JTUIICH3UOHHBII
JIOTOBOD)
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6. OMUCAHUE MATEPHAJIbLHO-TEXHUYECKOM BA3BI, HEOEXOJIUMOII
JUIA  OCYIIECTBJIEHUSI  OBPA3OBATEJBHOI'O  IPOIECCA IO
TACIHATIIAHE

[Tomemienus: mpeACTaBISAIOT CO00 ydeOHBIE ayAMTOPUHU JIS MPOBEICHHUS y4eOHBIX
3aHATUH, TPEAYCMOTPEHHBIX YYE€OHBIM IUIAHOM U palouell mporpaMmon JAUCUHUILIMHBI,
OCHAIIEHHBIE 000PYIOBaHUEM U TEXHUUECKUMH CPEJICTBAMH OOyUCHHUS.

3aHATHSA JEeKIUOHHOT0 THNA. YueOHbIEe ayTUTOPUH AJISl 3aHIATUN JIEKIIMOHHOTO THUIA
YKOMIUIEKTOBAaHbl MEOENBI0 W TEXHUYECKHMMHU CpEICTBAMH OOYYEHHS, CIYKallUMU JUIS
npeincTaBieHuss  ydyeOHOM — uHpopManuu  (CTallMOHAapHbIE WJIM  MEPEHOCHble  HaOOpbI
JEMOHCTPAIIMOHHOTO  000pyMOoBaHUS (TPOCKTOp, JKpaH, KOMIBIOTEP/HOYTOYK), y4eOHO-
HarJsigHble TocoOus (IIpe3eHTalMu [0 TeMaM JIeKIui), obecreyuBaroniie TeMaTHYeCKHe
WUTIOCTPALMM, COOTBETCTBYIOIINE JAHHON IPOrpaMMe TUCLUIUIMHBI.

3aHATHSA CeMMHAPCKOr0 THNA. YueOHbIe ayAUTOPUM YKOMIUIEKTOBAHBI MEOENbI0 U
TEXHUYECKUMU CPEICTBAMH 00YyUEHUs, CITYKalIMMH ISl IPEACTaBICHUs y4eOHONH HHPOpMALIUH.

JlaGopaTopHble paboTbl. [[ns mpoBemeHus ngaboOpaTOPHBIX pPabOT HMCHOJIB3YETCS
yueOHas ayaumropust  «JlaGopaTopusi HHPOPMAIMOHHOW  OE30MACHOCTH», OCHAIICHHAs
KOMITBIOTEPHON TEXHUKOW C YCTaHOBJICHHBIM NIPOTPAMMHBIM W allapaTHBIM OOECIIeYeHHEM
3anuThl nHQopMmarmu (antuBupycnoe [10, CK3U, nporpamMmmHbie U anmapaTHbIE MEKCETEBbIE
9KpaHbl).

IIpomexyTounas arrectaums. /[ mpoBeneHUs MPOMEKYTOUHOH aTTeCTallH IO
JUCLIUIUIMHE MCTIONb3YIOTCSI KOMIIBIOTEPHBIE KJIacChl, OCHAILEHHbIE KOMIIBIOTEPHON TEXHUKOH ¢
BO3MOXXHOCTBIO TOJKIIIOYEHHsSI K ceTu VHTepHeT u obecrmeueHHueM [0CTyla B 3JIEKTPOHHYIO
UH(POPMALIMOHHO-00pa30BaTENbHYIO CpEAy YHUBEPCUTETa W/WiIKM ydeOHbIE ayIuTOPHH,
YKOMILIEKTOBaHHBIE MEOEIIbI0 U TEXHUYECKUMU CPECTBAMH O0yUYCHHUSI.

CamocrositenbHass padora. Ilomemenus [uisi caMOCTOATEIbHOW pabOThI
OCHAIIIEHbl KOMIBIOTEPHONH TEXHUKOH C BO3MOXKHOCTBIO MOAKIIOUEHUS K ceTu «VHTepHeT» u
JOCTYTIOM K D3JIEKTPOHHOH HH(OpPMAIIMOHHO-00pa30BaTeIbHON cpeAe yHuBepcuteTa. s
OpraHU3aIi CAMOCTOATEIHHON PabOTHI 00YUAIOLINXCS UCTOIB3YIOTCS:

KOMIIBIOTEPHBIE KJIaCChl YHUBEPCUTETA;

Ooubnuoreka (Memuasan), MMEMOINas MecTa s OOYyYaroIIUXCs, OCHAIEHHBIC
KOMIIBIOTEpPAMH € AOCTYIIOM K 0a3aM JaHHbIX U ceTu HTepHeT.

DJIeKTPpOHHasi HMHG(OPMALMOHHO-00pa3oBaTe/ibHasi CpefAa YHHBEpPCHTETA
(QUOC). Kaxnpiii oOywaromuiics B TeYeHHE BCEro Iepuojga oO0ydeHHs obecreueH
WHAVBUAYAIbHBIM ~ HEOTPAaHUYEHHBIM  JOCTYMOM K  OJJEKTPOHHOM  HMH(OpMAIMOHHO-
obpasoBarenbHoi cpeae ynuBepcurera (DMOC) http://sdo.tolgas.ru/ u3 moOOW TOYKH, B
KOTOPOH MMeeTcsi JOCTyN K MH(pOpMAIMOHHO-TEIeKOMMYHUKAIMOHHOM cetn "MHTepHer", Kak
Ha TEPPUTOPUU YHUBEPCUTETA, TaK U BHE €€.

OUOC ynuBepcurera 00ecreurnBaeT:

JOCTyl K Y4YeOHbIM IUIaHaM, pabdoyuM mporpamMmaMm JAUCHMILIMH  (MOAYyJei),
nporpaMMaM MPaKTHUK, IEKTPOHHBIM y4EOHBIM M3AAHUSIM W DJIEKTPOHHBIM 00pa30BaTEIbHBIM
pecypcam, ykazaHHBIM B pab04uX MporpaMMax AUCIHUIUIMH (MOIYJIeH ), MporpaMMax MpaKkTUK;

(dbopMHpOBaHUE 3JIEKTPOHHOTO MOPTQOINO OOYUAIOIIErocs, B TOM YUCIE COXpaHEHHE
€ro paboT U OLIEHOK 3a ATH PabOTHI.

B cnydae peanusanuu oOpa3zoBaTeIbHOM MPOrpaMMbl C MPUMEHEHUEM 3JIEKTPOHHOTO
oOydeHus, JUCTAaHIMOHHBIX oOpa3oBarenbHbIX TexHojoruit OUOC  nonmosHUTENbHO
o0ecreynBaer:

¢ukcanuo xoma oOpa3oBaTENBHOTO IMpolecca, PpPe3yIbTaTOB MPOMEXYTOUYHOM
aTTeCTalluU U pe3yIbTaTOB OCBOECHUS 00pa30BaTeIbHON MPOTrPaMMBbL;

MIpOBEJICHUE YUEOHBIX 3aHATUH, IPOLIEAYP OLIEHKU PEe3yJIbTaTOB OOyUEHUs, pean3alus
KOTOPBIX MpPEJYyCMOTpPEHa C TNPUMEHEHUEM DJEKTPOHHOTO OO0Yy4eHUs, IUCTAHLMOHHBIX
00pa3oBaTeNbHBIX TEXHOJIOTHH;
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B3aMMOJICIICTBIE MEXAY ydacTHHKaMu OOpa30BaTeIbHOTO Ipoliecca, B TOM YHCIE
CHHXPOHHOE U (WJIM) aCHHXPOHHOE B3aUMOJIeUCTBUSI ocpeAcTBOM ceTH "MHTepHet".

7. OCOBEHHOCTH OPIrAHM3ALMU OBYYEHUA JsA JUL C
OT'PAHUYEHHBIMU BO3MOKHOCTAMMU 31O0POBbs 1 UHBAJINIOB

[Tpu HEoOXoamMoOcTH pabouas MporpamMma JUCHUIUIMHBI MOXKET OBITh aganTHpOBaHA
JUIsi  obecriedeHusi 00pa30BaTENIBHOTO TIpOIlecca WHBAIMIOB M JIUI[ C OrpPaHHMYECHHBIMU
BO3MOXKHOCTSIMU 3JI0POBbSI, B TOM YHCJIE IS TUCTAHIIMOHHOTO o0yueHus. [y aToro Tpedyercs
3asBlICHHE CTyAEHTa (ero 3aKOHHOTO MPEACTABUTENA) M 3AKIIOYCHUE ICHUXOJIOTO-MEIUKO-
nenarorudeckoit komuccuu (ITMIIK).

B cayuae HeoOxomumocTH, oOOy4aroIIMMCS W3 YWCIA JIUL C OTrPaHUYEHHBIMU
BO3MOXHOCTSIMM 3JI0pOBbsl (IIO 3asBJICHUIO OOydYarollerocs), a Juid HHBAIMWIOB TaKXe B
COOTBETCTBUM C UHJIMBUAYAJIbHOW IMPOrpaMMOil peaduinTaluyd MHBAJIUIA, MOTYT IpeiaraTbes
CJIEAYIONINE BApPHAHTHI BOCHPUATHS y4yeOHOW HMH(OpMAIMHM C Y4€TOM WX WHAWBUIYAIbHBIX
NCUXO0(U3UUECKUX OCOOCHHOCTEH, B TOM YHCJIE C MPUMEHEHHEM D3JIEKTPOHHOTO OOYydeHHUS U
JUCTAaHIIMOHHBIX TEXHOJIOTU:

— JIJISL JIAI] ¢ HApYIICHUSMU 3pCHUS: B TeYaTHOW (hopMe yBeIMUEHHBIM MpudTOM; B
dbopMe UIEKTPOHHOTO JOKyMeHTa; B (hopme ayamodaiiina, WHIUBUIyaTbHbIC KOHCYIbTAIIMH H
3aJIaHuUs;

— JUId JIMI] C HapyUICHUSMHU CiyXa: B Ie4aTHOW ¢opme; B (popMe 3JICKTPOHHOTO
JIOKYMEHTA; BUCOMATEPHAIIbI C CYOTUTPAaMU; HHIUBUIYyaJIbHbIC KOHCYJIBTAIIMH C TIPUBJICYCHUEM
CYpZIOTIEPEBOIUNKA;

— JUISL JIUI] ¢ HAPYIICHUSMHU OIMOPHO-IBUTATEIILHOTO arapara: B IedaTHOUW ¢opMme; B
dopMe DIIEKTPOHHOTO JOKyMeHTa; B (opMme aymuodaiina; WHIWBUAyaIbHBIC 3alaHUs |
KOHCYJIbTAIINH.
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8. OLIEHOYHBIE MATEPHAJIBI (®OHJI OLIEHOYHBIX CPEJCTB) ISl
TEKYIEFTO KOHTPOJISI YCIEBAEMOCTH M  IPOMEXXYTOYHOI
ATTECTAIIAN

8.1. Omnucanue mnoka3zarejeil M KpuUTepHeB OIECHUBAHUSA KOMIIETEHIUI Ha
Pa3JIUYHBIX 3Tanax uX GopMHUPOBAHNSI, ONTHCAHUE IIKAJ OLleHUBAHUS

Jlnisi OIIeHKH 3HAHW, YMEHHMU, HAaBBIKOB M YPOBHS C(POPMHUPOBAHHOCTH KOMIIETECHIIMU
[0 JUCUMIUIMHE MpPUMEHSAETCs OalIbHO-PEUTHHIOBass CHCTEMa KOHTPOJISL M OLEHKHU
YCIIEBaEMOCTH CTYJICHTOB. B OCHOBY OaJllIbHO-PEHTHHIOBOM CHCTEMBI MOJIOKEHBI IPUHITUIIBI, B
COOTBETCTBUM C KOTOPHIMH (POPMHPOBAHME PpEHTHHra CTYACHTAa OCYILIECTBISIETCS B XOJE
TEKYILLEro KOHTPOJIs ycreBaeMocTH. MakcuManbHOoe KoaudecTBo 6amioB B cemectpe — 100.

IIIxana oneHKH pe3yJbTaTOB 0CBOCHUSA TUCHUIIINHBI, C(l)OpMHpOBaHHOCTI/I pe3yJabTaToB

o0yueHus
®opma npoBeeHHs IIIxanbl OLIEeHKH YPOBHS
NPOMEKYTOYHOMI copMupOBaHHOCTH IIxaJjia oeHKH YPOBHS OCBOECHHS JMCHUIIIHHBI
arTrecTalum pe3yJIbTaTOB 00y4YeHus
VYposHeBas mkana | 100 6anpHas 100 GanbHast 5-0aypHas mKana, HemuddepeHm
OLICHKU mkana, % mkana, % ¢ hepeHIIpoBaHHas poBaHHas
KOMIETSHIUN OLICHKa/0aImt OLICHKA
9K3AMEH JIOTIIOPOTOBBIN HIKe 61 HIDKe 61 «HEYAOBIICTBOPUTEIBHOY / HE 3a4TCHO
2
MOPOTOBBI 61-85,9 61-69,9 «YJIOBJICTBOPUTEIHHOY / 3 3a4YTCHO
70-85,9 «xopomoy / 4 3a4TEHO
TIOBBIICHHBIH 86-100 86-100 «OTIMYHOY / 5 3a4TEHO

Ilo umoeam mexywetl ycnesaemocmu CmyoeHmy moxcem Oblmb 8bICMABLEHA OYEHKA NO
NPOMEICYMOUHOU Ammecmayuu 8 COOMEemcmseuu 3a HAOPaHHblMu 3a cemecmp baiiamu (no
HakonumenbHomy peumuney). Cmyoenmam, HaAOpaswum 6 Xo0e MmeKyueco KOHMpOs
yenesaemocmu no oucyuniune om 61 0o 100 6an106 u 6pinoIHUSWUM 8Ce 00s13amenbHbLe GUObL
3aNIAGHUPOBAHHBIX  YUEOHbIX 3aHAMUL, NO peuleHuro npenooagamens 6e3 NPOXOHCOEHUs.
NPOMEICYMOUHOU ammecmayuu 8blCMasIsemcs OYeHKa 6 COOMBEMCmMEUU CO WKALO0U OYeHKU
Pe3YIbmamos 0C80eHUs OUCYUNTUHDL.

Pe3ynomam obyuenusn cuumaemcsa chpopmuposannuvim (RoGvlUIeHHbLIL YPOBEHD), ecilu
meopemuyeckoe cooepicanue Kypca OCB0EHO MNOIHOCMbIO;, NPU YCMHBIX C00ece008anusx
cmyoeHm ucuepnviéaiouje, NOCIe008aMmMeNbHO, YemKO U J02UYECKU CIMPOUHO uslazaem y4eOHblil
mamepuan, c80000HO CHPABIAEMCA C 3aA0A4aMu, GONPOCAMU U OpYeUMU BUOAMU 3A0AHUL,
mpebyiowux NpUMeHeHus: 3HAHUL, UCNONb3Yem 6 omeeme OONOIHUMENbHbIL MAmepudal; 6ce
npedycmompenHvle pabouel yY4yeOHOU NPOSPAMMOU 3A0aHUsL BbINOIHEHbL 8 COOMBEMCMBUU C
YCMAHOBNIEHHbIMU ~— MPeDOBAHUAMU,  CMYOEHM  CHOCOOeH — aHAIU3UPO8AmMb  NOJYYEHHble
pe3yibmamsl; NPOAGIAen CAMOCMOSMENbHOCMb NPU  GbINOIHEHUU 3A0aHUll, KaA4yecmeo ux
8bINOIHEHUS OYeHeHo uuciom 6annog om 86 0o 100, umo coomeemcmsyem NOBGLIULEHHOMY
VPOBHIO CHOPMUPOBAHHOCTIU PE3YTbIMAMO8 00YYEeHUsL.

Pesynomam o6yuenua cuumaemca copmuposannvim (nopozoewvlii ypoeeHus), eciu
meopemuyeckoe coo0epiucane Kypca OCB0€HO MNOIHOCMbIO, NPU YCMHbIX Cc0Dece008aHusx
cmyoenm nocie008amesbHO, 4emKo U JI02U4ecKU CMPOUHO uzlazaem Y4eOHbulll Mamepuai;
Cnpasnaemcs ¢ 3a0a¥amiul, 8ONPOCamu U OpyeuMu UOamu 3a0anull, mpeodyrouux npumMeHeHus
3HAHUL, 6ce NpedycCMompenHvle pabouell Y4eOHOU NpocpamMMol 3a0aHUs 6bINOJHEHbl 8
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COOmMEemcmeuu ¢ YCMAHOBIEHHbBIMU MPeDOBAHUAMU, CMYOeHM CHOCODEeH aHAIUUPOB8ANb
NOJIYYEHHble pe3yNbMmamoul, HNpPOAGIAem CAMOCMOAMENbHOCHb HpPU  BbINOJHEHUU 3a0aHull,
Kauecmeo ux 6blNOJHEHUsl OYeHeHo uuciom oOanioe om 61 0o 85,9, umo coomeemcmeyem
HOPO208OMY YPOBHIO CHOPMUPOBAHHOCMU PE3YIbMAMO8 00YYeHUS.

Pe3ynomam o00yuenusa cuumaemcs HeCHOPMUPOBAHHBIM, eClU CMYOeHm npu
8LINOIHEHUU 3A0AHULL He OeMOHCIMpUpyem 3HAHUU Y4eOH020 mMamepuaid, 0Onyckaem OuuoKu,
HEYBEPEeHHO, C OONbWUMU  3AMPYOHEHUAMU BbINOJIHAEM 3A0AHUsL, HE OeMOHCMPUpyem
HeoOX00UMbIX YMEHUll, KA4eCcma0 8bINOJIHEHHbIX 3A0aHUll He COOMEEMCMEYen YCMaHOB8IeHHbIM
mpebosaHusAM, KA4ecmeo UX BbINOJIHEHUS. OYEHEHO Yuciom oOannoe Hudce 61, umo
coomeemcmeayem 00nopo2080M) YPOBHIO.

@®opMbI TEKYLIEr0 KOHTPOJIS yCIIeBAeMOCTH

KoaunuecTBo KoaunuecTBo
Makc. K0JI-BO
DopMBbI TeKYIIEro KOHTPOJIs KOHTPOJbHBIX 6aJioB 3a 1 GALIOB
TOYEK KOHTP. TOYKY
YCTHBIH onpoc / TECTUPOBaHHE O 4 5 20
TEeMaM JICKITMOHHBIX 3aHITHI
[IpakTrueckue 3agaHus 8 5 40
Otuetsl 10 J1abopaTOPHBIM paboTam 4 10 40
HToOro mo aucuunjinae 100 6aas0B

Cucrema OIICHWBaHUS TIPEJACTaBICHA B DJJCKTPOHHOM Yy4eOHOM Kypce MO JUCIHUIUIIHE
http://sdo.tolgas.ru/.
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8.2. TunoBble KOHTPOJIbHBbIE 3aJaHus Wi UHble MaTepuanl Aiss TEKYIIEI'O
KOHTPOJISA YCHEBAEMOCTHU

8.2.1. TunoBble 3a1aHNsl K NPAKTHYECKUM 3aHATUAM

Ilpakmuueckoe 3anamue Ne 2. Ilocmpoenue mooenu yzpo3 011 munogoi UHGPOPMayuoOHHOU
cucmemul

3amanue: Ha OCHOBe OaHka JaHHBIX yrpo3 OesomacHoctu wuH(popmamun OCTOK Poccum
MOCTPOMTE MOJIENh YIPO3 IS 33 JaHHOU WH(OPMAITMOHHON CHCTEMBI (BeO-CepBep OpraHU3aIlHH ).
Onpenenure He MEHee 5 aKTyallbHBIX YIPO3, YKAXKUTE UCTOYHUKHU YTPo3, OOBEKTHI BO3IACHCTBH S
Y BO3MOJKHBIE [1OCJIEJICTBUS pealn3ali yrpos.

Ilpakmuueckoe 3anamue Ne 5. Hacmpoiuika npasui mexccemego2o IKPAHupo8anu

3ananue: copMynupyiHTe W OOOCHYWTE Ha0Op IMPaBHI MEXKCETEBOTO SKpaHa Jisi CErMEHTa
KOPIIOPATHBHON  ceTH  (pa3pelICHHBIC/3aNPEIICHHBIC  HANpaBJICHUS W MPOTOKOJIBI),
00eCreynBaOIIM  MHHAMAQJIBHO HEOOXOJMMBIH  YpOBEHb JOCTYNa TPU COXPAHCHUU
paboTOCIIOCOOHOCTH TUTIOBBIX CepBUCOB (BeO, mouta, DNS).

8.2.2. TunoBble 3a1aHNs K J1a0OPATOPHBIM padoTam

Jlabopamopuasa pavoma Ne 1. Hucmannayua u mecmuposanue aHmMuupycHo20
RPOZPAMMHO20 CpedCcmea 3auiumsl UHGopmayuu

3aaHue: yCTaHOBUTE aHTUBUPYCHOE IIPOrPaMMHOE CPEJCTBO 3aIIUTHI HH(OPMALIUU, HACTPOUTE
MOJIMTUKA TIPOBEPKM M OOHOBJIEHHS 0a3, NPOBEAUTE TECTOBYIO MPOBEPKY Ha HAIUYUE
BpenoHocHoro I[IO (¢ wucnonb3oBanmem TectoBoro ¢aiina EICAR), odopmute otuer ¢
OMKCAaHUEM PE3yIbTaTOB TECTHPOBAHUSI.

Jlabopamopuasa pavoma Ne 2. Hucmannayua u mecmuposanue annapamuo-npozpammHozo
cpeocmea cemegoil 3aujunvl

3ajanue: HaCTPOUTE MPOrPaMMHBIN MO0 anmapaTHbIM MEXCETEBOM IKpPaH COTJIACHO 3aIaHHOMY
HaOOpy MpaBWI, MPOBEIUTE TECTUPOBAHHE KOPPEKTHOCTU (uibTpauuu Tpaduka, odopmure
OTYET C pe3yJIbTaTaMH TECTUPOBAHHUS.

Bomnpocs! 1151 ycTHOr0 onpoca

1. ITonsiTue knbepOe30mMacHOCTH, HHPOPMALIMOHHOW 0€30IaCHOCTH M 3aIIUThl MHYOPMAIMH, UX
COOTHOILIEHHE.

2. lenu, 3anaun 1 00bEKTHI 0OecTieueHus] KuOepOe30macHOCTH.
3. Kimaccudukanms yrpo3 nHGpOpMaIMOHHON 6€30MacHOCTH.
4. VICTOYHUKH U KaHaJbl yT€UYKH WH(POPMAIIHH.

5. Mopenb HapymuTesns U MOJCNb YTpo3 HHPOPMAITMOHHOM 0€30MMacHOCTH.
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8.3. TumoBbIe KOHTPOJIBHbIE 33JaHHsI MM HHbIE MATEPHATbI IS NPOBeIeHHS
MNPOMEXYTOYHOU ATTECTALIUU

dopma MpoBeNeHUST TPOMEKYTOYHOW aTTeCTallMu [0 JUCIUIUIMHE: JIK3aMeH (I10o
pe3yibTaTaM  HAKOMHWTEIBHOTO  pEUTHMHTa WIM B YCTHO-IUCBMEHHOW  Qopme 1o
9K3aMEHAIIMOHHBIM OMJIETaM).

IlepeyeHb BONPOCOB U 3aJaHM JJisl MOATOTOBKHU K IK3aMeHY
YK-1. Cnioco0eH ocymecTBJIATH MOUCK, KPUTUYECKHH aHAJIN3 U CMHTe3 HHGopMannu,
NPUMEHATH CUCTEMHBIH MOIXO0/1 1JIs1 pellieHNsl MOCTABJIEHHBIX 32124

1. Ilonsatue kubepOe30macHoCTH, HTHPOPMAITMOHHON OE30MACHOCTH U 3aIUTHl HH(OPMAILIUU, UX
COOTHOIIICHUE.

2. lenwn, 3amaun u 00BEKTHI 0OECTICYCHISI KHOSPOE30IMacCHOCTH.

3. Kimaccudukanus yrpo3 nHGOpMaIMOHHON 0€30MaCHOCTH.

4. VICTOYHMKH ¥ KaHAJIbl yTEUYKH WH(OPMAIIHH.

5. Mopenb HapyuuTens U MOJIeNb YyTpo3 HHPOPMAIIMOHHOM 0e301acHOCTH.

6. HopmatusHO-TipaBoBBIe aKThl Poccuiickoii @enepanuu B obnactu 3amuthl nHGopmarmn (DP3-
149, ©3-152, npukazst ®CTIK u ®Cb Poccun).

7. MexnyHapoaHble U HAallMOHAJBbHBIE CTaHIApThl MHPopMannonHoi 6e3onmacuoctu (ISO/IEC
27001, 'OCT P UICO/M3K 27001).

8. Opranu3anus pearupoBaHus Ha HHIUJCHTH HTHPOPMAITMOHHON 0€3011acHOCTH.

9. Meronuka moucka U KPUTHYECKOTO aHaIW3a Hay4YHO-TEXHUYECKOW MH(popManuu B o0nacTu
KnOepOe30MacHOCTH.

IK-2. Cnoco6eH nNpuMeHsITh NPOrpaMMHbIe CPeJACTBA CHCTEMHOT0, PHKJIAHOTO U
CHeNHATbHOI0 HA3HAYeHHUsl, HHCTPYMEHTAJ/IbHbIE CPEACTBA, A3BIKU U CHCTEMbI
NPOrpaMMHPOBAHUA /ISl pelieHus NpogeccHOHANbHBIX 3a1a4

1. Kimaccudukanusi BpeIOHOCHOTO IPOrPaMMHOTO 00eCTIeYeHUsI.

2. MexaHHu3MBbl pacpOCTPAHEHUS U 3apaKeHHsI BPEIOHOCHBIM NMPOrPaMMHBIM 00€CIIeUeHUEM.

3. IIpuHuMIIBI paOOTHI U BUJBl aHTUBUPYCHBIX MPOTPAMMHBIX CPEACTB 3alllUThl UH(pOpMAaLIUH.

4. TlopsAOK MHCTAJUIALMU M TECTHPOBAHUS AHTUBUPYCHBIX MPOrPAMMHBIX CPEACTB 3aIUTHI
uH(pOpMaLIUH.

5. CummeTpHuuHble KpUnTorpaduiyeckre alropuTMbl: Ha3HAU€HUE U 00JIaCTh MPUMEHEHHUS.

6. AcuMMeTpUYHbIe KpUNTOrpaduuecKre aJrOPUTMbI: HA3HaYEHHE U 00JaCTh TPUMEHEHUSI.

7. DneKTpoHHas MOAINKUCH U XEIIMPOBaHNE: HA3HAYSHHE, TPUHIMITBI (DYHKIIMOHUPOBAHMSL.

8. OTeuecTBeHHBIE CpeCTBA KpunTorpaduyeckoit 3amutel nHpopmanuu (CK3N).

9. IIporpaMMHBIE MEXCETEBBIE IKPAHBI: HA3HAYEHUE, TIOPAIOK MHCTAUIALUN U TECTUPOBAHUS.
10. IIporpammuble cpeacTBa UAECHTU(UKAIMY U ayTEHTU(UKALINN TI0JIb30BaTENIEH.

11. Metoauka TECTHMPOBAaHUS MPOTPAMMHBIX CPEJICTB 3allUThl MHMOPMALMU M OLEHKU
3¢ (HEeKTUBHOCTH UX QYHKIIMOHUPOBAHHUSL.

IK-3. Cnoco6eH NpUHUMATH Y4acTHe B OPraHU3ANMN U MPOBEAeHUH KOHTPOJIbHBIX
NPOBEPOK PadoTOCIOCOOHOCTH H I(P(PEKTHBHOCTH NPUMEHSIEMBIX IIPOrPAMMHBIX,
NPOrpaMMHO- ANMAPATHBIX U TEXHUYECKHUX CPEACTB 3aIUUThI HHGOpMALMHT

1. ApxuTekTypa 3alI1IIEHHbIX CETEW: OCHOBHBIE IPUHIUIIBI TOCTPOEHUS.

2. AnmapaTHble MEXCETeBble HIKpaHbl: Ha3HAuY€HUE, KiIacCu(UKalys, MOPSIA0K MHCTAIUISIIUA U
TECTUPOBAHUS.

3. Texnonoruu VPN: Ha3HaYeHHE U TPUHLIUIIBI PYHKIIMOHUPOBAHUSI.

4. Cucrembl 00HapyxeHUs U npeaoTBparienus Bropxxenuit (IDS/IPS).

5. AnmapaTHele CpeacTBa ayTEeHTH(QHUKAUUU (TOKEHBI, CMapT-KapThl): HMHCTAULILIUS U
TECTUPOBAHUE.
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6. Mopenu pa3rpaHHueHHS JOCTYNA: TUCKPEIMOHHAs, MaHAAaTHAs, POJICBast.

7. MeToauka TECTUPOBAHUS AallapaTHBIX CPEACTB 3alIUThl WHPOPMAIUU H  OICHKHU
3 pexTuBHOCTH UX HYHKIIMOHUPOBAHUS.

8. IMopsiiok 3KCIUTyaTallik U COMPOBOXKJEHUS MPOTPAMMHBIX U allllapaTHBIX CPEICTB 3aIUTHI
uHpopmanuu.

IIpuMepHBIH TECT AJIs1 HTOTOBOI'0 TECTUPOBAHMS

Ipasunvubiti 6apuanm omeema 8blOeieH NOLYHCUPHBIM UPUDMOM ¢ NOOYEPKUBAHUEM.
1. KuGepOe3onacHocTh HampasiieHa Mpex/ie BCEro Ha o0ecrneueHne

A) koHGUIEHINATBHOCTH, IEJOCTHOCTH M _J0CTYNNHOCTH MHGOPMAIIMM B _KOMIIbIOTEPHBIX
CHCTEeMAaX U CceTHAX

b) TonpK0 KOHPUACHIINATHPHOCTH HHPOPMAITTT

B) Tonpko ¢usnyeckoil coxpaHHOCTH HOcUTeNnel nHpopMauu

I') Tonpko GecriepeOoitHON PabOTHl 000PYTOBAHUS

2. Moaenb HapyIIUTEIIsl OMUCHIBAET

A) npeanoJsiaraeMble BO3MOKHOCTH, MOTHBAIMIO M YPOBEHb JOCTYNA JMIA, CHOCOOHOIO
peann3oBaThb Yrpo3y

b) nepeyenn TeXHUUECKHUX CPECTB 3AIIUTH HHPOPMALIH

B) cTpykrypy ciy:x0b1 HH()OPMAIMOHHON O€30TTACHOCTH OpraHU3aIlluu

') mopsi0K pe3epBHOTO KOMMUPOBAHUSI TAHHBIX

3. Bupyc, TposiH, 4epBb B MUGPOBATBIIHK SIBISTFOTCS] PA3HOBUIHOCTSIMU

A) BPEeIOHOCHOI'0 IPOIPAMMHOI0 o0ecneYeHu st

b) cpenctB kpunrorpadudeckoi 3amuTel THPOPMALTUU

B) cuctem oOHapy)eHUs! BTOPKEHUIA

I') anmapaTHBIX MOJyJIeil TOBEPEHHOM 3arpy3Ku

4. OcHOBHOE Ha3HAYEHUE AHTUBUPYCHOTO MPOTPAMMHOTO CPEICTBA 3AIUTHI MH(OPMALIUN
A) oOHapy:KkeHue, 0JJOKMPOBaHNe U yiajleHHe BPeIOHOCHOI0 IPOrpaMMHOI0 ofecrieyeHust
b) mudpoBanue cereBoro tpaduka

B) pasrpanuuenue npas noctymna K GailioBoi cucreme

I') pe3epBHOE KOITMPOBAaHUE JAHHBIX

5. K cummeTpudHbIM KpUnTorpauueckuM alropurMaM OTHOCUTCS

A)T'OCT 28147-89 (Marma)

b) RSA

B) anroput™m Juddu — Xennmana

') TOCT P 34.10-2018

6. AcummetpudHoe mudpoBaHue, B OTINYNE OT CHMMETPUYHOTO, HCTIOIb3yeT

A) napy KJ4eid — OTKPBITBLIA M 3aKPLIThIHI

b) onun 1 TOT e KItoY 1 mudpoBaHus U paciupoBaHUs

B) Tonpko xem-pyHkiuu 6e3 Kitouei

I') nuckinrounTeNnbHO anmnapaTHble CpecTBa

7. DIeKTpOoHHas MOAMUCH 00eCIeYnBaeT

A) noaTBepK/IeHNE AaBTOPCTBA M IEJOCTHOCTH 3J1eKTPOHHOI0 JOKYMEHTA

b) yckopenue nepenaymn JaHHBIX IO CETH

B) cxxarue o6vema xpanumoi uHGopMaIuu

') aBTOMaTHYECKOE PE3epPBHOE KOIMPOBAHNE

8. CK3M — aTo cpencrBa

A) kpunrorpadudeckoi 3aiuTLI HHbOPMAIINH

b) xoHTpONsS pu3MUeckoro AOCTyna B MOMEIIEHUE

B) BuneonabmoneHus

I') kagpoBOTO AENONPOU3BOJACTBA

9. MexcereBoil akpaH ((aiipBo) mpeHa3HayeH JIs
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A) duapTpanum  cereBoro Tpaduka B COOTBETCTBHU

C 3aJaHHBIMH TIIpaBHJAMH

0€30MacHOCTH

b) XxpaHeHUs pe3epBHBIX KOIUI TaHHBIX

B) mpoBepku opdorpaduu B JOKyMeHTaxX

') ynpaBiieH#s KaJpOBBIM COCTaBOM OPTaHU3AIMH

10. Texnonorus VPN obecrieunBaer

A) co3naHue 3alMIIEHHOro (mmdpoBaHHOIO) KaHAJA

nepeaavun  JaHHBIX  INOBEpX

OTKPBITOH CeTH

b) yckopenue paboTsl mporeccopa

B) aBromarnueckoe 0OHOBIIEHUE ONEPAIIMOHHON CUCTEMBI
I') Bu3yanmzaiutio cereBoro Tpaduka

11. Cucrema oOHapyxenusi Bropxenuid (IDS) B ormimume OT CHUCTEMBI NPEAOTBPAIICHUS

BTOpkeHwuit (IPS)

A) T0JbKO BBISIBJISIET ¥ _CHTHAJHM3HPYET O NMOJO3PUTEILHON AKTHBHOCTH, He OJOKHDYS ee

aBTOMATHYECKH

b) Bcerna 6mokupyet n00y10 CETEBYIO aKTUBHOCTh

B) ycranaBnuBaeTcst HCKIIOUUTEIBHO HA alllapaTHOM YPOBHE
') He TpebyeT HaCTPOUKH MPaBUII

12. AnnapaTHbIif TOKEH IPUMEHSIETCS IS

A) annapaTHoi ayTeHTH(OHUKAIMY 01b30BaTeNs

b) yBenuuenust oobeMa ornepaTUBHON NaMATH

B) oxnaxxaeHus cepBepHOro o00pya0BaHuUs

I') nedyatu 1OKyMEHTOB

13. I[I/ICKpCI_II/IOHHaH MOZCIIb pa3rpaHUdYCHUA JOCTYyIIa NPEAIIojIaracTt, 4YTo
A) Baajenel_pecypca caMoOCTOSTENbHO onpeaeaseT nMpaBa J0oCTYIA JPYIrHX CYObEKTOB K

ITOMY PECYpPCy

b) npaBa nocryna onpenensitoTcsi HCKIFOUUTEIbHO METKOM CEKpPETHOCTH
B) nocryn npenocrasnsercs Ha OCHOBaHUHU JOJKHOCTHOM POJIU MOJIb30BaTENs

I') noctyn k pecypcy HEBO3MOKHO OTPaHUYHTh
14. MannaTHast MOJieNb pa3rpaHUYeHUs JOCTyla OCHOBaHA Ha

A) conocTaBjieHUH MEeTOK KOHGUIEHIMAIbHOCTH CVﬁ’beKTa H 00beKTa A0CTVIIAa

b) pemenun Bnazgenbua pecypca
B) cnyuaitHoM pacripeneneHuu npas A0CTyIa
I') uckimounTeIbHO OMOMETPUYECKHX JIaHHBIX M0JIb30BATENS

15. PoneBas monens paszrpanudenus pocryna (RBAC) HaznauaeT mpaBa 10cTymna Ha OCHOBaHUU
A) pouu (10/5KHOCTHOM (PYHKIMN) N0JIb30BATE/IsI B OPraHU3AlMHU

b) Bpemenu cyTok
B) reorpagudeckoro MecTonosoKeHus MoJib30BaTess
I') oObema onepaTuBHOM NaMsITH KOMIIbIOTEPA MOJIb30BATEINS

16. ®enepanbhblit 3aK0H Ne 149-D3 perynupyer OTHOLIECHHS B 001aCTH
A) nadopmanuu, HHGOPMANMOHHBIX TEXHOJIOIHII H 3aIIUTLI HH(OPMAIINHU

B) NEPCOHANIBHBIX JAaHHBIX UCKIIFOUYUTCIIbHO MECIUIIUHCKUX yqpemneHHﬁ

B) rocynapcTBeHHOI TailHBI
') 6yxranrepckoro y4yera

17. ®enepanbublii 3akoH Ne 152-D3 perynupyeT oTHOLIEHUS B 001acTH

A) 00padOTKH M 3AIIUTHI IEPCOHAJbHBIX JIAHHBIX
b) 3amuTsl rocy1apcTBEHHOM TaliHbI

B) nuniensupoBanus 00pa3oBaTeIbHOM NEATEBHOCTH
[') aHTUMOHOTIONIEHOTO PETYTUPOBAHMS

18. Crangapt TOCT P ICO/M3K 27001 ycranaBnuBaeT TpeOOBaHUS K
A) cucreMe MeHeKMEHTa MHGOPMALIMOHHOW 0€30IaCHOCTH OPraHUu3alul

b) Oyxrantepckoil OTYETHOCTH MPEANPUATHS



23

B) kadecTBy meyaTHOW MPOAYKITMH

I') oxpane Tpyzaa Ha IpOU3BOJICTBE

19. PearupoBanue Ha MHIMJIEHT HHPOPMAIIMOHHOM 0€30IaCHOCTH HAYMHAETCS € ATana

A) o0HApY:KeHUsI U PerucTPANMU HHIIH/IEHTA

b) yHu4TOXEHMS BCEX KYpPHAIOB COOBITUI

B) yBonbHEHUS OTBETCTBEHHOI'O COTPYIHUKA

I') oTkiTrOUEHUS BCEH opraHu3anuu oT ceTu MHTepHeT

20. Ouenka >pPeKTUBHOCTH (HYHKIIMOHHUPOBAHHUS CPEACTBA 3AIIUTHI HH(POPMAIIUN TPOBOIUTCS C
LEJbI0

A) ToATBep:KAeHHMS COOTBETCTBHMS ero  padoThl YCTAHOBJICHHBIM TpPeOOBAHMAM
0€30I1ACHOCTH

b) yBenuueHust CTOMMOCTH CPECTBA 3alLUThI

B) cokparenus mraTa crieuaiiucToB o HHGOPMAIMOHHON 06€3011acHOCTH

') u3aMeHeHus au3aiiHa Moyb30BaTeNLCKOro HHTepdeiica




